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Overview of the Presentation:

1. History – The reason for Export Control

2. The legal Basics of Export Control

3. What is checked for Export Control?

4. Why Export Control at ETH Zürich?

5. Questions to Security Screening
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1st Part of the Presentation:

History – The reason for Export Control



Historical events that led to Export Controls  (1/2)
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• World War I: 
The world witnessed the use of toxic chemicals in warfare to an unprecedented extent during World War I, with the first large-scale attack using chemical 
weapons taking place at Ieper, Belgium, on 22 April 1915. By the war’s end, some 124,200 tonnes of chlorine, mustard and other chemical agents had been 
released, and more than 90,000 soldiers had suffered painful deaths due to exposure to them. Close to a million more people left the battlefields blind, 
disfigured or with debilitating injuries.
Source OPCW Website, History

• World War II (1939 – 1945) – use of chemical weapons and dropping of two atomic bombs (06.08.1945) in Japan by 
the United States

• Iraq: the construction of a toxic gas factory in Samarra/Iraq with the support of western suppliers  (1982/1983)

• Libya: the construction of a chemical weapons factory south of the capital of Libya  (1989)

• Kuwait/Iraq: the occupation of Kuwait by Iraq under Saddam Hussein  (1990)

• Syria: Use of chemical weapons in civil war (2012)



The Basis of Export Control  (2/2)
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Treaties

(1997) Chemical Weapons Convention, 193 Member States

(1975) Biological Weapons Convention, 191 Member States

(1970) Treaty on the Non-Proliferation of Nuclear Weapons, 178 Member States

Four international Export Control Regimes:

(1985)  Australia Group (AG)

(1996)  Wassenaar Arrangement (WA)

(1987)  Missile Technology Control Regime (MTCR)

(1974)  Nuclear Suppliers Group (NSG)

Switzerland signed the three 
treaties and all four regimes, 

on which national export 
control laws are based.
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2nd Part of the Presentation:

The legal Basics of Export Control



The purpose of Export Control?  (1/3)
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 Preventing the spread of weapons of mass destruction (‘proliferation’) and conventional weapons

 Safeguarding national security interests

 Ensuring the security of the countries and their citizens

 Securing the peaceful coexistence of nations

 No intensification of conflicts in crisis areas

 Adherence to human rights

 Protection against terrorism

 Enforcement of political and economic objectives



National and International Export Control Regulations  (2/3)

Countries Dual-Use Items Sanctions Armaments Applicable

- Goods Control Act (GCA)
- Goods Control Ordinance (GCO)
- Chemicals Control Ordinance
- Safeguards regulation
- VIM*

Embargo Act (EmbA)

Switzerland is UN-Member 
since 2002

 Sanctions imposed by 
the UN Security Council are 
incorporated into Swiss law.

- War Material Act

- War Material Ordinance

In Switzerland for all export 
transactions

Export Administration Regulation  
(EAR)

International 
Emergency Economic 
Power Act  (IEEPA)

International Traffic in 
Arms Regulations  (ITAR)

Worldwide for US origin items

Regulation (EU) No. 2021/821 of 
20 May 2021

Art. 215 «EU restrictive 
measures»

Common Position 
2008/944/CFSP of 
8 December 2008

Worldwide for all EU citizens 
regarding EU embargo 

Export Control Law (latest update 
Oct 2024)

Anti-foreign Sanctions Law (AFSL)

Data Protection law

- Unreliable Entity List

- Blacklist

National Security Laws In China and worldwide for 
resale of export-controlled 
Chinese products 

*VIM = Ordinance on the export and brokering of goods for internet and cell phone surveillance

06.11.2024



Criminal Consequences of Non-Compliance  (3/3) 
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Non-compliance of Swiss and U.S. export control regulations may result in penalties…

 against the institution and

 against the responsible individual involved in the export transaction. 

The penalties are considerable and in serious cases it even can lead to imprisonment for the individual.

Here two examples:

2004 Case in the USA          :

Imprisonment of professors for following violations:

 30 vials of a potentially deadly plaque bacteria (yersinia pestis), classified with ECCN 1C351 were exported to Tanzania without export 

license from the U.S. authority. Penalty: 2 years in prison, resignation from Texas Tech University, loss of export privileges for 10 years.

2022 Case in Norway :
 A German-Iranian professor at a Norwegian technical university was charged with violating sanctions on Iran by inviting four guest

researchers from Iran and giving them access to a laboratory. The visiting researchers had access to knowledge that could be useful

to Iran’s nuclear program. The professor was charged with violating the Iran sanctions, export control regulations and Norway's data

breach legislation. Penalty: He was found guilty and was sentenced to 8 months of prison.
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3rd Part of the Presentation:

What is checked for export control?



What is Export Control about?  (1/4)

To control items, 
like products, software and technology, 

that cannot only be used for civilian
but also for military purposes and leave 

Switzerland, i.e. are exported

 commonly known as “Dual-Use Items” 
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Topics with high Export Control Risk also in Research  (2/4)

Applied research and the development in certain fields is high-risk and could potentially be misused for military 
purposes. These areas are usually in the subjects of Science, Technology, Engineering and Mathematics 
(STEM):

They comprise:

• Aerospace technology

• applied chemistry, biochemistry and chemical engineering

• applied physics

• Biotechnology

• Electrical and mechanical engineering

• Measurement technology and sensors

• Material engineering

• Nuclear technology

• Production and process engineering

• Telecommunication und information technology
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Exclusions from Export Control – where no export control applies  (3/4)

• Publications & Open-source Software
«In the public domain» means technology such as research results, reports, designs, source 
codes, etc. that has been made available to the public and are already in the public domain without 
restrictions upon its further dissemination. 
But note: Export controlled technology (>TRL 3) that is intended (!) to be published requires an 
export approval from SECO if it has not yet been published at the time of export (initial 
publication).

• The mere use of an equipment
The mere use or operation of an export-controlled product or equipment is not subject to export 
control. 

• Basic scientific research (TRL 1-3) Applicable for technology only!
basic scientific research is purely knowledge-oriented or knowledge-driven research and is 
related to fundamental questions and problems of a discipline and is not primarily directed towards 
a specific practical aim or objective.
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subject to export control

Technology Readiness Level TRL  (4/4)
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4th Part of the Presentation:

Why Export Control at ETH Zürich?



Cross-border 
transactions of 

goods, know-how 
and services

Research 
collaborations and 

grants

Employment 
process

Invitation from 
visiting professors 

and academic 
guests

Licensing process

Procurement of 
goods and services

Economic risks in 
the form of 
cooperation or 
business 
prohibitions 
(sanction lists)

Criminal conse-
quences due to 
the persecution by 
authorities (with 
prison sentences)

Reputational 
damage in public, 
vis-à-vis the 
authorities and 
the cooperation 
partners

Financial risks 
e.g. due to non-
compliance 
with contrac-
tual clauses, 
fines etc.

ETH Zürich – Why does it need an export control?   (1/6)
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The Federal Council decision in 2016   (2/6)
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The legal requirement (Art. 5 GCO) for the granting of an export license is that the applicant must provide 
the Swiss authority SECO with proof of reliable internal controls. 

 No ICP  No export license  Inability to act for the exchange of export-controlled findings 
from research with partners abroad.

Challenge:
Export control licences are required and have to be applied for at the Swiss authority when Dual-Use 
technology shall be exchange with partners abroad  applies to ETH Zürich.

Important to know:
The decision to consider universities and research institutions is based on the common under-
standing of all members states of the export control regimes. This is no Swiss phenomenon – the 
same development can be observed in Europe and the USA.



ETH Internal Compliance Program (ICP) - Available Online 
Supports since 2019   (3/6)

06.11.2024

ETH Export Control Webpage

Trainings



ETH Export Control-Website  (4/6)
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Person-related 
check



Person-related export control assessment – Security Screening (5/6)
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P
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Person-related export control assessment – Security Screening (6/6)
Helpsheets for the assessment
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5th Part of the Presentation:

Questions
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