Dionysios Georgiadis
Martin Raubal
25 November 2020

An interdisciplinary review on
weak signal detection

#3

Table of Contents
Abstract

3

Introduction

4

Organisational science

5

Dealing with strategic surprise

6

Strategic early warning systems

7

Organisational mindfulness and sensemaking

8

Futures & strategic foresight

9

Peripheral vision, information overload and analytics

9

Signal processing & engineering

10

Dealing with low signal-to-noise ratio

11

Satellite positioning systems

12

Temporal integration methods

13

Assisted positioning

13

Nonlinear dynamics

13

Generating mechanisms & precursors

14

Self-organised criticality

14

Phase transitions

14

Bifurcation theory

15

The perspective of risk management

15

Stochastic resonance

16

Unified framework

17

Universal challenges in harnessing weak signals

17

Challenge 1 - Allocating attention

18

Challenge 2 - Detecting weak signals

18

Challenge 3 - Interpreting weak signals

19

Challenge 4 - Exploiting wildcards

19

Challenge 5 - Discovering weak signal signatures

19

Challenge 6 - Understanding the origins of discontinuities

19

An intuitive overview of challenges

20

Interpreting literature diversity

21

Automation of weak signal applications

22

Discussion

24

References

26

FRS

An interdisciplinary review on weak signal detection

2

Abstract
When managing systems that are embedded in complex environments, being able to anticipate
and navigate discontinuities can make the difference between perishing and thriving. To this
end, one may actively scan the environment for weak signals: seemingly minor irregularities that
may foretell impending discontinuities. This approach has been studied across literature, from
the detection of ball bearing faults in rotating machinery, to the rupture of fuel tanks, prediction
of riots and political uprising, and financial crises. Despite the universality of this challenge, each
literature has focused on idiosyncratic definitions, tools and solutions. As a result, there is no
unifying framework for exploiting weak signals, and interdisciplinary convergent research is
impeded. Seeking to remedy this issue, we take a holistic view on how weak signals are
exploited across literature and propose a unified conceptual framework. Based on this
framework, we identify research directions that may enable social sciences to draw
methodology from mathematically rigorous fields. This approach stands to drastically improve
weak signal exploitation in social systems by reducing human involvement and lowering the
detecting threshold for weak signals.
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Introduction
From the cheerful acceptance of the Trojan horse in antiquity, to the Mexican gulf oil spill in
2010 (Schoemaker et al. 2013), decision makers have been known to ignore subtle hints of
impeding disasters, leaving observers wondering how the clear signs could have been missed.
Management science dubs these signs weak signals, seemingly insignificant pieces of
information that are hard to detect and to interpret — but catalytic to our understanding (Ansoff
1975). Organisations that systematically scan their environment for irregularities (Daft et al.
1988) may be able to detect weak signals and harness their predictive power — enabling
decision makers to anticipate, avert or even take advantage of catastrophes. The concept of
weak signals has also been employed in the literature on futures, or futurology (Sardar 2010),
with the aim of detecting emerging trends in society as a whole (Rossel 2012).
Beyond social sciences (managerial sciences and futures), research on engineering and signal
processing has been focusing on a similar problem: analysing data to uncover features that are
both vitally important and obscure (Wang et al. 1999; Wang and He 2003; Qiu et al. 2006). The
detection of weak signals is routine in multiple applications, ranging from GPS (Global
Positioning System) positioning (Glennon and Dempster 2004), to the early detection of
percolating microcracks in fuel tanks (Gould and Eldredge 1977), and the detection of minor
defects in electrical motors (Thomson and Fenger 2001). Such applications are typically
enabled by non-trivial data analytics methods, which rely heavily on concepts from nonlinear
dynamics (Anifrani et al. 1995; Gould and Eldredge 1977; Harmer et al. 2002). Such methods
are capable of automatically detecting and/or harnessing weak signals.
The automated systematic approach to harnessing weak signals that we encounter in
mathematically rigorous fields contrasts the approaches found in management and futures —
where the detection and interpretation of weak signals rely on expert opinion and ad-hoc
analysis (Mendonça et al. 2004). Contemplating this contrast, one may wonder whether weak
signal detection and interpretation in social sciences could benefit from the methodological
arsenal of mathematically rigorous fields. However, so far, this question has not been
systematically pursued. In fact, there is no framework unifying the phenomenology of weak
signals across both social and engineering disciplines. As a result, individual literatures have
developed their own idiosyncratic tools, concepts, and methods — resulting in a disconnect that
obscures the potential for convergent interdisciplinary research.
The present report is a first foray to bridge this disconnect, by drawing from multiple literature to
present a unified framework for systematically detecting and exploiting weak signals. We argue
that such a framework can be built using concepts from certain works from complex systems
and nonlinear dynamics that investigate: i) the causes and mechanisms underlying abrupt
transitions in dynamical systems, and ii) the precursors of such events. The mathematical
abstractness of the nonlinear dynamics literature has prevented the development of an
idiosyncratic framework; and consequently, the concepts of nonlinear dynamics can be
translated in both managerial and engineering sciences. A body of work has been consolidating
complex systems and nonlinear dynamics with social and/or organisational sciences (Kaivo-oja
2012; Todnem By 2005; Somit and Peterson 1992; Timmermans 2008), while many engineering
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weak signal applications rely on nonlinear dynamics and complex systems (Sornette 2002;
Gould and Eldredge 1977). However, few works have focused on using methodology from
nonlinear dynamics and complex systems, to aid weak signal detection and interpretation in
managerial sciences (Durlauf 1999; Goldstein et al. 2010).
As an example of how nonlinear systems may offer a unified framework for harnessing weak
signals, we may consider a specific vibrational pattern that the nonlinear dynamics literature has
identified as a precursor to a particular type of discontinuous transition (Saleur and Sornette
1996). Engineering works have empirically linked this vibrational pattern with the impeding
breakdown of electromechanical equipment (Anifrani et al. 1995). More interestingly, another
string of works from econophysics has focused on using the same oscillatory pattern to predict
major changes in a social system: financial asset prices driven by trader behaviour (Sornette et
al. 1996). The example demonstrates how nonlinear dynamical system theory can contribute to
harnessing weak signals in engineering as well as social sciences.
In the present report we categorise literature on weak signals in four broad literary groups and
review each group in an individual section. The sections are: Organisational Science (section 2);
Futures & Strategic Foresight (section 3); Signal Processing & Engineering (section 4); and
Nonlinear Dynamics (section 5). Each of these sections summarises the main research
questions, definitions, insights, and challenges found within the respective literary group.
Notably, two prominent sub-groups were also identified: weak signal detection for GPS
applications, and stochastic resonance for weak signal detection. These two clusters are
discussed in sections 4 and 5, respectively.
Section 6 elaborates on the connections between the aforementioned four literary strands and
presents a list of the overarching challenges. Doing so naturally produces a set of unified
definitions for weak signals and other associated concepts.
In the final section, we discuss implications of the proposed framework, by examining the
reviewed literature under the lens of the newly proposed definitions and discussing how new
interdisciplinary research avenues may be identified.
Throughout the following pages, we will be using the term ‘environmental scanning’ to refer to
the task of finding weak signals. This term is borrowed from organisational sciences, the domain
of managerial sciences that arguably has the most pedagogical terminology for weak signals
and their associated concepts. The term ‘wildcard information’ is borrowed from futures
literature to indicate crucial information that can be revealed via successfully detecting and
interpreting weak signals.

Organisational science
Organisational science focuses on ‘the examination of how individuals construct organizational
structures, processes, and practices and how these, in turn, shape social relations and create
institutions that ultimately influence people’ (Clegg and Bailey 2007, pp xliii). Here, we first
discuss how weak signals are defined in this field, and then we examine two different
approaches to harnessing weak signals.
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Dealing with strategic surprise
In organisational science, the topic of weak signals was first discussed in Ansoff’s seminal work,
where he argued that traditional forms of forecasting that rely on historical data were incapable
of predicting strategic surprises, described as ‘sudden, urgent, unfamiliar changes in a firm’s
perspective which threaten either a major profit reversal or the loss of a major opportunity’
(Ansoff 1975, pp 22). Ansoff’s underlying assumption is that strategic surprises do not emerge
without warning. Based on this assumption, which has been explored in subsequent works
(Kaivo-oja 2012; Seidl 2004), managers may have the opportunity to scan their environment for
such warnings, and anticipate strategic surprise. In this context, weak signals are defined as
‘first symptoms of strategic discontinuities; they are symptoms of possible change in the future’
(Holopainen and Toivonen 2012, pp 200.
Ansoff’s fundamental assumption is that strategic surprises do not emerge without warning, and
in the following sections we will see that nonlinear dynamics is in partial agreement: certain
dynamical systems produce precursors before they undergo a change of regime. Certain works
have focused on exploring and formalising this connection from a theoretical standpoint, by
using a constructivist approach to map phenomenology of firm dynamics to statistical
mechanics (Kaivo-oja 2012; Meyer et al. 2005). Other works have developed methodology
based on formal methods from nonlinear systems in order to tackle practical weak signal-related
problems in organisations. The latter category primarily draws from statistical mechanics (Levy
2008) or graph theory. For example, a network science based method to detect lone wolf
terrorists through social media activity has been presented in (Brynielsson et al. 2013). A more
general approach to network science methods for weak signal detection in social networks can
be found in (Mossel et al. 2015).
Ansoff considered firms, and outlined the challenges of detecting and aggregating
environmental information to extract the predictive power of weak signals. He also emphasised
how acting on weak signals fundamentally differs from acting on strong signals (Ansoff 1980).
This framework has been expanded in subsequent works, which more thoroughly discuss the
detection and aggregation of environmental information (see Welz et al. 2012; Ilmola and Kuusi
2006; Narchal et al. 1987; Daft et al. 1988; Schoemaker and Day 2009; and Amanatidou and
Guy 2008). The result is the de facto framework or the study of weak signals across all
managerial and social sciences. Arguably, it also is the most intuitive and pedagogical
exposition of the weak signal phenomenology — and that is why we chose to use most of its
terminology for this report.
To enable organisations to harness the predictive power of weak signals, Ansoff suggested the
formation of strategic early warning systems (SEWS) — top-down structures that empower
executives (Reinhardt 1984). Remarkably however, a second approach has been put forward
from organisational science, based on field observations from high reliability organisations
(HROs). HROs have been able to effectively deal with strategic surprise by interpreting weak
signals, without a SEWS. Instead of a top-down system, HROs rely on a highly effective form of
distributed cognition, which allows for the detection and collective interpretation of weak signals.
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Strategic early warning systems
The concept of environmental scanning was discussed by Aguilar (1967), as a methodology to
search a company’s environment for all relevant strategic information. Ansoff addressed this
challenge in the context of weak signals using the notion of filters: conditions that potential weak
signals have to adhere to in order to reach the strategic planning process (Ansoff 1975). Since
then, a large body of works has developed, exploring the use of textual analysis for the
detection of weak signals in social media. Prominent examples can be found in: predicting
rioting through Twitter activity using natural language processing and classification methods
(Charitonidis et al. 2015, 2017). Gaining business insights by detecting weak signals from online
sources has also been explored by applying traditional natural language processing (NLP)
methods on tweets (Pépin et al. 2017; Kayser and Bierwisch 2016), news (Yoon 2012;
Thorleuchter and Van den Poel 2013), and mixed textual sources (see Mühlroth and Grottke
2018; Song, 2012 for a thorough review of techniques and applications of weak signal mining
from online sources).
Although the organisational science literature has explored the challenge of environmental
scanning, much less emphasis has been given to a closely related question: how to define the
scope of this environmental search. Should we consider only media directly relating to the
company (customers, employees, etc.) or set a broader scope including competitors, legislators,
news outlets, etc.? This question has been more extensively explored in the futures literature.
In Ansoff’s framework, the weak signals acquired by scanning one’s environment need to be
meaningfully aggregated to reveal useful information. Ansoff suggested that when aggregating
weak signals, companies may rely on expert judgment and past experience. The resulting
interpretation will be gradual: ‘when a threat/opportunity first appears on the horizon, we must
be prepared for very vague information, which will progressively develop and improve with time.
This progression may be characterized by successive states of knowledge’ (Ansoff 1975, pp
24). In stark contrast, strong signals have a clear interpretation and impact as soon as they
appear. A number of methods have been suggested for aggregating weak signals, relying either
on the judgement of experts (Rossel 2012), the DELPHI method (Nowack et al. 2011), the
judgment of an expert aided by computer software (Rouiah and Ould-Ali 2002; Lesca and Lesca
2011; Pépin et al. 2017), or prediction markets (Graefe et al. 2010). Remarkably, human
involvement is a vital part in all of this literary strand. A review of methods using automated
analytics to aid experts in the interpretation of weak signals can be found in (Eckhoff et al.
2014).
The final challenge considered by organisational science in the context of weak signals is
organisational flexibility: a set of principles and practices that can enable an organisation to
adapt to environmental discontinuities (Bessant et al. 2005; Mendonça et al. 2004). However,
the focus of this report is on the detection and aggregation of weak signals, and not on
organisational strategy — therefore this particular topic will not be discussed here. If the reader
is interested in this topic, more can be found in Aaker and Mascarenhas (1984) and references
therein.
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Organisational mindfulness and sensemaking
Interestingly, another branch of organisational sciences has provided an entirely different take
on detecting and aggregating weak signals. By empirically studying the practices of high
reliability organisations (nuclear plants operators, aircraft carrier crews, etc.), Weick was able to
derive five organising principles that enabled groups to avert catastrophes by effectively filtering,
aggregating, and reacting to information through a distributed cognitive process dubbed
‘sensemaking’ (Weick 1987). This empirical work gave rise to literature that studies how
organisations can survive or even thrive in the presence of strategic surprise (Lengnick-Hall and
Beck 2016). In contrast to the previously discussed methods, this approach does not consider a
SEWS system specifically built for exploiting weak signals. Instead, sensemaking is a
distributed cognitive process, embedded within the organisation (Weick 1995).
For effective sensemaking to take place, individuals at the front lines of the organisation must
be free of cognitive biases and actively look out for crucial information (Weick 1995). This
information must then be communicated to those who are best suited for interpretation (Weick
1995). Again, this information-routing process must be free of cognitive biases; for example,
experts should be given crucial technical information first, instead of supervisors (Weick 1988).
Over time, individuals learn who is best suited for which kind of crucial information, and the
organisation develops a property dubbed ‘transactional memory’. This process allows for the
collective intelligence of the organisation to be tapped, and for anomalies to be timely detected
and interpreted. In this way, sensemaking can enable organisations to deal with strategic
discontinuities, and thrive in turbulent environments (as demonstrated by studies in healthcare
(Thomas et al. 1993), marketing (Neill et al. 2007), and humanitarian aid (Stephenson 2005).
Therefore, in contrast to the top-down Ansoff-ian early warning systems, sensemaking can be
understood as a bottom-up approach to tackling the challenges of weak signals.
An example of the value of transactive memory can be found in the development of the opensource operating system Gentoo, which depends on a network of collaborating developers.
Once a software issue appears, the respective expert in the network is informed and mobilised
to settle it. Initially, the process of routing the issue to the expert occurs in a distributed fashion:
the issue is passed from one developer to the next until the expert is found. In this way,
transactive memory is formed: the individuals within the organisation slowly learn who is an
expert on what, and become adept at this process. Eventually, a single specialist may be tasked
exclusively with routing issues, in order to accelerate this process. This approach results in a
boost in terms of productivity but robs individuals of their transactive memory. The importance of
transactive memory becomes apparent when the routing specialist leaves the organisation and
performance plummets (Zanetti et al. 2013).
Effectively detecting and routing crucial information within the organisation can be a challenge,
and to aid individuals, the concept of mindfulness has been proposed. Mindfulness has been
described as the psychological process of purposely bringing one’s attention to experiences
occurring in the present moment without judgment (Baer 2003). Empirical and theoretical works
have demonstrated how mindfulness can enable sensemaking and empower organisations to
deal with weak signals through the emergence of collective cognition. An example on how the
lack of mindfulness could result in catastrophes can be found in the Bhopal disaster in India, an
event where a series of mishaps led to the explosion of a pesticide factory and to the deaths of
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thousands (Broughton 2005). According to Weick the root cause of the disaster was lack of
mindfulness: ‘The breakdowns included a low standard of plausibility, minimal doubt, infrequent
updating of both mental models and current hunches, and mindless action’ (Weick 2010, pp
532). Broadly speaking, mindfulness can be understood as an inquisitive, highly perceptive
mental state.
It should be noted that certain SEWS rely on either using panels of experts to collectively
interpret weak signals, or collecting information from crowds. Therefore, these systems rely on
distributed cognitive processes, which means that the boundary between the sensemaking and
SEWS approaches is not a clear line.

Futures & strategic foresight
Futures literature, or futurology, is a field of sociology that dwells on postulating possible,
probable, and preferable futures for society as a whole (Sardar 2010). Strategic foresight has a
similar scope, but focuses on producing planning-oriented, actionable insights (Vecchiato 2012).
Both futures and strategic foresight dwell on the practices and methods that enable the early
detection of emerging discontinuities in social systems. They also focus on interpreting the
consequences of discontinuities from the perspective of various decision makers (firms,
governments, policy makers, etc.). The ultimate goal is to inform future courses of action in
order to ensure the long-term survival and success of societal structures.
Both these fields have a large body of work dedicated to weak signals, and rely on the
framework of Ansoff. Some works have suggested that a slightly different weak signals
framework needs to be developed specifically for futures and strategic foresight (see
(Holopainen and Toivonen 2012, and references therein for a review of such works). However,
the suggested alterations to Ansoff’s framework are either minor or entirely semantic — and
thus of no interest to the current report.

Peripheral vision, information overload and analytics
A prominent challenge in identifying weak signals is determining the scope for environmental
scanning (Hiltunen 2008). This challenge was not explored in depth in Ansoff’s work, which
vaguely suggested focusing on organisations and individuals intimate to the company (Ansoff
1975, 1980). Works from the futures literature argue that by doing this, the scope of the search
can become narrow, resulting in missing weak signals — a condition dubbed lack of ‘peripheral
vision’ (Day and Schoemaker 2008, pp 43). The same problem — lack of peripheral vision —
can result when introducing overly strict filters for weak signals (Ilmola and Kuusi 2006). On the
other hand, selecting an overly broad scope of search can result in information overload,
fatiguing the decision maker and potentially increasing the difficulty of sensemaking
(Schoemaker et al. 2013). In futures and strategic foresight, determining the scope of search for
weak signals relies on empirically derived rules, a summary of which can be found in Hiltunen
(2008, 2007). Additionally, in many cases the scope is overly narrow because of limited data
accessibility. The recent boom of social media has helped in solving this problem: social media
are now among the most prominent avenues for monitoring and observing social systems.
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In the case of textual data from social media, machine-learning methods have been considered
to limit the scope of the search for weak signals (Sriram et al. 2010). These methods rely on a
combination of natural language processing, manual labelling, and supervised classification
algorithms to classify textual content in various categories, such as relevant/irrelevant,
warning/emotional, support/complaint, etc. Such applications can be found in Imran et al.
(2013), in filtering disaster-related tweets; and Culotta (2010), who focuses on epidemic-related
tweets. The detection of small, localised events from searching the entire throughput of Twitter
for an entire city are considered in Suma et al. (2017). A combination of natural language
processing and machine learning is used for the detection of weak signals in generic online
textual data sources in Thorleuchter and Van den Poel (2013). Atefeh and Khreich (2015)
review numerous works on event detection by monitoring Twitter. Additionally, Sándor (2009)
considers natural language processing in monitoring textual streams and automatically
detecting topics where discourse is emerging. The same challenge in identifying relevant social
media content has been explored for non-textual information, but to a far lesser extent. Nontextual data has been considered primarily with images. Here, Alam et al. (2018) explore the
classification of disaster-related images in tweets, and Gupta et al. (2013) propose an algorithm
for automatically identifying fake images tweeted during Hurricane Sandy in the United States.
Most of the afore-cited methods employ the following approaches: i) first, all possible social
media content is accumulated, ii) then a fraction of the accumulated content is manually labelled
(e.g., as relevant/irrelevant), and iii) finally a supervised classification algorithm is trained based
on the manual labels.
Besides social media platforms, other potential sources for weak signals in futures and strategic
foresight studies are: patents; news articles; individuals (policy makers, expert scientists,
governmental employees, journalists, CEOs); crowdsourcing; online communities: and groups
of amateurs with an apparent talent for anticipating developments in specific fields, dubbed
‘expert amateurs’ by Hiltunen (2010, pp 108).
After the content produced by online media has been classified as relevant or irrelevant, weak
signal detection and interpretation follow. For the detection and interpretation of weak signals,
methodological works from this literary stream use identical approaches to the ones from
organisational sciences: they rely on expert judgement and methods such as DELPHI (see
previous section for citations). That being said, works from futures and strategic foresight
consider weak signals on a broad social scale, instead of a company-wide scale.

Signal processing & engineering
Uncovering information buried under excessive noise is the main challenge in numerous
engineering applications (Wang et al. 2013), e.g., detecting objects on radar, performing early
diagnosis of upcoming errors in electromechanical equipment, or identifying minor artefacts in
medical imaging data. Works found here essentially consider mathematical denoising
techniques that are applied to quantitative data. These techniques are routinely used in
engineering and signal processing, resulting in practical benefits such as reduced downtime,
aversion of catastrophes, and optimised operations.
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Generally, these methods are designed to detect a specific predefined signal obscured by
noise, and therefore, a description of a weak signal must be available for the methods to be
used. Examples of weak signal descriptions include specific vibrational patterns or nonlinear
trends. These descriptions or signatures are studied in a second smaller body of work, which
uses either experimental or formal methods to discover and describe indicators of crucial events
(e.g., specific vibrational patterns that allow to foresee the breakdown of an electric motor).
These signature indicators are referred to as ‘weak signals’ in this literary group. The successful
automation of weak signal detection and interpretation in this literary strand stands in stark
contrast with efforts from the social sciences, which all rely on expert judgement and manual
work.

Dealing with low signal-to-noise ratio
Generalised methods that can be used to detect specific weak signals across different domains
have been developed. The following is a non-exhaustive list of the most prominent of these
methods:
● One example of such a method makes use of stochastic resonance, a phenomenon
that originates from biology (Benzi et al., 1981) and will be explored in the next section.
In short, some nonlinear, multistable systems may become more sensitive to low
amplitude signals in the presence of noise, and this property has been used to detect
weak signals, as demonstrated in Hari et al. (2012), Lei et al. (2013), Wiesenfeld and
Moss (1995), and Asdi and Tewfik (1995). Applications include non-invasive gearbox
diagnostics (Lei et al. 2013), fault diagnosis of rotating machinery (Li 2005), and
sensitive magnetometers (Wiesenfeld and Moss 1995). A general method for stochastic
resonance based weak signal detection is presented in Asdi and Tewfik (1995).
Additionally, reviews on specific nonlinear oscillators that rely on stochastic resonance
for weak signal detection can be found in Wang et al. (1999), and Jalilvand and
Fotoohabadi (2011).
● Fast Fourier Transforms (FFT) have been successfully used for: the detection of weak
signals in detecting sustained tachycardia from electrocardiogram data (Cain et al.
1984), and fault diagnosis in arc fault detection (Wang et al. 2014).
● Wavelet analysis is ‘a mathematical technique which can decompose a signal into
multiple lower resolution levels by controlling the scaling and shifting factors of a single
[…] function’ (Liu and Menzel 2016, subsection 3.1 par. 1). The efficacy of wavelet
analysis for weak signals detection has been demonstrated for predictive diagnostics in
motor bearings (Qiu et al. 2006; Wang et al. 2015), and radar (Ehara et al. 1994)
applications.
● Blind source separation is an unsupervised learning technique that allows the
decomposition of a single mixed signal into its constituents through a Hebbian-inspired
(adaptive) rule (Comon and Jutten 2010). This method has been applied to predict the
onset of Alzheimer’s disease from electroencephalogram data (Cichocki et al. 2005;
Solé-Casals and Vialatte 2015).
● Machine learning can also be used in weak signal detection. A manifold learning
method was used in combination with wavelet analysis for the detection of ball bearing
faults in rotating machinery (Wang et al. 2015) A recent review of works using
unsupervised learning for the early prediction of component failure can be found in
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●

(Amruthnath and Gupta 2018). The challenges of using machine learning for predicting
weak signals indicative of cybersecurity threats in IoT (Internet of Things) applications
have been summarised in Abeshu and Chilamkurti (2018). Weak signals in cosmological
data have been captured using deep learning techniques (George and Huerta 2018;
Haiman 2018). Generally, a major challenge of using machine-learning methods for
weak signal detection is sample imbalance, as we typically have more samples of nonweak-signals.
Finally, a number of works from this literary group dwells on weak signal detection for
satellite positioning systems applications, such as GPS. These works all have a very
clear, common goal and share methodological similarities. All approaches developed in
this literature are specific to GPS signals and have not found broad application in other
domains. These methods will be discussed at the end of the current section.

In part, the success of weak signal applications in engineering seems to stem from the luxury of
experimentation. One can typically obtain more data on an engineering application by running
lab experiments. Data helps, either in identifying clear signatures of important events, or by
giving a better description of the engineered system in normal operation. Social sciences do not
have the same luxury as experiments are harder or even impossible to run. However, the data
explosion driven by social hyperconnectivity has helped ameliorate this issue.

Satellite positioning systems
Broadly speaking, the receiver of a satellite positioning system must collect and then convert
signals from satellites into measurements of position, velocity and time. This information is
acquired from at least four satellites, in order to determine the user position. The operation of a
receiver involves three major tasks: detection of satellite signals, tracking of the signals, and
using the obtained information to estimate the user position. Satellite positioning systems have
been used for many years in numerous fields (including air, naval and automotive navigation),
but their use in complex environments (e.g. cities, indoors, dense forests, inside tunnels) is still
limited. This is because satellite positioning signals are very faint, as the power of the satellite
emitter is spread over a large fraction of the globe. Additional problems arise as well: the signal
is subject to electromagnetic noise, the signal may be reflected and reach the receiver in more
than one path (each of different length), and atmospheric conditions may influence the speed of
the signal. Various studies demonstrate the significant degradation of satellite signals when
subjected to this type of environment (Melgard et al. 1994; MacGougan et al. 2001; SecoGranados et al. 2012).
Methods developed to address satellite positioning signal detection can broadly be classified
into three categories: the use of complementary radio frequency signals, the use of advanced
signal processing techniques, and the use of external sensors (Andrianarison 2018). Most of the
proposed methods in the recent literature are intended for software-defined radio (SDR)
receivers, due to their flexibility for research and development. SDRs are well suited for
research, since all-software signal processing algorithms (whether acquisition or tracking) can
easily be controlled, and there is no need to change hardware when adding or modifying
algorithms.
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All of the following techniques can increase the sensitivity of the receiver to satellite signals at
the expense of either: computational power, energy and time (Andrianarison 2018). That is to
say that the presented techniques can improve the sensitivity of the receiver by either
increasing power consumption, increasing the time it takes to acquire the signal, or utilising
more hardware. Many applications impose limits on power, computational resources, and time.
For example, a mobile phone user has access to limited computing power, and would rather
increase battery life than increase the accuracy of GPS by a few metres. Therefore, works on
weak signal detection for satellite positioning systems focus not only on detecting the weakest
possible signal, but also on making the detection process as computationally efficient and fast
as possible.
Temporal integration methods
Coherent and non-coherent integration are temporal averaging techniques, which exploit the
repetition of the satellite signal in time. By taking temporal averages, temporally uncorrelated
noise is reduced. The two methods differ in that coherent integration averages the raw signal,
while non-coherent integration averages the squared signal. Generally, longer integration
windows increase the sensitivity of the receiver, at the cost of longer acquisition time (more
details can be found in DiEsposti (2001)). However, the structure of satellite signals imposes an
upper limit on the coherent integration window. Non-coherent integration is designed to aid
coherent integration, by expanding the maximum window of the latter. In this way, non-coherent
integration increases the sensitivity of the receiver when the coherent integration reaches its
limit (Borio et al. 2009). While longer non-coherent integration windows allow to increase the
coherent window further, it also introduces a type of distortion known as ‘squaring loss’. Thus, a
compromise between the two effects must be found (Borio et al. 2009). The temporal limits of
integration windows are the result of the structure of the signal broadcasted by satellites, and
newer systems (like the Galileo) have changed their signal in a way that allows for longer
integration windows.
Assisted positioning
Increasing the efficacy of satellite positioning systems is also possible by using an external
reference station to provide additional information to the receiver. This family of techniques is
called assisted GPS, and was first introduced in Taylor and Sennott (1984). The external
reference station may broadcast information on the position and speed of satellites to aid the
receiver. In order to infer the position and speed of a satellite, the unaided receiver needs to
scan the entire space for [position x speed] combinations. In contrast, an aided receiver can a
priori reduce this search space based on the information provided by the reference station (Van
Diggelen 2009). The reduced search space allows for more effective usage of the receiver’s
computational power.
A pedagogical overview of additional methods on weak signal acquisition for satellite positioning
systems can be found in Andrianarison (2018).

Nonlinear dynamics
In a broad sense, nonlinear dynamics study the behaviour of systems that respond to inputs in a
disproportionate manner. There are two literary strands from nonlinear dynamics related to the
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topic of weak signals. While both strands take a theoretical approach and rely on formal
methods, they focus on different aspects around weak signals and consider the concept
differently.

Generating mechanisms & precursors
The first strand considers two major challenges: i) uncovering the origins of discontinuities in
dynamic systems, and ii) determining whether such events are associated with specific
precursors. These precursors can serve as weak signals that foretell of the impending
discontinuity (see a more in-depth explanation in Huang et al. (1998)). Indeed, after such
precursors are identified within the nonlinear dynamics literature they may be exported towards
engineering to serve as signatures of weak signals (Gould and Eldredge 1977; Sornette 2002;
Anifrani et al. 1995; Sornette et al. 1996).
Self-organised criticality
Regarding the first challenge (generating mechanisms of discontinuous events), let us consider
an example from evolutionary biology: based on fossil records the evolution of species was
found to be described by long periods of non-adaptation (stasis), separated by short bursts of
massive cascades of adaptation (cladogenesis) (Gould and Eldredge 1977). The origins of this
non-trivial property of the evolutionary process puzzled evolutionary biologists for decades, until
eventually an explanation was offered by the theory of self-organised criticality, or SOC (Bak
and Sneppen 1993). SOC is a property of certain systems to spontaneously ‘tune’ themselves
towards a critical state. Here, critical implies a state characterised by divergent correlation
length or susceptibility (Bak et al. 1988). More intuitively, a divergent correlation length means
that seemingly local changes can have far-reaching consequences, while divergent implies that
small perturbations may result in system-wide events.
While the concept of SOC originated from the statistical mechanics literature, it has been
identified as a generating mechanism of discontinuous change across disparate systems,
including: geophysics (Sornette and Sornette 1989), financial markets (Stauffer and Sornette
1999), sociology (Weisbuch et al. 2001), environmental sciences (Pueyo 2007), and neuronal
dynamics (Arcangelis et al. 2006; Georgiadis and Sornette 2019; Hesse and Gross 2014).
Models exhibiting SOC can provide a formal explanation of the origins of weak signals in certain
systems. System-wide events birthed in systems exhibiting SOC may be perceived as
environmental discontinuities by observers. In certain models, such events may exhibit
precursory behaviour. In such cases, precursors can serve as weak signals, making the
identification of precursors and the development of methods for their detection a topic of study
(Huang et al. 1998; Amundsen et al. 2012).
Phase transitions
Phase transitions are phenomena describing physical systems undergoing discontinuous
change (most notably, change between states of matter). While originating from physics, phase
transitions have been successful as analogues in other fields as well. Notably, phase transitions
have been put forward as models of discontinuous change in complex systems such as social
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networks (Fronczak et al. 2007), finance (Levy 2008), cortical tissue (Beggs and Plenz 2003),
and technical infrastructures (Carreras et al. 2004), among others.
To provide an informal explanation of a phase transition we may consider a system associated
with quantity measuring order (for example, the density of liquid), and a control parameter that
we are allowed to vary slowly (such as temperature). Assume that we slowly increase the
control parameter, until it reaches a characteristic critical value — at which we will observe a
discontinuous change in either the order parameter or one of its derivatives (with respect to the
control parameter).
Certain types of phase transitions are associated with specific precursors (for example, the
divergence of the order parameter as we approach the critical control parameter value). When
using phase transitions as metaphors for complex systems, we may attempt to predict
discontinuities by scanning the environment for the respective precursors. Such precursors may
be spatiotemporal — such as the percolation a network extracted from the system’s correlation
matrix (Rodríguez-Méndez et al. 2016); or temporal — such as a super-exponential trend
leading to singularities in finite-time (Yan et al. 2010).
An in-depth explanation of phase transitions and their applications across domains is out of
scope for this report. The interested reader may see cited works for more information.
Bifurcation theory
Consider a dynamical system undergoing a gradual change of some of its parameters. In
certain systems this gradual change may cause a sudden shift of its dynamical qualities: the
stability of equilibria might change (e.g. from stable to unstable), the equilibria or limit cycles
may vanish or spontaneously appear, and limit cycles may become equilibria or vice versa
(Strogatz et al. 1994). Bifurcation theory looks at such behaviour through the use of abstract
analytical models, and has identified a number of generating mechanisms for discontinuous
dynamics (Iooss and Adelmeyer 1998). The parsimonious models studied in bifurcation theory
provide us with formal examples of how a seemingly ‘weak’ signal can have drastic effects on
systemic behaviour. These examples can be used as powerful analogies to numerous
applications, and thus bifurcation theory is the theoretical basis for many weak signal detection
methods found in engineering, such as nonlinear oscillators and stochastic resonance. A review
of different bifurcation types is out of scope for this report, and the interested reader may consult
Iooss and Adelmeyer (1998) and references therein. For a more pedagogical introduction we
recommend Strogatz et al. (1994).
The perspective of risk management
Besides exploring the mechanisms of discontinuous change, works in nonlinear dynamics focus
on investigating the origins of precursory signals, and developing tools for their early detection.
Whether a specific discontinuous event is associated with a precursor or not can be a major
debate in risk management (Sornette 2009) and generally depends on the mechanism giving
birth to the discontinuity. For example, in some cases of SOC large-scale events do not produce
precursors, and therefore cannot be anticipated — while discontinuities associated with secondorder phase transitions generally produce precursors.
Discontinuities that cannot be anticipated due to lack of precursors, may give rise to Black Swan
events. In such cases, scanning one’s environment for weak signals is pointless — it is better to
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prepare for adversity rather than try to predict it (Taleb 2007). In contrast, discontinuities with
the potential to be predicted (that is, accompanied by precursors) have been dubbed ‘Dragon
Kings’ and have been identified in numerous domains including financial markets, nuclear
accidents (Wheatley et al. 2017), financial flash crashes (Johnson et al. 2012), and electricity
prices (Janczura and Weron 2012). In such cases, investment in detecting precursors that
allows the prediction of a discontinuity may be an optimal strategy.
Generally, what makes Dragon King events predictable is that they are produced by dynamics
different from their less impactful counterparts (Sornette and Ouillon 2012). Thus, Dragon Kings
are typically encountered as outliers of some distribution, and statistical tests to identify such
outliers have been developed (Sornette and Ouillon 2012; Pisarenko and Sornette 2012). Using
such tests may provide empirical evidence on whether the outlier events are: i) unpredictable
extremely low probability events (Black Swans), or ii) generated by a fundamentally different
mechanism and thus potentially predicable (Dragon Kings). Another approach to establish the
predictability of a particular type of discontinuity is via assembling a bottom-up model of the
system in question and running simulations. The results can then be explored for the detection
of specific signatures prior to extreme events (for example using superposed epoch analysis).
Typical precursors to Dragon Kings include increasing temporal autocorrelation in the system
dynamics, increasing spatial correlation, and diverging variance (Sornette and Ouillon 2012).

Stochastic resonance
A second strand of works from nonlinear dynamics looks at weak signals in another context, by
exploring how some input of small magnitude (referred to as a weak signal) can cause
macroscopic change in a large system. Therefore, here the term ‘weak signal’ indicates the
disproportionality between cause and effect.
Stochastic resonance is a prominent example of a mechanism that allows weak input to cause
large-scale change (Benzi et al. 1981). Multistable systems that are exposed to noise tend to
amplify the effect of a weak signal for a finite level of noise, as indicated by the term ‘stochastic
resonance’. A pedagogical and thorough explanation of stochastic resonance can be found in
McDonnell and Abbott (2009).
For an intuitive, informal description of stochastic resonance we can think of a multistable
dynamical system, with two stable states A and B. These two points lie far away from one
another (that is, they describe very different states of the system). Assume that A has a lower
potential than B, and that the system starts off resting at A. Next, this system is subjected to a
weak input, which alters the potentials of the system’s equilibria. Now, state B has a marginally
lower potential than A. However, A is a stable equilibrium, and the system cannot escape the
local region of stability surrounding A. Assume that we now apply noise to the system. The
noise may cause the system to escape the local area of stability near point A, and jump to point
B. This will be perceived by us as a radical change in the system’s state. This mechanism can
be used to amplify the weak input provided to the system, aiding in weak signal detection.
A more tangible example can be found in the study of the Earth’s climate. The slight wobble in
the Earth’s trajectory around the sun causes a change in the Earth’s received solar energy by
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0.1%. Nevertheless, this seemingly minuscule signal has been proposed as a potential driver of
ice ages (Wiesenfeld and Moss 1995).
Stochastic resonance has also been observed in biology (Hänggi 2002) — for example, to
increase the sensitivity of sensory systems. Additionally, stochastic resonance has been used in
signal processing and engineering to design sensors capable of detecting signals in low signalto-noise environments. See in the respective section (Dealing with low signal-to-noise ratio)
examples of uses of stochastic resonance in engineering and signal processing.

Unified framework
In this section we argue that the four literary strands from the previous section describe the
same general challenge, and that differences between the four frameworks are the result of
each strand focusing on a different aspect of this common challenge. We present a unifying
framework that consolidates the approaches of all four literary strands and discuss how the
proposed unified framework can account for the differences in the definition of weak signals
across literatures. We then mention interdisciplinary works on weak signals that focus on the
import/export of methods between the four identified literary strands, and illustrate how the
proposed unified framework can also account for the import/export relationships between the
four literary strands.

Universal challenges in harnessing weak signals
Let us briefly restate the concept of weak signals, as defined in each of the four literary strands.
Futures, and organisational sciences utilise approximately the same definition — perceiving a
weak signal as information that is hard to spot and to interpret, but stands to offer vital predictive
power. Engineering and signal processing consider a weak signal as a signal in a low signal-tonoise ratio environment. Finally, nonlinear dynamics systems describe a weak signal as a signal
of relatively low amplitude that can alter the macroscopic behaviour of some large system. We
propose the following unifying definition:
Weak Signal: Information that is i) non-trivial to obtain and/or interpret, but ii) may offer missioncritical predictive power if obtained and properly interpreted.
According to this definition, what constitutes a weak signal depends on the goals or mission of
an actor: hard-to-spot signals with far-reaching consequences that are not relevant to that
mission are not weak signals from the perspective of the agent.
As previously stated, the identification of signatures is a major focus of nonlinear dynamics —
with some examples being critical slowing down, increasing spatial or temporal correlations, and
diverging variance. We define a weak signal signature as:
Weak Signal Signature: A quantifiable property of signals that is characteristic of weak signals.
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The quantifiability mentioned in the definition above directly implies that weak signal signature
can be used to aid in the search of weak signals in data.
Aided by these definitions we may identify the fundamental challenges shared across literature.
Challenge 1 - Allocating attention
According to futures, the first step to harnessing weak signals is determining the potential
sources to be scanned for them. We will refer to this challenge as attention allocation. As
existing futures literature has shown, setting too broad a scope can cause information overload,
making the search unnecessarily hard, while setting a narrow scope can result in missing weak
signals. This challenge is dealt with very differently across the literature. For example, signal
processing and engineering merely focus on all measurements coming from the system of
interest (radar, motor, MRI sensors, or otherwise). However, in futures the scope is determined
based on the opinion of experts, and the available data sources. Generally, it appears that the
less coupled a system is with its environment, the easier it is to determine the scope of the
search. Finally, works from organisational science and nonlinear dynamics can help us uncover
new relevant sources that should be included in our scope. For example, the different colours of
sparks in asynchronous electric motors have been empirically associated with different
malfunctions. This nontrivial connection reveals an additional feature of interest (spark colour).
Thus, the colour of sparks (a feature that appears unimportant) should be included in the scope
of weak signal search.
Challenge 2 - Detecting weak signals
All literary strands agree on weak signals being non-trivial to detect. Signal processing and
engineering have developed mathematical methods for detecting a specific weak signal
signature by denoising numerical data, including spectral methods, filtering, and chaos
oscillators (for more details on the methods see the section on signal processing methods).
Research on satellite positioning systems has developed temporal averaging methods (see
coherent integration and non-coherent integration in section 4.2) that allow the detection of
signals below the thermal noise threshold. Similarly, works from nonlinear dynamics that focus
on the sensory reception of biological organisms have described how the phenomenon of
stochastic resonance can be used to detect signals buried under excessive noise (see section
5.2). Furthermore, futures and organisational sciences consider media produced by social
systems and rely on semi-automated methods for weak signal detection. Such methods typically
utilise textual analysis, and present the results to appointed experts for manual assessment via
the DELPHI method, or majority voting (for details, see section 3). Finally, the sensemaking
literature from organisational sciences recommends the adoption of specific practices that
enable organisations to identify weak signals in a bottom-up fashion — including deference to
expertise (that is assigning tasks based on expertise and not on rank or status); preoccupation
with failure (actively considering how processes and systems could fail and taking proactive
measures); and reluctance to simplify (preventing the simplification of complex problems by
actively challenging long held beliefs). Further details can be found in section 2.3. Before we
move on to the next challenge, it should be emphasised that the detection of weak signals can
be greatly aided if we have available a description of the weak signal at hand. Having such a
description transforms the problem of weak signal detection from scanning for any sort of
irregularity to scanning for a specific pattern. We will discuss the challenge of obtaining such
descriptions in the following paragraphs (Challenge 5).
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Challenge 3 - Interpreting weak signals
Weak signals need to be interpreted to reveal the respective wildcard information. The
interpretation tasks are handled differently based on: i) the number of historical occurrences of a
specific weak signal and ii) whether the given system is changing in time or not. Signal
processing and engineering focus on detecting specific weak signal signatures that have
already been associated with specific outcomes (e.g., a specific vibrational pattern of an electric
motor may imply a specific defect in the motor’s rotor). In such cases, the weak signal
interpretation task has been dealt with beforehand: either through formal methods or through
experimentation where a given signature has been associated with a given wildcard. In contrast
to engineered systems, social systems change in time, and tend to be harder to model
mathematically. Consequently, the task of interpretation cannot be resolved beforehand. Instead
futures and organisational sciences rely on a combination of i) past incidents and ii) expert
judgement to interpret weak signals. The sensemaking literature suggests another alternative:
adopting certain practices that allow the collective knowledge of the organization to be utilised in
the interpretation of a weak signal.
Challenge 4 - Exploiting wildcards
In managerial literature, once the wildcard information has been obtained, a decision maker
needs to determine how it will affect decision making. Here, the adaptability of the organisation
managed by the decision maker is crucial. Methods and practices that increase adaptability are
a topic of study. However, this current report focuses on the detection and interpretation of weak
signals and will not explore this challenge.
Challenge 5 - Discovering weak signal signatures
The search and interpretation of weak signals (Challenges 1, 2 and 3) can be aided if we
possess some description of such signals. For the case of quantitative data, literature on
nonlinear dynamics has provided a number of such descriptions in the form of specific patterns
in space or time (critical slowing down, diverging variability, etc.). These descriptions can be
formulated mathematically as temporal or spatial trends, making the search of weak signals a
trend-fitting task — for which advanced mathematical tools have been developed. 1 Additionally,
identifying signatures aids in interpreting weak signals, since certain signatures have been
associated with specific outcomes, e.g., diverging susceptibility is linked with a second-order
phase transition. In contrast, social science literature has not identified such signatures. Instead,
works from social sciences identify either clusters or anomalies in the data as potential weak
signals, and provide them to an expert for evaluation. Additionally, there is no clear link between
weak signals and specific outcomes. The interpretation of the former is left entirely up to the
judgement of the expert.
Challenge 6 - Understanding the origins of discontinuities
Nonlinear dynamics has identified a number of mechanisms that generate discontinuities, and
for some of them certain precursors have been described. Therefore, understanding the
mechanisms generating the said discontinuities may allow us to draw from the nonlinear
dynamics literature and to identify precursors that may serve as signatures for weak signals
(see paragraph for Challenge 4).
1

In many applications, spatial trends may be strong signals (very obvious, with clear interpretation).
However, spatial trends can also constitute weak signals (nontrivial to detect and to interpret). For
example, an increasing number of parked cars at retail stores (viewed by satellite) is predictive of
increased revenues for the supermarket chain (Melgard et al. 1994)
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An intuitive overview of challenges
In this paragraph we provide an intuitive, abstracted hypothetical scenario in order to unify the
previously mentioned six challenges. The purpose of this example is to aid the reader in
digesting the previous paragraph, by providing a high-level description of the challenges in a
concrete setting. Let us assume that we are quality managers in a haystack factory. We have
been tasked with: i) cleaning a number of haystacks from all foreign objects (such as nails,
needles, screws, and other objects), and ii) understanding what is the origin of these foreign
objects so that we can take preventative measures in the future.
1. Challenge 1: Determining where to search for the foreign objects. Should we only
search some of the haystacks, or perhaps only the tops of haystacks?
2. Challenge 2: Determining the search method. For example, are we to sift through the
hay manually, stalk by stalk, or can we use machinery to accelerate the process?
3. Challenge 3: Relying on our findings in order to understand the origins of the foreign
particles. For example, assume that we found a few screws in the same haystack, which
happens to be right next to an old conveyor belt. In that case, we may assume that the
screws came loose from the conveyor belt and found their way to the haystacks.
4. Challenge 4: Relying on our findings, it is reasonable to assume that the conveyor belt
is missing some screws and that it is likely to fail soon. The high probability of the failure
of the conveyor belt is our wildcard information, which we may now exploit by thoroughly
maintaining the conveyor belt.
5. Challenge 5: Determining a common feature of all foreign objects. In our example, we
may notice that all foreign objects are made of metal. This observation now allows us to
vastly simplify Challenge 2 by using a metal detector.
6. Challenge 6: Finally, understanding the origins of the weak signals (in this case screws)
may help us govern systems more efficiently. Here, we may move hay further away from
mechanical equipment with small parts, and keep this in mind when designing future
haystack factories.
A depiction of the identified challenges and their relation to the four literary strands is given in
Figure 1. Note the Challenge 4 is omitted, as it is not related to the detection of weak signals
and not considered in this report. The figure depicts the five remaining challenges in purple, with
arrows connecting challenges that are coupled. Literary strands are depicted in green, and
connected to challenges on which they focus. Finally, red arrows indicate strong export of
concepts and tools from one literary strand to another.
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Figure 1: The fundamental challenges in harnessing weak signals (purple network), and their relationship with the four literary
strands (green network). Red arrows represent flow of methodology between literatures. The text written over the green dashed
lines is a non-exhaustive list of keywords and topics linking literary strands with challenges.

Interpreting literature diversity
In this section we present how the framework (i.e., challenges and definitions) presented in the
previous section can be used to consolidate all reviewed works. We argue that all four literary
strands have been dealing with the same phenomenology and track the origins of all their
differences to domain-specific issues. Specifically, all works are in pursuit of the same objective
(harnessing weak signals), which is captured by the challenges and definitions presented in the
previous section. However, in each strand this objective is impeded by a different subset of the
six previously described challenges, and, rather idiosyncratically, the framework produced by
each strand focuses on its respective subset. Thus, we claim that the variations between the
four literary strands are the result of missing the bigger picture by overemphasising on domainspecific challenges.
Arguably, the most prominent differentiation between the four frameworks is that social and
managerial sciences emphasise weak signal interpretation, while engineering, signal
processing, and nonlinear dynamics do not. We propose that this difference is the result of weak
signals being harder to interpret in social systems than in engineered ones. Engineering and

FRS

An interdisciplinary review on weak signal detection

21

nonlinear dynamics often have the luxury of precise models and experimentation, both of which
can be used to aid in the interpretation of weak signals. In contrast, social systems are less
accurately described by formal models and harder to experiment with, making weak signal
interpretation more challenging.
There are also differences to be found between the concept of weak signals as defined in
nonlinear dynamics and signal processing and engineering. Nonlinear dynamics emphasise the
disproportionality between a weak signal and its outcome, while engineering does not. This
difference stems from the fact that most engineering works are focused on methodological
contributions, and as a result do not explore the mechanisms of weak signal generation.
Instead, works from engineering rely on importing methods from nonlinear dynamics when
needed.

Automation of weak signal applications
Here we propose an intuitive categorisation of weak signal applications, that can be used to: i)
justify the flow of import/export works between the four literary strands; ii) help us identify future
research avenues; and, more importantly, iii) help us determine the methodological tools used
to automatically tackle the challenges of a weak signal application. Building on the previously
identified challenges, we propose four levels of automation maturity for any weak signal
challenge.
●

●
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Applications on the first level of maturity. Applications on this level need experts to
tackle all challenges to harnessing weak signals: setting the weak signal scope,
detecting weak signals, and interpreting weak signals. Works on futures are at this
maturity level, and focus on how to best leverage the knowledge of experts, providing
them with computer aid, pooling multiple experts (DELPHI), using criteria to detect
‘hidden’ experts, or using tools to catalyse sensemaking and organisational mindfulness.
An additional obstacle to graduating to this level of maturity is system observability: the
state of certain systems may not be directly measurable. For example, the perception of
the public for some societal issue may only be inferred via studies, or sentiment analysis
of textual content. Social media platforms such as Twitter have helped in increasing the
observability of social systems.
Works on the second level of maturity have determined the potential sources for
weak signals (see Challenge 1 in the previous section). If we think of a weak signal as a
’needle in a haystack’, the second level of maturity refers to weak signal applications
where we have clearly defined the boundaries of the haystack. In certain applications,
this task can be accomplished via feature selection: skimming through available
historical data and determining which information is relevant to our application. Feature
selection is a mature field in predictive modelling and machine learning, and a wealth of
methodological tools are available. Graduating to this maturity level can be a challenge
because of i) limited data availability, i.e., one may not have access to all relevant
historical data, or ii) because the potential sources for weak signals may change in time
and thus one has to continuously redefine the scope for the weak signal search. The
latter reason is why most works from social and organisational sciences are unable to
graduate to this level. For example, in order to ensure that the scope is up to date, many
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●

●

firms include blindspot analysis in their business cycle. Blindspot analysis is a laborious
manual process involving expert judgment.
The third level of maturity includes works that have obtained weak signal signatures
(i.e., an accurate, machine-understandable description of weak signals; see Challenge 2
in the previous section). Such a description allows one to algorithmically detect weak
signals in a specific dataset. Denoising is typically still an issue, as signatures may be
obscured by noise. However, having a machine-understandable definition of a weak
signal allows for the development of advanced denoising tools, and the automated
identification of weak signals. Thinking in terms of the ‘needle in a haystack’, works on
this level of maturity have accurately defined what a needle looks like. Works may fail to
graduate to this maturity level because of complex or idiomatic weak signals that require
ad-hoc descriptions or denoising tools. For example, textual analysis of social media
streams may be hindered by false news, spelling errors, use of emoticons, irony, and
other obstacles. To identify and remove such obstacles, purpose-specific methods need
to be developed.
A fourth level of maturity includes works that have clearly associated weak signal
signatures with specific wildcards (see Challenge 3 in the previous section). A typical
example comes from engineering, where the log-periodic power law pattern (a particular
weak signal signature) has been established to be indicative of imminent material
rupture (the wildcard). Associating signatures with specific wildcards can be achieved i)
via formal methods, if the underlying system can be modelled accurately; ii)
experimentally, with simulation of laboratory experiments; or iii) empirically, by
investigating historical data. At this level of maturity, the task of weak signal-based
prediction can become automated, as demonstrated in numerous engineering
applications. Graduating to this maturity level can be a major challenge — or arguably
impossible — for systems with time-varying behaviour. Instead, once this signature is
detected, one must rely on expert judgement to infer the associated wildcard. The
majority of works from signal processing and engineering are in this category.

Notably, the nonlinear dynamics stream of works is not explicitly mentioned in any specific
maturity level. This is because works from nonlinear dynamics can be found at all maturity
levels, focusing on making applications graduate to a higher maturity level through the use of
formal methods or simulation. Specifically, nonlinear dynamics may enable an application to
graduate from the second level of maturity to the third by identifying signatures (see Challenge 5
in previous section) or from the third level to the fourth by associating signatures with wildcards.
The presented levels of maturity can also justify the import/export patterns between literary
strands. As mentioned, nonlinear dynamics exports to works at the second and third levels of
maturity. Additionally, it is the view of the authors that methods and concepts are exported from
literatures of high maturity towards lower maturity literatures. For example, works from
engineering and signal processing that are at the highest maturity level do not import any
methods. Futures — found at the first level of maturity — imports from organisational science
works that are found on the second level of maturity.
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Discussion
We have identified four literary strands that are all preoccupied — in varying degrees — with a
similar goal: utilising hard-to-spot signals in order to drastically enhance system performance.
Each literary strand is faced by different challenges, and in response has developed tools and
definitions that focus around these idiosyncratic challenges:
● Strategic foresight deals with systems of non-stationary scope — and thus focuses on
allocating attention and leveraging expert opinion.
● Engineering and signal processing primarily deal with closed systems described by
precise analytical models — and thus focus on detecting signals obscured by excessive
noise through advanced analytics.
● Weak signal works from organisational science dwell on the endogenous dynamics of
complex systems, which lack precise models — and rely on functionalist approaches
and empirical studies.
● Works from nonlinear systems that focus on weak signals deal with systems
characterised by well-understood but non-trivial dynamics — and rely on formal methods
to unravel the mechanisms that may generate weak signals in this context.
In spite of sharing a similar goal, works from different literatures may employ significantly
different approaches in harnessing the predictive power of weak signals: social sciences focus
on levering and enabling the intuition of experts and prescribing rules that enable groups to
cope with weak signals; engineering and signal processing rely on experimentation and
advanced analytical methods to capture weak signal signatures; and finally, nonlinear dynamics
utilise parsimonious mathematical models as analogues in order to identify weak signal
signatures, or to produce novel weak signal detection methods.
The methodological differences between these literatures have resulted in the false impression
of a divide, impeding interdisciplinary work. As a remedy, we propose a holistic framework for
weak signal detection (consisting of a set of definitions and a set of challenges), which can be
used to unify weak signal detection across all considered literary groups. Based on this
framework we identify four levels of maturity for weak signal applications: from applications
where each weak signal requires ad-hoc analysis, to systems that identify, interpret, and exploit
weak signals fully automatically.
The value of the proposed framework lies in its potential to reveal future research directions for
radical interdisciplinary research, which may help weak signal applications to graduate to higher
maturity levels. This is done by exporting methods from highly mature literatures to less mature
ones — the most prominent example being the use of methods from engineering and signal
processing for social science and management applications. Given the non-stationary and hardto-predict behaviour typically encountered in social systems, we expect that expert judgement
will continue to be a driver behind weak signal detection and interpretation.
Social sciences may benefit by importing methodology (from engineering, signal processing,
and nonlinear dynamics) in order to augment expert judgement. Given the recent boom in social
data analytics, it is almost cliché to broadly point out the potential of quantitative methods for
social systems. Indeed, the pitfalls of drawing naive analogies between analytical and social
sciences have been discussed in organisation science studies (Oswick et al. 2011). However,
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identifying research topics via the proposed framework avoids this pitfall by revealing
connections between specific underlying challenges, which allows us to identify targeted
interdisciplinary projects.
As engineering systems increase in scale and become more intertwined with human action,
they also become increasingly complex. This trend stands to exacerbate discontinuous events.
Also, precise models of engineered systems give way to the unpredictability of human action,
and the complexity of non-trivial endogenous dynamics. Thus, coping with discontinuities via
utilising weak signals will require the development of methods that do not rely on precise
models and are in this sense non-traditional in engineering. For the development of such nontraditional tools, engineering may benefit from importing works from organisational science,
which has been studying weak signal behaviour solely within non-precisely understood systems.
Additionally, to capture more accurately the non-trivial endogenous dynamics characterising
large-scale engineered systems, one may rely on works from statistical mechanics, where tools
for describing the emergent behaviour of large-scale systems have been developed.
A prime example can be found in software development: continuously developed and distributed
software infrastructure can give rise to unforeseen incidents (such as cascading outages of
services). A number of methods aimed at preventing such incidents are already well established
in the industry, such as routinely subjecting individual components to thorough tests. However,
to deal with the increasing complexity of large, distributed software infrastructure, novel
methods are being developed that do not rely on testing for precise behaviours of components
or strict assumptions — such as system-agnostic methods for automated stress testing in
production conditions (Basiri 2016; Rosenthal et al. 2020).
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