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Blockchain = Ledger
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FinTech developers and managers under-
stand that the blockchain has the potential
to disrupt the financial world. The blockchain

allows the participants of a distributed system
to agree on a common view of the system, to

track changes in the system, in a reliable way. In
the distributed systems community, agreement
techniques have been known long before crypto-
currencies such as Bitcoin (where the term block-
chain is borrowed) emerged. Various concepts and
protocols exist, each with its own advantages and dis-
advantages. This book introduces the basic techniques

< 1yt & .____' - when building fault-tolerant distributed systems, in a
o (RN e ; R scientific way. We will present different protocols and al-
[ B - gorithms that allow for fault-tolerant operation, and we w
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A Blockchain is Replicated
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Blockchain Ingredients

Distributed Systems Cryptography



Turing Awards

2008 Barbara Liskov Rivest, Shamir & A. 2002
2010 Leslie Valiant™ Micali & Goldwasser 2012
2013 Leslie Lamport Hellman & Diffie 2015



Asymmetric Cryptography

“Magic with Numbers”



Encryption




Digital Signatures




Generating a Secret




Blockchain Variants



Permissionless / Open










Do you need a Blockchain?



No.*



Multiple No Blockchain
Participants? (use Database)

Participants Permissionless
Known? Blockchain

Permissioned
Blockchain




Rule of Thumb

Blockchains™* may disrupt your business
if you use signatures.

*or blockchain-like tech



The Seven Blockchain Dimensions

Persistence Energy
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Persistence Fault-Tolerance

Datalbase Corlrect
Immutable Crash
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Provable e Byzantine




Latency Throughput

1 hour (e 10 ix/s -
1 minute 10k tx/s

1 1

1 second 10m tx/s



Replication Energy

main+backup Proof—olf-Work
some nodes Proof-of-Stake

1 |

g’ 1000 nodes Permissioned




Energy Consumption
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«Ich ware nicht tiberrascht,
wenn Bitcoin verboten wiirde»

ETH-Informationstechnologe Roger Wattenhofer liber den Energiebedarf der Kryptowahrung und bessere Alternativen




Economic Incentives

Market / EnergyValue = 3GW
S0.25M/h S0.08/kWh



Proof-of-Work Energy

Hashrate - Energy/Hash = 1.3 GW
13-10° GH/s 0.1J/GH



® Genau weiss man das nicht. Aber man kann den Energiebedarf auf verschiedene
Arten abschatzen. Man weiss, wie viele Ratsel pro Sekunde gel6st werden, und wie
viel Energie die effizienteste Hardware flir das Losen der Ratsel benotigt. Damit
kommt man auf ca. 1,3 Gigawatt. Die reale Leistung ist sicher hoher, da man die
Gerate auch noch kiihlen muss, und nicht alle die beste Hardware benutzen.
Andererseits: Wenn man die 1,2 Millionen Franken pro Stunde durch die
Stromkosten in China von ca. 8 Rappen pro Kilowattstunde teilt, erhalt man ca. 15
Gigawatt elektrische Leistung. Wenn man mehr als 15 Gigawatt aufwendet, lohnt
sich das Mining nicht mehr. Wenn der Wert darunter ist, dann lohnt es sich, neue
Hardware zu kaufen und anzuschliessen.

® Obere Schranke: Momentan ist der Bitcoin Preis ca. 17kF. Pro Block verdient
(schirft) ein Miner 12.5 Bitcoins (plus Transaktionsgebihren). Alle 10 Minuten wird
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Replication

main+backup

1

some nodes

1

1000 nodes

Server Room

1

Computer



What About Privacy?



It’s Complicated.



ANONYMOUS GLOBAL ID'GARD

Name: Anonymaus.
Address: Anywhere
Occupation; Enturbulator

-

Country: Global
Exp: Never
Ty

Privacy

= 01-47-87441
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The Seven Blockchain Dimensions

Persistence Energy
<
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Permissioned Blockchain
&

Payment Network



Permissioned Blockchain




Payment Network

® Bank Linth

PostFinance =
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What’s Wrong with Paper?






Verifiability

Jiene Jiircher Jeitung

Rund 26 Prozent der Ziurcher
Wahlzettel waren nicht giiltig
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Election Help




Democracy Beyond Yes or No




Anonymity with Identity Swapping







Modeling Distributed Systems

/ \Itruistic I aational Crash Byzantine
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

“The system 1s secure as long as
honest nodes collectively control more
CPU power than any cooperating
group of attacker nodes.”



Mining is a Rational Business




A Blockchain Without Altruism?




Only One Type of Reference
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Ene, mene,
eins, zwei, drei,
Bitcoins bringe
mir herbei.
Hash Hash.




Thank You!

Questions & Comments?

‘;0\’6@‘.




Cryptography

e “Magic with Numbers”



Encryption




Digital Signatures
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Generate a Secret




Generate a Secret




How?
























One Way Function



One Way Function
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One Way Function
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One Way Function
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One Way Function

o ’ ? 2353 ...91



P
4

Your Bank Account

4 Private Key Public Key l
| ey (Keep Secret) (Account Address)
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