No. 213, September 2017, Editor: Christian Nunlist

CSS

ETH Zurich

NATO: Pushing Boundaries
for Resilience

Global connectivity presents new security challenges for NATO,
especially in relation to critical infrastructure interdependence.
Building resilience though civil preparedness will be a paradigm
changer for deterrence. However, resilience requires adaptation
and cultural change in the alliance. Non-state actors need to be
engaged to maintain and enhance the security of allies.

By Tim Prior

Since the 2000s, resilience has become a
ubiquitous guiding principle underpinning
Western security strategies. The concept’s
rise reflects an acknowledgement of the
value of anticipation and the importance of
sub-national or local adaptive responses to
unexpected extreme events (like the terror-
ist attacks in the US on 11 September
2001). NATO is a relative latecomer to re-
silience thinking in the context of security,
having only committed itself to building
resilience at the North Atlantic Council
meeting in Warsaw in 2016:
“We are today making a commitment to
continue to enhance our resilience against the
full spectrum of threats, including hybrid
threats, from any direction. Resilience is an
essential basis for credible deterrence and
defence and effective fulfilment of the
Alliance’s core tasks.”

This commitment was made as an ac-
knowledgement of the changing nature of
security challenges facing alliance mem-
bers, which include also non-traditional
(military and non-military) threats like
those posed by so-called “hybrid warfare”
and cyber attack. Within this shifting secu-
rity context, NATO’s focus on building re-
silience (and being resilient) strongly re-
flects the need to protect critical
infrastructures by reducing their vulnera-
bility. NATO recognizes that stable critical

civilian services are not only important for

In 2012, Hurricane Sandy caused severe damage to critical infrastructure on the US east coast. NATO has
recently put a focus on building resilience. Connecticut National Guard

society, but also the foundation on which
NATO’s military capacity and actions are
based.

Enhancing the resilience of NATO mem-
bers reflects a refocusing of the alliance’s
2010 Strategic Concept. At the time of its
writing, this document affirmed three es-
sential core tasks: the need to uphold the
notion of collective defense outlined in Ar-
ticle 5 of the treaty, the application of NA-

TO’s political and military capabilities in
crisis management, and lastly, the promo-
tion of cooperative security beyond NA-
TO’s territory through diverse cooperation.
These tasks were seen to embody the means
by which the security of NATO’s territory
and populations could be assured within a
threat landscape that was perceived to be
changing and increasing in complexity.
This perception was especially realized in
2014/15 in the context of Russia’s annexa-
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tion of the Crimea, which was an impor-
tant trigger for rethinking the way alliance
security is maintained and enhanced.

Contemporary threats are linked to the in-
creasing connectivity and interdependence
of key services that support society. At a
June 2017 Resilience Capacity Building
meeting in Prague, one NATO representa-
tive noted that the complexity of new secu-
rity challenges complicates protection by
obscuring physical barriers so that threats
can appear from anywhere in time and
space. Therefore, addressing vulnerability
generated by “hyper-connectivity” and in-
terdependence, especially with respect to
modern critical infrastructures (e.g., ener-
gy, communications, transport, etc.), is at
the heart of NATO’s push to increase its
resilience and that of its members. The
growing importance of strengthening alli-
ance resilience is evident in the 2016 War-
saw Summit Communiqué, where the need
to be resilient is raised in connection with
issues as diverse as collective defense, push-
ing allies to take more responsibility for
cyber-defense capabilities, in regional as-
sistance activities for Eastern Europe, etc.

This resilience push highlights a critical is-
sue for the alliance: The potential of both
military and new non-military threats war-
rants a shift in emphasis requiring security
solutions that mix military and non-mili-
tary (e.g., critical infrastructure protection)
elements. It recognizes the need for dis-
tributed responses across the large number
of actors responsible for managing and
protecting critical infrastructures: a space
where threats are not dealt with by solely
relying on a military monopoly.

Meeting new challenges requires a funda-
mental adaptation, i.e., a change in NATO
culture that recognizes new roles for non-
state actors in building security through re-
silience. Non-state actors must be seen as
key players in maintaining a strong alliance.
Here, cooperation extends be-
yond the alliance to include, for
example, cities (nodes where
societal complexity and inter-
dependence are concentrated),
civilians (whose resistance and
recovery to and from distur-
bance is a focus of security), and the private
sector (whose role in managing and main-
taining critical infrastructures is significant
and growing).

Resilience in the 1949 Treaty
Broadly speaking, resilience describes the
ability of a system to respond positively to
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disturbance. It encompasses the notion that
a system has a set of “adaptive capacities”
that allow it to respond to a disturbance.
Characteristics that help an entity to adapt
to a disturbance are said to determine its
adaptive capacity, including for example
flexibility, resource availability, networks
and the distribution of activities, self-orga-
nization, etc. Resilience is often sought in
uncertain and complex situations, when ac-
tivities inherent in resilience, like anticipat-
ing potential disturbances and establishing
the conditions that would support adapta-
tion, can help to mitigate the negative con-
sequences of uncertain, interdependent, and
complex threats. Importantly, the notion of
building resilience implies that the diverse
characteristics that ensure adaptive capaci-
ties in an entity can be altered.

Although resilience is widely sold as the
new fashionable security solution, funda-
mental elements of resilience can already
be discerned in the 1949 North Atlantic
Treaty. The need to resist threat (for exam-

Elements of resilience can
already be discerned in the
1949 North Atlantic Treaty.

ple, through “self-help and mutual aid”),
promote stability, and unite (for example,
in “collective self-defence”) reflect basic
principles of resilience, and these elements
are linchpins that hold the North Atlantic
Treaty together, especially in the context of
Articles 3 and 5. Both articles are event-
focused. Article 3 is predicated on the
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peacetime state of readiness or prepared-
ness of the alliance, and specifically of the
individual alliance members, to resist a po-
tential threat. Article 5 focuses on the post-
event response of the alliance, and particu-
larly on the collective responsibility of the
alliance members to respond to an actual
threat in a unified manner.

Resilience and Civil Preparedness
Article 3 is most clearly associated with
NATO’s current resilience deliberations. In
the context of the Article, NATO consid-
ers resilience to be the result not only of the
military capacity of the organization, but
also of the civil preparedness of the allies.
The basis for this assumption is the belief
that well-prepared allies “are less likely to
be attacked, making NATO as a whole
stronger”. Within this composite resilience
conception, NATO places the greatest em-
phasis on allies’ civil preparedness. Civil
preparedness seeks to ensure infrastruc-
tures and services (transport, energy, com-
munication, etc.) that are critical for sup-
porting military capacity (when required),
are stable, and operate continuously during
peacetime and in crisis.

NATO’s recent focus on resilience as a pre-
cautionary means of addressing vulnerabil-
ities within and beyond NATO territory
follows a historical trajectory. During the
Cold War, NATO strongly supported na-
tional civil defense policies of allied na-
tions, recognizing that these national ac-
tivities supported the ability of allies to
help themselves and offer mutual aid when
required. However, with the fundamental

security changes after the Cold War, the
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focus on and funding for civil security ac-
tivities by NATO waned as alliance vulner-
ability was seen to shift from within the al-
liance to the boundary of NATO’s territory.
Since the Cold War, the alliance has un-
dertaken two clear activities intended to
build stability outside of the alliance’s terri-
tory that enhance its security: first, it has
brought supposedly vulnerable, newly in-
dependent, peripheral states into the
NATO fold; second, it began to engage in
“out-of-area” operations. The latter shift, in
particular, set a precedent for military and
non-military activities designed to ensure
the security of allies by explicitly mitigating
the adverse consequences of instability out-
side NATO territory. This trajectory high-
lights the potential of NATO to transform
itself in response to new challenges. It also
provides the basis on which further trans-
formation can take place in response to the
modern dynamic threat landscape.

Thinking Beyond Article 5

In this modern threat landscape, character-
ized by interdependence and connectivity,
Article 5 is affected by civil preparedness
and the need to seek alliance security even
outside of NATO territory. Without effec-
tive civil preparedness, allied
nations would face difficulties
supporting a NATO military
operation in collective self-de-
fense, which is now heavily de-
pendent on stable, continuously available,
and robust national critical infrastructures.
Given the nature of the critical infrastruc-
ture systems, which also connect alliance
members to the near neighborhood and
beyond, what happens outside of the alli-
ance can also influence security within the
alliance.

As these issues highlight, modern alliance
security requires NATO to think beyond
Article 5. While the focus, and desired out-
come, of efficient collective self-defense re-
mains the security of alliance members, the
means of reaching that outcome, making
collective self-defense possible, hinges on
NATO’s ability to engage a far broader
range of actors (including non-state actors)
than has hitherto been necessary. Under-
standing and engaging civilian systems, in-
cluding beyond alliance territory, in sup-
port of military capacity is a fundamental
requirement that will support members’
collective self-defense in a hyper-connect-
ed and interdependent world.

A Changing Threat Landscape
Although many of the North Atlantic
Treaty’s (roughly 70-year-old) central te-

nets closely reflect ideas that are also con-
nected to the modern concept of resilience,
NATO’s active focus on building resilience
has come reasonably late, compared to oth-
er organizations like the EU. Where a ge-
neric security management approach (from
a risk management perspective, for in-
stance) assumes that known risks or threats
are manageable through preventative ac-
tions, mainly organized and executed
through strong centralized structures,
adopting a resilience approach acknowl-
edges the existence and persistence of ex-
isting risks (anticipating) and the necessity
of understanding systemic vulnerability in
order to prepare for potential future shocks
and disturbances (adapting).

New security challenges, such as the pros-
pect of cyber attacks against communica-
tion systems, are fundamentally linked to
growing complexity in political, technical,
and social systems, and can threaten these
very same systems. Under these conditions,
the anticipatory capability that resilience
embodies, or presents, becomes very attrac-
tive. Here, traditional military activities
(including situational awareness) are seen
to be supported through stronger integra-

Modern alliance security requires
NATO to think beyond Article 5.

tion of civilian and military capabilities,
through whole-of-government activities,
engaging with the private sector, and
through constructive associations with in-
ternational bodies like the EU and partner
countries. In fact, already in 2014 the EU’s
European Energy Security Strategy high-
lighted the need to examine the role of
non-EU entities in the control of strategic
infrastructure. NATO’s recognition of the
renewed role that civil preparedness plays
in a resilient alliance has encouraged the
establishment of guidelines (see box p.3)
designed to support the enhancement of
national governments’ resilience through
consistent civil preparedness actions.

Whole-of-Society Deterrence
“The Secretary General stressed that
NATO?s defence and deterrence posture is
full-spectrum, from resilience and national
defence, to conventional capabilities, to
the nuclear dimension.”

J. Stoltenberg, NATO Secretary General

For NATO, the strategic importance of
civil aspects of security, like critical infra-
structure protection, has waxed and waned.
However, under the current security condi-
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1. Assured continuity of government and
critical government services: for instance,
the ability to make decisions, communicate
them, and enforce them in a crisis;

2. Resilient energy supplies: back-up plans
and power grids, internally and across
borders;

3. Ability to deal effectively with uncontrolled
movement of people, and to de-conflict
these movements from NATO’s military
deployments;

4. Resilient food and water resources:
ensuring these supplies are safe from
disruption or sabotage;

5. Ability to deal with mass casualties:
ensuring that civilian health systems can
cope and that sufficient medical supplies
are stocked and secure;

6. Resilient civil communications systems:
ensuring that telecoms and cyber-net-
works function even under crisis
conditions, with sufficient back-up
capacity; and

7. Resilient transport systems: ensuring that
NATO forces can move across alliance
territory rapidly and that civilian services
can rely on transportation networks, even
in a crisis.

tions, civil preparedness, and its contribu-
tion to the resilience of the alliance and its
members, is seen not just as a means of
strengthening the alliance to deter threats,
but also as a means of engaging with alli-
ance-external actors to pre-empt and miti-
gate vulnerability that arises through global
interdependence. At the Warsaw Summit
of 2016, NATO members committed
themselves to reinforcing collective de-
fense, enhancing capabilities, and strength-
ening resilience, including by “project[ing]

stability beyond [NATO’s] borders”.

For example, how does NATO secure en-
ergy infrastructures positioned outside
member countries that would be critical in
supporting the members’ collective self-de-
fense in the event of an attack or other
threat? This would require members to co-
operate with those organizations, compa-
nies, and governments that have direct re-
sponsibility for this infrastructure. If
NATO member countries cannot address
these potential issues, then the ability of
the alliance to achieve collective self-de-
fense is compromised.

Encouraging a “whole-of-society” ap-
proach to security, by sharing a high level of
resilience within and beyond NATO terri-
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tory, is considered to be the future of deter-
rence and defense. Engaging multiple ac-
tors inside NATO territory for
resilience-building is consistent with the
history, goals, and objectives of the alliance.
But the need to engage actors beyond
NATO territory (and not just through ex-
tensions of membership), especially non-
state actors like the private sector, cities,
and the public, presents a different ap-
proach to existing NATO practice in en-
suring alliance security. These new forms of
cooperation are consistent with an uncer-

tain, connected, and highly interdependent
threat environment.

Transforming for Resilience

In general, discussions about building resil-
ience are often complicated by confusion
over two issues: the way resilience is ex-
pressed, and the relationship between resil-
ience and vulnerability. These issues are im-
portant in the context of analyzing the
state of NATO’s resilience. On the one
hand, NATO’s focus on the stability and
continuity of in-country systems and struc-
tures necessary for successful military de-
ployments reflects a very static notion of
resilience, based on the (traditionally very
technical) idea that systems should either
resist or “bounce back” from a disturbance.
In reality, complex social systems, like orga-
nizations or communities, have the capaci-
ty to learn and change, improving their
likelihood of responding more effectively
to future disturbances.

This leads to the second issue, that NATO
is focused on reducing vulnerability, where
being resilient demonstrates invulnerabili-
ty. However, resilience is not the antonym
of vulnerability, but a characteristic of a
system that can influence factors that miti-
gate vulnerability. In uncertain and com-
plex threat environments, a resilient system
can nevertheless be vulnerable, especially if
threats (and the specific vulnerabilities
those threats target) are difficult to antici-
pate and mitigate. This is because vulnera-
bility is not only determined by the suscep-
tibility to harm, but also by the exposure of
an entity to potential threats or disturbanc-
es — no matter how resilient a structure or
community becomes, it may nevertheless
remain exposed. In a complex and interde-
pendent operating environment, it is al-
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most impossible to predict or forecast all
future threat and disturbance scenarios, so
a transformative view of resilience that
drives and bolsters allies’ abilities to learn
and adapt presents the most effective
means of addressing vulnerability in the
long term.

'The high interdependence of modern criti-
cal service systems is matched by, and argu-
ably promotes, a threat landscape that is
equally complex. Under such circumstances,
resilience is sometimes viewed almost as a
panacea to anticipating uncertainty, reduc-
ing vulnerability and adapting to events —
but it must be considered as a transforma-
tive process. Although NATO’s resilience
focus on civil preparedness (Article 3) con-
centrates strongly on non-transformative
stability and critical (infrastructure) service
continuity, recognizing the role of diverse
actors within and beyond the alliance sug-
gests interest in taking a more transforma-
tive approach to resilience for cooperative
security (and is in line with the third core
task of the 2010 Strategic Concept). The
latter recognizes that modern military ca-
pacity relies on civilian systems, and that
vulnerability is no longer only geographic.
On the one hand, such a realization high-
lights the need for strong cooperation with
civilian organizations and the private sector.
On the other hand, it demonstrates that
supporting resilience-building beyond NA-
TO’s territorial borders, projecting resil-
ience outward, can be just as important.
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