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Understanding Cybersecurity
in Outer Space

Cyberspace and outer space share many similarities due to their
open, shared, expansive, transboundary, and intangible nature. The
digitalization of space has increasingly interlinked space and cyber-
space, exposing satellites, ground stations, and user terminals to
cyber threats. Understanding the links between space and cyberspace
is critical to better protect the space assets on which society relies.

By Clémence Poirier

On 24 February 2022, hours before the in-
vasion of Ukraine, a cyberattack targeted
Viasat’s KA-SAT satellite network, which
was used by the Armed Forces of Ukraine.
'The attack was designed to prevent Ukraine
from using space to respond to the inva-
sion, but it also created ripple effects
throughout Europe, affecting thousands of
civilian customers across the continent, in-
cluding critical infrastructures. This attack
shed light on the vulnerability of space sys-

tems to cyber threats.

Satellites, like any digital object, can be
hacked. However, because they are so re-
moved from most people’s daily experience,
it can be easy to overlook just how much
societies rely on them. If GPS were to be
unavailable, the economic impact in the US
alone could reach 1 billion USD per day. A
cyberattack on a satellite may significantly
disrupt financial markets, road transporta-
tion, weather forecasts, internet connec-
tion, electricity grids, air control, and mili-
tary operations simultaneously.

While this threat is not new, the risks have
increased due to the digitalization of space
systems and the space sector at large. Satel-
lites are now frequently equipped with
software components and are connected to
the internet. In addition, most processes in
the design, manufacturing, testing, launch,
and operations of satellites rely on digital
technologies. For example, recently the first
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Bluetooth connection to a satellite over
600 km away was established. Satellites can
therefore be regarded as expensive comput-
ers flying in orbit, which can be hacked like
any other connected device. This has led to
an extension of the attack surface, which
refers to all the entry points that can be ex-
ploited by an attacker to disrupt, damage,
disable, or take control of a satellite.

The inherently adverse nature of outer
space (e.g., long distance from Earth, cos-
mic rays, extreme temperatures, radiation)
creates a set of unique policy, legal, techni-

cal, and commercial challenges in a sector
that has long overlooked cyber threats. In
addition, the cybersecurity of space systems
is not limited to the satellite in orbit but
comprises the supply chain, the user,
ground, and space segments throughout
their entire lifecycles, creating additional
layers of complexity.

This analysis will look at the evolution of
the telecommunications sector, the evolu-
tion of the threat landscape in space, the
specific cyber threats affecting space sys-
tems, and the policy, regulatory, and
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commercial issues that come with them.
Finally, this paper will provide an outlook
on how Switzerland may seek to address
these vulnerabilities.

A Merging of Cyber and Space

The telecommunications sector has evolved
significantly in the past two decades and
space systems are now an integral part of
the broader digital infrastructure. While
submarine cables and terrestrial fibers ac-
count for most internet traffic, satellites’
shares of web activities have gradually in-
creased in the past five years. This is due to
the shift of the telecommunication satellite
market. It used to rely on a few geostation-
ary satellites to provide broadcast services,
including  direct-to-home and direct
broadcasting services. With the advent of
large commercial constellations in Low
Earth Orbit, the market transitioned to
providing internet broadband services, in-
cluding direct-to-device services.

Satellites have also been increasingly inte-
grated into terrestrial telecommunications,
including 5G and 6G mobile networks.
The role of satellites will likely continue to
increase in internet infrastructure, includ-
ing beyond Earth. For instance, NASA and
ESA are developing standards for Lu-
naNet to provide network connectivity on
the Moon.

Threat Landscape

The threat landscape in space has evolved.
Space has become congested; Earth’s orbit
now contains approximately 9,000 opera-
tional satellites, 100 million pieces of de-
bris of approximately 1 millimeter in diam-
eter, 500,000 pieces of debris
sized between 1 and 10 centi-
meters, and 30,000 pieces of
debris over 10 centimeters.
Space has also become compet-
ed, with an increasing number
of both public and commercial space ac-
tors. Space is likewise contested. States
have monitored an increase in anti-satellite
tests (e.g., China in 2007, India in 2019,
Russia in 2021) hostile maneuvers and in-
spection missions with attempts to eaves-
drop on other space assets (e.g. Luch-
Olymp), the release of projectiles (e.g.,
Kosmos-2523), and the deployment of
highly maneuverable space planes along
with new active defensive and offensive
postures in military doctrines.

The cyber threat landscape in space has also
evolved. At the dawn of the space age, it
focused on electronic threats between So-
viet and US systems. From the 1980, it
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The militarization of space describes the use of space for military operations on Earth. In the 1950s,
the militarization of space began, coinciding with advancements in ballistic missiles and nuclear
weapons. In the 1990s, discussions regarding the militarization of space shifted to primarily focus
on operational aspects. Satellites emerged as essential enablers of military operations on Earth.
From 2022, discussions regarding militarization have focused on commercialization, with
belligerents relying on commercial services rather than military-owned systems.

The weaponization of space implies the placement and/or use of weapons in space. This is an
emerging phenomenon, which is latent but not yet happening. The deployment of weapons in
space is not forbidden by international law; only the deployment of weapons of mass destruction

is as per the Outer Space Treaty of 1967.

largely centered on electronic threats and
the interception of satellite data by pirates
and amateur hackers as well as interference
with satellite broadcast in the context of
the Cold War (e.g., illegal broadcast of pro-
paganda). From the 1990s, the rise of satel-
lite broadcast led to a spike in satellite TV
piracy. The 2000s saw a rise in “spoofing”
from non-state actors as well as state-spon-
sored attacks mostly targeting the ground
segment. From the 2010s, cyberattacks
have continued to increase in volume and
complexity, targeting both commercial and
state-owned systems across the entire at-
tack surface and coming from an heteroge-
neous pool of threat actors.

Today, the threat landscape is characterized
by a better understanding of the depen-
dence to space in society and the military,
making satellites tempting targets for
threat actors. This is coupled with a rise in
hacktivism, with many groups taking sides
in armed conflicts (e.g., Killnet targeting

Most incidents do not target the
satellite in orbit but rather the
ground station or user terminals.

Starlink as part of the war in Ukraine).
Criminal groups are now regularly target-
ing space companies (e.g., Lockbit target-
ing SpaceX and Boeing). Thus far, attacks
have usually generated temporary and re-
versible effects. Most incidents do not tar-
get the satellite in orbit but rather the
ground station or user terminals.

The number of cyberattacks targeting space
systems has recently skyrocketed. However,
it is difficult to provide detailed numbers.
This is due to the fact that most space com-
panies used to be defense companies, which
relied on the assumption of achieving secu-

rity by obscurity. They avoided sharing in-

formation, reporting attacks, or disclosing

data about their companies or systems to
prevent any malicious exploitation. Addi-
tionally, no legal obligations compelled them
to report attacks to authorities or customers.

Some scholars and companies attempted to
map cyberattacks against space systems,
and the results illustrate the changing
threat landscape well. Pavur and Marti-
novic’s database counts 113 attacks from
1957 to 2022. Market intelligence compa-
ny CyberInFlight reports 337 cyberattacks
since the 1970s, 90 of which took place in
2023, and 30 in the month of January 2024
alone. Disparities in numbers pertain to the
lack of public information and various
methodologies. Furthermore, these are
likely low estimates as attacks remain un-
derreported. At the national level, methods
and data vary even more. NASA declared
1,785 cyber incidents in 2020 alone (in-
cluding equipment loss and theft).

What is so Special about Space?

Cyberattacks on space systems can affect
strategic stability in outer space, unlike ki-
netic threats. Strategic stability in space has
been maintained over the years thanks to
limited accessibility to space and space
technologies, and limited access to anti-
satellite (ASAT) capabilities. In addition,
kinetic ASAT can be monitored and at-
tributed by any country with radar capa-
bilities, rendering plausible deniability im-
possible. Furthermore, a kinetic ASAT hit
usually creates space debris which will in-
discriminately affect other satellites in or-
bit. Cyber threats constitute a paradigm
shift because cyber offensive tools are easily
accessible to all; cyberattacks are difficult to
attribute and plausible deniability is always
possible; and cyberattacks on space systems
do not generate debris and therefore do not
affect the attacker, which can incentivize
irresponsible behavior in both space and
cyberspace. Moreover, many critical infra-
structures rely on satellite connectivity to
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function. A single cyberattack on a satellite
may impact the functioning of several criti-
cal sectors at the same time.

Policy Issues

Until 2019, public policies worldwide
largely neglected to consider cyber threats
to space systems. Scholars brought atten-
tion to this blind spot, suggesting that cy-
ber risks on space systems were too simpli-
fied, misunderstood, and that cyber and
space policies were incompatible with one
another. Since then, states have progres-
sively recognized the threat in their public
policies.

Consequently, major spacefaring nations
started to adopt space defense strategies, in
addition to their regular space policies, to
respond to the changing threat landscape.
In 2019, France released its Space Defence
Strategy, which acknowledged cyber threats
on space systems and recognized them as
one of the most likely threats. In 2019, Italy
adopted its National Security Strategy for
Space to respond to unintentional and in-
tentional threats, including cyber ones. In
2022, the UK adopted its Defence Space
Strategy, which underlined the damaging
potential of cyber threats on the UK’s abil-
ity to conduct military operations. It also
highlighted the development of cyber capa-

A single cyberattack on a
satellite may impact the

functioning of several critical

sectors at the same time.

bilities by potential adversaries that may
target UK space assets. However, most pol-
icy documents outlined few specific mea-
sures to counter cyber threats beyond
adopting a counter offensive posture (e.g.,
France, Italy), integrating space in cyber ex-
ercises (e.g., UK), hardening (e.g., France),
or retaining capabilities to operate in de-
graded environments (e.g., France).

In 2020, the US adopted Space Policy Di-
rective 5, which is a dedicated policy pro-
viding overarching cybersecurity principles
for space systems. The Space Force’s Space-
power Doctrine doctrine highlights cyber
operations in space as an essential aspect of
military space operations to retain space
dominance, which is then delineated in the
Space Force’s doctrinal documents for both
defensive and offensive actions.

Emerging spacefaring nations, which have
more capabilities in the cyber domain than

in the space domain such as Estonia or Is-
rael, have decided to make cybersecurity a
pillar of their space policies and use it as a
springboard to develop their space programs.

The cyberattack on the Viasat satellite prior
to the invasion of Ukraine constituted a
wakeup call for EU policymakers. The EU’s

Strategic Compass, Policy on Cyber De-
fence, and Space Strategy for Security and

Defence all reference cyber threats on space
systems as significant, pernicious, and likely.
The latter recommends implementing secu-
rity-by-design, systematic integration of
cybersecurity standards, exchange of best
practices among commercial entities, con-
sistent security monitoring of all EU space
programs, and the integration of cybersecu-
rity measures in a new space legislation.

Regulatory Issues

In Europe, regulatory frameworks for space
cybersecurity remain limited. While 11
European states adopted a space law, none
of them integrate legally binding cyberse-
curity measures.

At the EU level, in 2022, the NIS2 Direc-
tive recognized space as a sector of high
criticality and required “operators of
ground-based infrastructure, owned, man-
aged and operated by Member States or by
private parties, that support the
provision of space-based servic-
es” to implement stricter cyber-
security measures and reporting
mechanisms. However, as a di-
rective, it must be implemented
through national laws, and al-
most no EU state has done so
to this day. Additionally, there is still room
for interpretations regarding the scope of
its implementation. For instance, whether
“ground-based infrastructure” also encom-
passes the user and space segments. NIS2’s
measures are also very general and are not
necessarily adapted to the specificities of
space systems. The sector will likely need
support for implementation.

'The EU is also in the process of developing
space legislation that is expected to inte-
grate cybersecurity measures. In parallel,
several EU Member States are beginning
to update their own national space laws to
include cybersecurity measures but await
the EU legislation first. While the EU ini-
tially planned to introduce the bill in
March 2024, it later postponed it to at least
summer 2024.

It is important to note that developing
dedicated cybersecurity standards for space
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systems has been a rather slow and cum-
bersome undertaking. Traditional cyberse-
curity standards are often inadequate and
do not consider the specific nature of space
systems and the orbital environment. Some
entities (e.g., Consultative Committee for
Space Data Systems) have only recently
developed standards specific to space sys-
tems, which have yet to be adopted across
the industry.

Technical Issues

Cybersecurity on Earth is different from
cybersecurity in space. From the moment
the spacecraft is launched, it cannot be ac-
cessed and components cannot be removed
and replaced in case of vulnerability or mal-
function. While on-orbit servicing holds
promise for conducting such operations, the
market is not yet mature. The satellite can-
not be unplugged like a computer on Earth.

In addition, computing power on board the
spacecraft is limited, which means that the
use of long cryptographic keys can become
a constraint as it may deplete the satellite’s
limited power source.

'The digitization of space systems heightens
their susceptibility to conventional cyber
threats, necessitating the implementation of
traditional cybersecurity protocols. However,
the distinct characteristics of space systems
also reveal the inadequacy of traditional cy-
bersecurity measures. For example, end-to-
end VPN encryption, which is very common
on computers on Earth, is not suitable for
satellites due to their far distance from Earth,
resulting in the loss of data packets.

Commercial Issues

In the industry, cybersecurity was long over-
looked as operators (and customers) pre-
ferred latency and efficiency over security.
Today, major space companies seem to
have developed a good awareness of cyber
threats. The difficulty is rather for start-ups,
which often prefer to focus on mission spe-
cifics or do not have the resources to inte-
grate cybersecurity.

To face cyber threats, industry-led initia-
tives have been established, such as the
Space Information Sharing and Analysis
Center (ISACs) to share cyber threat intel-
ligence, vulnerabilities, and information
between members and government au-
thorities. The EU, for example, decided to
establish a Space ISAC in 2023. However,
its governance is still undecided, including
the potential integration of non-EU Euro-
pean entities such as Switzerland, Norway,
or the UK.
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The demand for space cybersecurity is ris-
ing, creating an emerging market compris-
ing new, dedicated space cybersecurity
companies; traditional IT companies at-
tempting to enter the space market; and
major space companies working to com-
mercialize space cybersecurity services.
This industry is expected to generate 33.2
billion USD in the next ten years, provid-
ing opportunities for innovative countries
such as Switzerland.

What is at Stake for Switzerland?

Similar to many other European states,
Switzerland does not have sovereign satel-

Developing dedicated cyber-
security standards for space
systems has been a rather slow
and cumbersome undertaking.

lites. Nevertheless, Switzerland is pursuing
activities in space, as illustrated by the
launch of three Belgian satellites carrying a
Signal Intelligence payload from the Swiss
Armed Forces in March 2024. As a result,

Switzerland is still vulnerable to cyber

threats as there are about 160 Swiss com-
panies involved in the space supply chain.
Various critical sectors in the economy rely
on foreign satellite services to function
(e.g., banking, transport, logistics, and the
armed forces). The functioning of these im-
portant industries, then, ultimately relies
upon cybersecurity measures implemented
by foreign actors.

This is a domain that caught the attention
of policymakers in 2021, prompting the
Federal Council to issue a report on cyber
risks in space at the request of the Swiss
parliament. In May 2024, the National
Council’s Security Policy Com-
mittee, based upon the conclu-
sions of the report of 2021, sub-
mitted a motion suggesting that
the Federal Council further co-
operate with the EU in the field
of space in light of its growing
role in security policy. However,
the motion addresses space more broadly
and is not focused on space cybersecurity.

At the policy level, the Swiss Space Policy of
2023 briefly addressed the possibility of cy-

berattacks on satellites. However, it does not
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include any measures to ensure the cyber-
security of the Swiss space sector. Other
public policies also do not address space cy-
bersecurity. At the legal level, Switzerland
does not yet have a space law, but is in the
process of drafting one. It remains to be
seen whether cybersecurity will be included.

Outlook

As the threat landscape in space evolves, so
should the understanding of cyber risks and
their mitigation measures to protect space
assets and the broad range of services they
provide to society. Upcoming challenges in
space cybersecurity will pertain to bridging
the skill and information gap, developing
an adapted legal framework, and ascertain-
ing how to most effectively conduct and re-
spond to cyber operations in space.
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