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Executive Summary
The Russian invasion of Ukraine in February 2022 and the 
subsequent targeted attacks on critical infrastructure 
(CI) have put the country and its population under im-
mense pressure. However, Russian interference with 
Ukrainian CI did not begin in 2022 but goes back at least 
as far as 2014 and the events surrounding the annexa-
tion of Crimea. In the aftermath of 2014, various political 
and legislative processes related to the protection of CI 
were initiated or accelerated in Ukraine, culminating, for 
example, in the first comprehensive legislation on the 
protection of CI, which came into force in November 
2021. The full-scale invasion in February 2022 further in-
creased the pressure on Ukraine, with kinetic and cyber-
attacks affecting CI across sectors and causing an esti-
mated 150 billion USD in infrastructure damages and 
225 billion USD in infrastructure losses by June 2023 
alone, according to the Kyiv School of Economics. Despite 
the enormous pressure, Ukraine has so far managed to 
maintain the operation of its CIs to such an extent that 
they can continue to provide essential services, albeit in 
many cases at a reduced level. International assistance 
and reconstruction efforts have been pivotal to these ef-
forts and should be seen as a key pillar of Ukraine’s resil-
ience, but various other characteristics, factors, and do-
mestic actions have also helped to ensure the functioning 
of critical systems and services.

This CSS Risk and Resilience Report was com-
missioned by the Swiss Federal Office for Civil Protection 
(FOCP) to examine what information has been published 
to date on the impact and resilience efforts of Ukrainian 
CI following the Russian invasion and what preliminary 
lessons can be learned about the protection and resil-
ience of CI in a war scenario. 

The report was compiled mainly based on desk-
top research using secondary sources and grey literature, 
including media contributions. It is divided into four parts. 
It starts with an introduction defining CI and its role and 
protection in an armed conflict, followed by an overview 
of relevant Ukrainian legislation on CI and the impact of 
war on such infrastructures. In the third part, three case 
studies on the CI sectors of energy, transportation, and 
communication highlight the damage incurred and the 
characteristics and actions that enabled their continued 
operation from February 2022 to October 2023. The last 
part summarizes overall lessons from the three case stud-
ies that are applicable to CI resilience in general.

The analysis of the three the case studies on en-
ergy, transportation, and communication through the 
lens of the recently adopted EU Directive 2022/2557 on 
critical entities, which defines resilience as the ability to 
prevent, protect against, respond to, resist, mitigate, ab-
sorb, accommodate, and recover from incidents, identifies 
characteristics, factors, and actions that have increased 

the resilience of Ukrainian CI. These can be summarized 
as follows:

• Historically grown redundancies can boost resilience.

• International assistance bridges gaps and fosters 
(early) reconstruction.

• Well-prepared state emergency measures guarantee 
minimal services.

• Business continuity management secures operations.

• Private-public coordination and cooperation assures 
an effective response.

• Decentralization and diversification reduce vulner-
ability.

• Continued digitalization increases efficiency.

• Adequate legislation facilitates preparedness.

• Military authorities are crucial for critical infrastruc-
ture protection.
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1 Introduction

1.1 Context

Russia’s invasion of Ukraine in February 2022 led to the 
intentional targeting of Ukrainian infrastructure to gain a 
military advantage by disrupting essential functions of 
Ukraine’s society and economy. The war and the resulting 
atrocities have put the Ukrainian population under im-
mense pressure, with deliberate attacks on infrastruc-
tures, particularly critical infrastructure (CI), playing a key 
role. Ukrainian society has proven to be resilient in the 
face of an exceedingly tiring situation. While the CI that 
enable prosperity and development have been used as le-
verage against Ukraine, its resilience is also a factor con-
tributing to the overall resilience of the country. A better 
understanding of how Ukraine’s CI is impacted and how 
the services are or are not maintained can support policy-
makers, government agencies, and CI operators outside 
of Ukraine in drawing lessons for their own preparedness 
and operation of national CI in times of adversity. 

1.2 Objective

This CSS Risk and Resilience Report was commissioned by 
the Swiss Federal Office for Civil Protection (FOCP) to ex-
amine what information has been published to date on 
the impact and resilience efforts of Ukrainian CI following 
the Russian invasion. By compiling and integrating cur-
rently publicly available assessments on Ukrainian CI, the 
report aims to provide an overview of what they reveal in 
terms of the protection and resilience of CI to ensure the 
functioning of the state, economy, and society in times of 
war. Building on these insights and combining them with 
further analysis by the authors, the report seeks to im-
prove and deepen the understanding of how Ukraine has 
managed to sustain a certain level of CI functioning and 
derive lessons for CI protection and resilience approaches. 

1.3 Method and Structure

This report was compiled based on desktop research us-
ing secondary sources and grey literature, including me-
dia contributions. Sources written in Ukrainian were 
translated using the machine translation systems DeepL 
and Google Translate.1 Two Ukrainian experts on the en-
ergy sector and CI protection in Ukraine were interviewed 
in August and Septemebr 2023. The authors of this report 
decided to keep the experts interviewed anonymous to 
encourage a candid discussion. The authors would like to 
thank the experts for their contributions.

The report is divided into four parts, starting 
with an introduction defining CI and its role and protec-
tion in an armed conflict. The second part provides an 
overview of the relevant Ukrainian legislation on CI and 
the impact of war on these infrastructures. The third part 
consists of three case studies on the CI sectors energy, 
transportation, and communication, highlighting the 
damage incurred and the characteristics and actions that 
enabled their continued operation from February 2022 to 
October 2023. The case studies are based on the Swiss, 
EU, and NATO understanding of CI and its protection. In 
the fourth part, overall lessons are derived from the three 
case studies that are generally applicable to the resilience 
of CI and conclude the report.

1.4 Limitations

The research and analysis for this report are subject to sev-
eral limitations. First, the war in Ukraine is still ongoing 
and its course may change with time. Certain information 
is not yet known or publicly available. Given the lack of or 
incomplete data, it is still too early to draw definitive con-
clusions. This is also reflected in the relatively limited num-
ber of rigorous academic analyses and publications avail-
able at present. Second, the literature reviewed for this 
report (including media contributions, government re-
ports, and non-governmental publications) was mainly 
published in English and stems from Western or Ukrainian 
sources. The sources and information used may therefore 
be biased by a favorable Western perspective. The report 
does not claim to be exhaustive with regard to relevant 
sources. The Russo-Ukrainian conflict demonstrates how 
information in the context of war can be manipulated, re-
stricted, or not even communicated for reasons of nation-
al or operational security or anticipated negative repercus-
sions. Hence, the accuracy of the data must be understood 
in the context of the sources’ political agenda and the cul-
tural landscape. Third, the case studies and the lessons de-
rived focus on the three CI sectors energy, transportation, 
and communications. Other CI sectors were only peripher-
ally examined and analyzed for this report. Moreover, the 
cyberspace is much discussed in the context of the Rus-
sian invasion of Ukraine and is the subject of numerous 
analyses. Although the cyberspace and its relevant over-
laps with the three case studies are addressed at various 
points in this report, it is not the focus, as its sheer size 
would require a separate report. Four, the international 
military and non-military assistance that Ukraine receives 
increases and sustains the country’s defense and security 
efforts. Consequently, Ukraine’s own protection efforts 
are distorted by this assistance – or it can be seen as one 
pillar of CI protection, more specifically the endogenous 
ability to mobilize international support in times of crisis 
or the exogenous effect of geopolitics.
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2 Critical Infrastructure 
Protection and  
Resilience

In the early 20th century, wars among nation-states be-
came increasingly reliant on the total of a country’s ca-
pacities to support the war efforts (i.e., total war). While 
it was crucial to protect one’s vital capacities, it became 
clear that they could be exploited on the adversary’s side 
to obstruct their economic and social capacities and, con-
sequently, their military capabilities.2 Following the tech-
nical advancements that enhanced air operations, US 
strategists, during World War II, worked out concepts of 
“Strategic Bombing” to target an adversary’s population 
and hit vital links within the industry or infrastructure 
systems. By doing so, they hoped to disrupt an oppo-
nent’s entire military efforts to the point of defeat. These 
strains of thinking offer an explanation of why particular 
infrastructures and systems are considered vital and 
have increasingly been treated as a security problem in 
policymaking.3 During and especially after the Cold War, 
the protection of a nation and its population shifted 
away from conventional armed conflicts and nuclear 
threats to a broader hazard spectrum, including techno-
logical accidents or energy supply shortages. This devel-
opment led to the understanding that various hazards, 
including natural ones, can impact infrastructure and en-
danger people.4 As a result, the securitization of infra-
structure has evolved from a military-strategic issue to 
considering systems’ vulnerabilities and exposures to a 
range of hazards and threats.5 This evolution shaped the 
understanding that no matter the potential source of 
disruption, certain infrastructures are essential for the 
functioning of the state, economy, and society, making 
them “critical”.6

2.1 Defining Critical  
Infrastructure

Over time, different definitions of vital systems and CI 
have emerged and changed. The current definition of 
Critical National Infrastructure by the United Kingdom’s 
National Protective Security Authority captures the dif-
ferent aspects and fits the broader European understand-
ing of CI:7 “National Infrastructure are those facilities, sys-
tems, sites, information, people, networks, and processes, 
necessary for a country to function and upon which daily 
life depends. It also includes some functions, sites and or-
ganizations which are not critical to the maintenance of 
essential services, but which need protection due to the 
potential danger to the public (civil nuclear and chemical 
sites for example).”8 

This definition also matches Switzerland’s Fed-
eral Office for Civil Protection (FOCP) understanding of CI, 
specifying them as the services and supply systems es-
sential to the economy and the livelihood of the popula-
tion.9 The FOCP has defined the sectors Energy, Finances, 
Information and Communication, Public Administration, 
Public Health, Public Safety, Transport, Food and Water, 
and Waste Disposal as critical. Furthermore, FOCP’s meth-
odological approach and assessments identify 27 sub-
sectors within these main sectors, designating systems 
and their operations/operators as part of CI.10 In essence, 
these infrastructures are crucial to society and its wel-
fare. The interruption or unavailability of their services 
can pressure a society in the short- or long-term and fuel 
crises.11 Strong interdependences also characterize to-
day’s CI. For example, communication infrastructure is 
dependent on the energy infrastructure for its operation 
and vice versa. These interdependencies can be physical, 
geographical, or logical in nature. An adverse incident in 
one system of infrastructure can trigger ripple or cascad-
ing effects throughout this system of systems.12 Along-
side the increasing interdependencies, additional trends 
such as globalization, urbanization, and cyberization can 
further amplify the vulnerability and exposure of CI. 
While the cyberspace, which harbors most of the modern 
infrastructure, has put new threats onto the map, such as 
cyberattacks or IT outages, urbanization and the systems 
required to run large cities have created higher concentra-
tions of CI in densely populated areas.13 In addition, the 
ownership and operation of CI can span from fully gov-
ernment-controlled over semi-private arrangements to 
privately operated CI, whereas in Western countries the 
majority of CI are operated by the private sector (in cer-
tain instances under a government mandate), requiring 
public-private-partnerships and collaboration to be at the 
core of any CI governance efforts.14 While many western 
European countries are already adapting definitions and 
policies around CI, Ukraine enacted its first piece of legis-
lation on CI in November 2021. Designed in line with the 
European understating of CI, the Ukrainian law defines CI 
as:15 “a set of critical infrastructure facilities”, whereas CI 
facilities are “infrastructure facilities, systems, their parts 
and their aggregate, which are important for the econo-
my, national security and defense, the disruption of which 
may harm vital national interest”. Furthermore, the law 
defines the criteria that classify objects as CI and catego-
rizes 17 sectors of vital functions and services that are of 
interest for national security (Article 8).

The recent geopolitical changes and shifts in 
the security landscape have led the EU to replace its 2008 
Directive on CI and issue a new directive at the end of 
2022, which now refers to Critical Entities rather than 
CI:16 “Critical entities, as providers of essential services, 
play an indispensable role in the maintenance of vital so-
cietal functions or economic activities in the internal mar-

“
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ket in an increasingly interdependent Union economy.” 
The European Commission also stresses that CI and cyber 
can no longer be viewed separately and therefore repeat-
edly refers to its revised Directive 2018/2555 on cyberse-
curity, in which it describes the inherent nature of cyber 
across the domains of CI.17

The presented definitions underline the critical 
nature of these systems for a functioning state, economy, 
and society. With criticality comes the need to sustain or 
improve the stability of one’s systems and the assess-
ment of potential sources of disruption and vulnerability.

2.2 Critical Infrastructure  
Protection and Resilience

Critical infrastructure protection (CIP) is the concept and 
process of adequately protecting CI from natural hazards, 
technological and man-made accidents, and deliberate at-
tacks (e.g., sabotage, terrorist attacks, or armed conflict).18 
Over the course of the 20th century, in parallel and influ-
enced by the increasing incorporation of vital systems or 
infrastructures as objects of protection and strategic im-
portance in military doctrine, the vulnerabilities of govern-
ments and societies became increasingly visible and need-
ed to be addressed. In the 1950s, the US government 
started to map vulnerabilities spatially to understand 
where an impact on infrastructure could occur and how it 
would affect the population. These assessments were 
heavily based on population dynamic studies to under-
stand how a (nuclear) attack would impact urban life, in-
cluding the assets and infrastructure that enable it. As a 
result, an extensive list of elements was drawn up that 
would be crucial for civil defense and the safety of people, 
industries, and freedom of action.19 By listing and mapping 
these elements, vulnerabilities became more visible and 
underlined the emerging notion that not just deliberate 
attacks could disrupt the functioning of infrastructure but 
a broad range of hazards and threats. While it was broadly 
understood that infrastructure has to be protected against 
intentional threats, the transferability of US civil defense 
efforts to those of emergency management domains and 
vice versa became evident throughout the 1960s and 
1970s. Strategic planners concluded that an all-hazards ap-
proach to protect infrastructure would also support the 
preparedness against conflict-related attacks.20 With the 
end of the Cold War, the focus on protecting people and 
infrastructure gradually shifted from a conventional mili-
tary or nuclear threat towards disasters and emergencies 
in general. The term CIP emerged in the 1990s and was in-
troduced by the Clinton administration by appointing the 
Presidential Commission on Critical Infrastructure Protec-
tion. This commission mainly dealt with the increasing vul-
nerabilities stemming from the linkage between informa-
tion systems and technical infrastructures.

Nevertheless, the meaning of CIP was truly am-
plified by 9/11 and its aftermath, raising the Western 
concerns of potential sabotage and terrorist attacks 
against infrastructure throughout the USA and Europe.21 
While these types of events have relatively low probabili-
ties of occurrence but high consequences, they are still 
difficult to predict and forecast. In addition, the range of 
possible hazards and sources of threats is inconclusive 
and may also extend to not yet identified or quantified 
risks. Consequently, CI stakeholders had to address this 
security problem differently.22 Since governments and CI 
operators could not anticipate every scenario or identify 
every threat (hazard-specific view), it made more sense to 
understand the vulnerabilities within the CI systems and 
reduce them in a systematic way. This approach should 
allow authorities and operators to strengthen the overall 
system and be better prepared to deal with any disrup-
tion through an all-hazards approach.23 This all-hazards 
approach opened the door to expand CIP to CI resilience. 
The term resilience has been defined and studied in sev-
eral fields and for different purposes. A general under-
standing stems from the engineering sciences, describing 
a system’s ability and speed to return to its initial state in 
case of perturbation.24 For disaster and crisis manage-
ment, the term had to reach into the social and social-
ecological sphere that accounts for social actors and hu-
man systems. In this sense, resilience is understood as a 
system’s ability to absorb disruptions, cope with crises, 
maintain core functionality, and the capacity to adapt, 
improve, and transform.25

Therefore, integrating resilience into CI and CIP 
has taken place gradually. The aforementioned EU Direc-
tive from 2022 states in Article 2: “Critical entities should 
be in a position to reinforce their ability to prevent, pro-
tect against, respond to, resist, mitigate, absorb, accom-
modate and recover from incidents that have the poten-
tial to disrupt the provision of essential services.”26 The 
Directive puts strong emphasis on the entities that pro-
vide essential services which are crucial to “[the] mainte-
nance of vital societal functions, economic activities, 
public health and safety, or the environment”. It expands 
the sectors considered critical, thereby repelling the 2008 
Directive which focused mainly on the assets of CI opera-
tions in the energy and transportation sector.27 A supple-
ment to the 2022 Directive, published in 2023, provides 
further clarity on essential services, providing a non-ex-
haustive list of such services to be maintained by the en-
tities.28 These new policies reiterate that resilience de-
pends, among other factors, on CI operators and their 
physical and non-physical assets to ensure the essential 
services and that the different sectors of CI are highly in-
terconnected. It urges EU Member States to review and 
strengthen their national CI resilience, considering the na-
tional and international interdependencies. This under-
lines the shift from a pure CI assets protection approach 
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towards the objective of overall resilience. The interpreta-
tion of making CI resilient against various hazards and 
threats is incorporated in the Organization for Economic 
Cooperation and Develop ment’s (OECD) perception of 
how to govern CI and under the United Nations Office for 
Disaster Risk Reduction’s (UNDRR) Sendai Framework  
efforts, putting special emphasize on cybersecurity. 29 
Likewise, the updated Swiss National Strategy for Critical 
Infrastructure Protection from 2023 highlights the impor-
tance of cross-sectional resilience of the entire CI system 
to deal with emergency and crisis situations.30 In Ukraine’s 
2021 law on CI, resilience is defined as “the state of criti-
cal infrastructure that ensures its ability to function nor-
mally, adapt to constantly changing conditions, with-
stand and quickly recover from threats of any kind.”31 
Here, resilience results from an ongoing CIP process, likely 
shaped by Ukraine’s regulatory and organizational efforts 
over the past decades and influenced by emerging 
threats, challenges, and experiences, such as the hybrid 
threats from Russia. According to NATO, resilience in the 
face of hybrid threats and armed conflict inherently arises 
from Article 3 of the NATO Treaty and is to be understood 
as societal and national resilience. Societal resilience, 
which is interlinked with civil preparedness, supports na-
tional resilience and security against any attack. There-
fore, NATO countries should strenghten their resilience 
capacities in seven baseline ares that inherently incorpo-
rate CI resilience. The baseline areas defined at the 2016 
Warsaw Summit are: “continuity of government, energy 
supplies, uncontrolled movement of people, food and 
water resources, mass casualties and disruptive health 
crisis, civil communication systems, and transport 
systems.”32

3 Critical Infrastructure 
Protection in Ukraine

On 24 February 2022, Russian forces started the invasion 
of Ukraine after months of amassing troops and equip-
ment along the Ukrainian border. With the declared aim of 
“demilitarizing and denazifying” Ukraine and protecting 
Russians in Ukraine, Vladimir Putin announced a special 
military operation.33 Following the initial air strikes, ground 
forces quickly advanced and seized control over larger ar-
eas of Ukraine, reaching the outskirts of Kyiv within a few 
days.34 Failing to swiftly take the capital and remove the 
government of President Volodymyr Zelenskiy, Russian 
troops withdrew from the Kyiv area to launch the next of-
fensive in April 2022. This time, they focused their efforts 
on eastern and southern Ukraine, where the majority of 
the fighting has taken place ever since.35 Despite Russian 
attempts to capture the full extent of the Donbas in March 
2023 and the Ukrainian counter-offensive, grounds have 
not shifted significantly, leading to increasing fortification 
and entrenchment of the front lines in eastern Ukraine. 

Over the first eight months, a growing pattern 
of deliberate targeting of CI by Russian forces emerged, 
reaching an initial peak in October 2022. In the beginning, 
the attacks were mainly aimed at infrastructure that di-
rectly supported the war effort (e.g., fuel supply or com-
munication) and – to some degrees unexpectedly – at the 
Zaporizhzhia Nuclear Power Plant.36 The longer the war 
lasted, however, the more evident the deliberate target-
ing of CI became, as demonstrated by the attacks on en-
ergy infrastructure from October 2022 onwards. Russia 
has deployed kinetic weapons and cyber means (includ-
ing the use of Russian non-state actors) to carry out these 
operations.37 In line with Russian military doctrine, the 
Ukrainian population was put under increasing pressure 
as the winter months approached.38 

This blend of conventional and irregular war-
fare, deployed across the full spectrum of conflict escala-
tion and in parallel, would support the as yet ill-defined 
concept of hybrid warfare, where the exposure and vul-
nerability of CI become an attractive target in such con-
flict environments.39

The events inside and outside Ukraine, such as 
the sabotage of the Nord Stream 2 underwater pipeline in 
September 2022, initiated discussions around CIP and re-
silience once again. For example, the EU called on its 
Member States to strengthen their resilience, underlined 
by the Council recommendation of 8  December 2022.40 
The EU and NATO have launched a Critical Infrastructure 
Resilience Task Force to foster collaboration (e.g., using 
Ukraine as a scenario for tabletop exercises), increase situ-
ational awareness, and develop resilience principles.41 
However, Russian efforts to destabilize and undermine in-
frastructure in Ukraine did not begin with the 2022 inva-
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sion. Placing these events within a historical context is 
crucial for understanding Ukraine’s state of preparedness 
and the resilience of its critical infrastructure.

3.1 2014–2022

Russian interference with Ukrainian CI began as early as 
2014 with the Euromaidan and subsequent events, such 
as the annexation of Crimea and Russian expansion of in-
fluence and control into the Donbas region.42 The disrup-
tion or seizure of CI as part of these Russian efforts has 
already put some stress on Ukrainian CI systems.43 There 
is compelling evidence that Russia targeted CI in Ukraine 
to test and refine its cyber warfare capabilities against a 
weaker state, as was the case in the 2008 Georgian War.44 
The most significant attack occurred in December 2015, 
when a group called Sandworm targeted the Ukrainian 
power grid. This incident impacted three power distribu-
tion centers, leaving over 230,000 consumers without 
power for up to six hours.45 Cyberattacks on CI and public 
authorities continued in 2016 and culminated in 2017 
with the NotPetya ransomware attack, which predomi-
nantly affected Ukrainian government, energy, and finan-
cial institutions.46 Furthermore, campaigns in the digital, 
media, and information domains repeatedly attempted 
to discredit the Ukrainian government by spreading false 
information and mistrust.47 These experiences allowed 
authorities and organizations to implement early mea-
sures to strengthen Ukraine’s stance against threats from 
Russia, which later proved to be one of the sources of the 
country’s resilience in the face of the full-scale war.48

3.1.1 Policy Reforms
Between the events of 2014/15 and the full-scale inva-
sion in February 2022, different policy reforms have been 
announced or adopted in Ukraine. Some of them were 
specifically aimed at CIP and resilience, while others sup-
ported CIP efforts but primarily promoted Ukraine’s Euro-
Atlantic aspirations and integration. The current Ukraini-
an CIP and resilience system and legislation are rooted in 
efforts initiated in 2011 by the National Institute for Stra-
tegic Studies to create an interagency expert working 
group to address this issue. Until then, CI and CIP were not 
included in Ukrainian legislation. The next steps required 
coordination since the overall Ukrainian protection and 
crisis system consisted of several agencies acting in differ-
ent silos (e.g., civil protection, cyber, terrorism). The insti-
tute began educating political leaders, institutions, and 
authorities involved with CI through reports, conferences, 
or tabletop exercises, with increasing support from 
 NATO.49 Following the events in 2014/15, the topic gained 
increasing attention, which lead to the Green Book on the 
issue of Critical Infrastructure Protection in Ukraine in  

October 2015 and to tangible decisions by parliament and 
the government.50 The path to CIP legislation was further 
supported by other policy reforms and decisions in the 
field of security such as the National Security Strategy of 
Ukraine and the Cyber Security Strategy of Ukraine.

A concept for CIP approved by the government 
in 2017 foresaw a cross-sectional and -departemental CIP 
state system intended to define roles and responsibilities 
as well as organizational structures.51 In parallel, Ukraine 
adopted its first law On Basic Principles of Cybersecurity 
of Ukraine in 2017.52 Although the Law of Ukraine on Crit-
ical Infrastructure entered into force in November 2021 
and was put into effect on 15 June 2022, a first draft of 
the law from 2019 allowed government agencies and CI 
leadership to familiarize themselves with CIP before-
hand.53 This fact becomes evident when considering that 
the protection of CI and its resilience is also mentioned in 
other policy documents, such as the 2020 National Secu-
rity Strategy of Ukraine, the 2021 Foreign Policy Strategy 
of Ukraine, and the 2021 Concept on the National Resil-
ience System.54 In addition to the specific CIP and cyberse-
curity reform efforts, Ukraine initiated a decentralization 
reform in 2014 to shift administrative and fiscal powers 
from the central government to amalgamated territorial 
communities (ATC), which consist of merged local munici-
palities and enable more self-governance in areas such as 
education or healthcare. It addressed the historically cen-
tralized Soviet system with the aim of promoting greater 
transparency and accountability at the local level. The fis-
cal decentralization allowed ATCs to dispose of a higher 
share of tax revenues, make tax collection more efficient, 
and support local decision-making and investment deci-
sions, e.g., in infrastructure.55 

3.2 2022–2023

With the start of the invasion, the tools and targets for 
attacks on CI expanded. What has been cyber-heavy in 
the run-up to the invasion was now combined with kinet-
ic strikes by the Russian armed forces across different sec-
tors and domains of CI.56

A few hours before the physical invasion by 
military troops, cyberattacks disrupted Ukrainian broad-
band capacities by targeting Viasat’s satellite modems 
throughout the country and overloading the Viasat KA-
SAT’s network. This left thousands of households with-
out broadband access and hampered the communica-
tions capabilities of the military and CI facilities.57

With the invasion, the air traffic infrastructure 
was targeted first. Not only military airfields were at-
tacked, but also civilian aviation infrastructure such as Bo-
ryspil International Airport in Kyiv and Kherson Interna-
tional Airport. As a result, civil air traffic has been 
completely shut down to this day. Second, following vari-
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ous Russian naval maneuvers in the Black Sea, the Sea of 
Azov, and the Kerch Strait, which led to protests by the 
Ukrainian authorities, Ukraine’s commercial access to the 
sea was completely blocked. In addition to the sea-based 
traffic routes, transportation systems on land were also 
attacked or at least affected due to collateral damage. This 
includes roads, railways, and bridges. Although the backup 
control center of the state-run railway company Ukrzaliz-
nytsia, the largest employer in Ukraine and responsible for 
over 20,000 km of rail network, was hit by a missile on 25 
February 2022, the rail network itself was less affected 
than other transportation infrastructure. Russia was to a 
certain extent dependent on the railway for its military lo-
gistics. The railways, therefore, quickly became the back-
bone of the Ukrainian transportation sector, as they kept 
services running and allowed the movement of people 
and goods as well as humanitarian and military logistics.

Furthermore, civil, commercial, and military lo-
gistics heavily depend on road transportation, making it a 
worthwhile target. Not only Russia is targeting critical 
nodes in the road network, but Ukraine is also forced to 
attack transportation infrastructure, such as roads and 
railways, in the occupied territories to disrupt Russian war 
logistics (e.g., by targeting the Kerch Strait Bridge).58

With the onset of the war in Ukraine, a major 
industrialized country became the target of an inter-state 
armed conflict, with its industries being severely affected. 
Drone and missile attacks targeted agricultural facilities, 
chemical sites, oil and gas infrastructure, and power 
plants and have taken a heavy toll on the country’s econ-
omy but are also likely to have devastating effects on the 
environment. The extent of environmental damage can-
not yet be conclusively quantified. Still, the war will result 
in billions of dollars in direct and indirect environmental 
damages and impact on human health through the pos-
sible loss of ecosystems, biodiversity, and agricultural 
production capacity.59 Heavy industries, such as mining or 
steel production, appear to be a preferred target, with the 
consequence that considerable amounts of toxic and 
harmful substances are released and contaminate large 
areas in the event of damage or mismanagement. While 
response measures for environmental catastrophes exist 
in peacetimes, they are difficult to implement during 
war.60 Moreover, the observed attacks on facilities of the 
agroindustry led to an estimated 40 per cent reduction in 
the usage of agricultural land. As an example, the de-
struction of the Kakhovka dam in June 2023 resulted in 
floods damaging housing, infrastructure, and agricultural 
fields on both sides of the Dnieper River and polluted the 
water downstream.61 

The environmental toll, a labor shortage due to 
military drafting, war-related population movements, and 
the disruption caused by blocked seaports led to a consid-
erable decline in exports. With Ukraine being among the 
top global agricultural producers and exporters of sun-

flower oil, corn, wheat, rapeseed, and barley, the impact 
on global food supply chains has been alarming.62 The en-
vironmental consequences of the war in Ukraine will af-
fect the country and society for decades to come, includ-
ing the harm from mines and unexploded ordnance, 
further aggravating human and environmental security.

The Russian aggression also affected the 
healthcare system. As of April 2022, the World Health Or-
ganization verified over 100 attacks on health infrastruc-
tures that put public healthcare and personnel at risk.63 
By the end of 2022, investigations indicate that 218 hos-
pitals and clinics have been damaged or destroyed, main-
ly in the Kyiv area and along the front line in the East. 
Additional healthcare assets such as ambulances, phar-
macies, blood centers, and dental centers have also been 
affected.64 

Another critical system that has been adversely 
affected by the war is the education system. While educa-
tion is crucial for the development and well-being of chil-
dren, educational institutions, especially in frontline or 
Russian-occupied regions, have been shelled and bombed. 
In some instances, schools had to be converted into shel-
ters for the local population.65 

The CI sector most reported on in Western me-
dia was the energy infrastructure. As of November 2022, 
the Dutch think tank PAX has verified energy-related inci-
dents in 17 Ukrainian regions, with a particular concen-
tration in the regions Zaporizhzhia, Donetsk, Kharkiv, Dni-
propetrovsk, Kyiv, and Mykolaiv.66 These incidences 
include attacks on or unintentional damages to power 
production facilities (nuclear power plants, hydrological 
and thermal power plants), energy storage, and power 
and heating distribution systems.67 Observations suggest 
that, in addition to putting pressure on Ukrainian society, 
economy, and military efforts, the energy infrastructure 
also played a role in determining the time frame for the 
invasion. Pre-war efforts to synchronize Ukraine’s inte-
grated power system (IPS) with the European Network of 
Transmission System Operators for Electricity (ENTSO-E) 
led the state-owned transmission system operator Ukren-
ergo to sign an agreement to interconnect with the Euro-
pean power system in 2017. On the day of the invasion, a 
scheduled test of the Ukrainian power system took place. 
The test included a three-day self-reliance test (i.e., island 
mode) of the power system during which the electricity 
needs of the country were met solely by domestic genera-
tion without being connected to any other power grid. 
The successful outcome of this test was a precondition to 
start the synchronization with ENTSO-E, which eventually 
occurred through an emergency synchronization in March 
2022 (see also Section 4.1.2).68 Thus, Russia began its inva-
sion as Ukraine was decoupled from both the Russian and 
continental European power grids. However, it can be as-
sumed that at the beginning of the invasion, Russia was 
not concerned with destroying Ukraine’s energy infra-
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structure, but rather using it to hamper Ukrainian military 
and defense capabilities.

Nevertheless, on 15 June 2022, the Ukrainian 
Minister of Energy announced that approximately 
614,000 consumers were without electricity and 179,000 
consumers without gas.69 In September and October, Rus-
sia began targeted attacks on the Ukrainian energy sec-
tor, so that by the end of 2022, an estimated 40 per cent 
of the country’s energy production and distribution infra-
structure had been damaged.70 With winter approaching, 
Russia aimed at the population’s well-being by disrupting 
cities’ combined power and heating plants. The attacks 
on energy infrastructure had cascading effects on other 
CI sectors, including government, healthcare, transporta-
tion, communication, and industrial activities. For exam-
ple, when Russian missiles hit substations in Lviv, train 
services were temporarily disrupted, and the health of 
people cut off from power deteriorated significantly.71

The first months of the invasion exposed cer-
tain military protection gaps in Ukrainian CI. However, 
over time, a multi-layered air defense system was gradu-
ally set up with the support of Western military assis-
tance. The boosting of air defense allowed Ukraine to bet-
ter protect vulnerable CI, increasing successful missile 
and drone interceptions from 40–50 per cent observed 
on 10 and 11 October 2022 to 75–80 per cent of cruise 
missiles in December 2022.72 However, the available air 
defense systems must protect not only civilians and civil-
ian infrastructure, but also military forces and maneu-
vers.73 In parallel and complementing the kinetic attacks 
on Ukrainian infrastructure, Russian cyberattacks persist-
ed throughout the invasion. In April 2022, Microsoft’s 
Digital Security Unit reported that Russian military intel-
ligence conducted destructive cyberattacks on the Ukrai-
nian government hours before the attack started. Other 
CI, such as IT services, the energy sector, and financial or-
ganizations, were also targeted.74 

At the end of 2022, the First Deputy Minister of 
Internal Affairs stated that 702 CI objects had been dam-
aged or destroyed since the beginning of the invasion.75 
Russia’s targeted attacks on infrastructure in Ukraine 
have been criticized as a fight against the population and 
therefore a war crime. Russian leadership does not deny 
the precision strikes against infrastructure, but claims 
that only infrastructure of military origin or those sup-
porting Ukrainian military efforts are hit, and therefore 
the attacks will continue.76

3.2.1 Policy Reforms (cont.)
Despite the Russian invasion, the Ukrainian government 
continuously enacted, adapted, and introduced policies 
and regulations to secure essential operations and re-
spond to the immediate challenges inflicted by the war. 
Among the first policy actions taken by Ukraine, was the 

declaration of martial law, which remains in effect to-
day.77 Martial law inevitably leads to an increased degree 
of centralization of various aspects of administration and 
public services. However, stronger local governance, in-
duced by the decentralization reform in 2014, is assumed 
to play a crucial role in Ukraine’s resilience by increasing 
capabilities and capacities for local decision-making, en-
hancing flexible collaborations, and bolstering robust 
networks.78 Resilience was reflected in increased pre-
paredness, greater reliability of public services during 
times of distress, and a higher degree of autonomy over 
amalgamated territorial communities (ATC) resources.79 
The OECD stresses the importance of continuing the mo-
mentum of the decentralization reform and recommends 
strengthening regional and local involvement in plan-
ning, funding, and executing governmental and public 
services.80 With regard to CIP, the State Service for the 
Protection of Critical Infrastructure and Ensuring the Na-
tional Resilience System of Ukraine was established on 12 
July 2022. This step is rooted in the previously mentioned 
2021 law on CIP and is intended to ensure that the poli-
cies on CIP are implemented.81 The new state service aims 
to coordinate CIP and resilience as a dynamic and chang-
ing concept that requires continuous adaptation due to 
changes in the security environment. 

3.3 Damage Assessments and 
Estimations

Alongside military and non-military support efforts, 
many countries have already signalled firm commitments 
to postwar reconstruction efforts in Ukraine. These com-
mitments require ongoing damage and loss assessments 
to determine the extent of reconstruction needs, gener-
ate a foundation for the financial and operational early 
recovery, and set the ambitions for Ukraine’s long-term 
reconstruction. These assessments also provide insights 
into CI and critical systems and allow for inferences based 
on the reported information.

The most notable and comprehensive damage 
assessment to date is the Ukraine Rapid Damage and 
Needs Assessment: February 2022 – February 2023, pub-
lished jointly by the World Bank, the Government of 
Ukraine, the EU, and the UN, covering the first 12 months 
of the war. It estimates the direct damage to buildings 
and infrastructure at 135 billion USD, mainly concentrat-
ed in the regions along the front line, such as Donetsk, 
Zaporizhzhia, or Luhansk. Recovery and reconstruction 
needs are estimated to have already surpassed 400 billion 
USD by February 2023, concentrated in the social sector 
(e.g., housing, social protection) and CI (e.g., energy and 
transportation).82 In addition, the World Bank and the UN 
Development Program (UNDP) are specifically addressing 
the energy sector, with the Ukraine Energy Damage As-
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sessment laying the groundwork for the potential recon-
struction of the energy infrastructure by incorporating a 
green energy transition.83 The assessments claim that 
about 45 per cent of all transformers have been damaged 
or destroyed in the Ukrainian-controlled area. Power gen-
eration capacity has been halved compared to pre-inva-
sion levels, including an over 60 per cent decrease in ther-
mal power generation.84 A task force from the 
International Energy Charter has begun with monthly as-
sessments of the Ukrainian energy sector and infrastruc-
ture.85 However, many damage assessments and reports 
refer to the estimates on infrastructure damages by the 
Kyiv School of Economics (KSE). With support from the 
Ukrainian government, KSE runs a platform called “Dam-
aged in Ua”, including the project “Russia Will Pay”, which 
aggregates physical infrastructure damage from various 
sources, including citizen reports.86 As of June 2023, KSE 
estimates that total direct damage (at replacement costs) 
to Ukrainian infrastructure has surpassed 150 billion USD 
(see Table 1).87

As one of the few assessments, KSE also at-
tempts to quantify the impact of the war on railway and 
road infrastructure. In contrast to civil aviation and the 
manageable number of maritime transportation infra-
structure, reporting on the extensive land transportation 
networks with thousands of kilometers of (rail)roads is 
challenging. The institute estimates damages in transpor-
tation at 36.6 billion USD and losses at 23.2 billion USD as 
of June 2023. These estimates include damage to 19 civil-
ian airports and airfields, blockage or occupation of sea-
ports, 507 km of disrupted railway lines in Ukrainian-con-
trolled areas, over 25,000 km of damaged public roads, 
and more than 340 incapacitated bridges.88

The interim report of the International Tele-
communication Union offers a comprehensive summary 
of the impact of the war on the telecommunication and 
ICT sectors. It states that by August 2022, infrastructure 
damage (including fixed and mobile telecommunication, 
television, radio, satellite, and IT industry) has occurred in 
at least 10 of the 24 regions. In areas with active fighting, 
total damage to fixed and mobile telecommunication in-
frastructure is expected.89 

Other institutions and researchers have pro-
duced detailed and informative reports on single (critical) 
sectors that assess damages more precisely than just 
monetary damages, losses, and needs quantifications. 
One example are the reports of PAX on energy, fossil fuel, 
agriculture, and environmental impacts.90 Physicians for 
Human Rights provide an assessment of the healthcare 
domain.91 The Human Impact Assessment of UNDP offers 
an extensive insight into the socio-economic effects of 
the war, for example on living standards, health, educa-
tion, livelihoods, food security, social inclusion, and gen-
der equality.92 The report helps in understanding the hu-
man harm caused by CI impairments, especially energy 
dependencies. It states that 7.1 million Ukrainians have 
been pushed into poverty, and 17.6 million need humani-
tarian assistance. It recognizes that circumstances vary 
across the country and highlights coping mechanisms of 
the Ukrainian people one year after the beginning of the 
invasion.

Many regions are inaccessible to experts due to 
the ongoing war, and there are only a few reports from 
the field. The report from the Estonian International Cen-
ter for Defence and Security on lessons for civil defence 
from the first months of war constitutes an exception 

Table 1 KSE total estimate of infrastructure damages as of June 2023
Property type Total estimate of infrastructure damages 

in billion USD
Total estimate of infrastructure losses 
in billion USD

Residential buildings 55.9 16.4
Infrastructure 36.6 23.2
Assets of enterprises, industry 11.4 51.5
Education 9.7 2.1
Agriculture and land resources 8.7 40.3
Energy sector 8.8 27.2
Forestry fund 4.5 -
Transport vehicles 3.1 0.3
Healthcare 2.8 2.7
Communal services and utilities 2.7 3.5
Trade 2.6 33.9
Culture, sport, tourism 2.4 10.8
Administrative buildings 0.5 0.04
Digital infrastructure 0.5 1.4
Social sector 0.2 7.1
Financial sector 0.04 4.3
Total 150.5 224.6
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and provides some insights from the ground.93 In this con-
text, the rapid damage assessments by the World Bank et 
al. conclude that the response time of the Ukrainian civil 
protection and emergency system, which was already 
lagging behind before the war, has increased, stretching 
its resources to the maximum.94 An important expansion 
of this system was achieved in April 2023, when Ukraine 
joined the EU Civil Protection Mechanism (UCPM).95 
Remote sensing, data mining, and open-source intelli-
gence efforts have promoted the geospatial analysis, re-
porting, and presentation of the military situation with 
the support of GIS tools.96 These tools and sources are 
also used to analyze and document attacks on and dam-
ages to civilians, CI, and the environment. 97 Examples for 
this are the damage assessments of the United Nations 
Satellite Centre (UNOSAT), or the platform Ecodozor of 
the Geneva-based NGO Zoï that is supported by the Orga-
nization for Security and Co-operation in Europe (OSCE) 
and the UN Environment Programme (UNEP), and at-
tempts to geolocate infrastructure damages and their en-
vironmental impacts.98 As part of the Eyes on Russia proj-
ect, the Centre for Information Resilience in cooperation 
with the open-source portal Bellingcat and their portal 
Civilian Harm in Ukraine offer maps and a mapping data-
base that allow to track attacks against CI and civilian in-
frastructure.99

3.3.1 Reconstruction Efforts and Funding
One of Ukraine’s lifelines in overcoming the challenges of 
the war is international support, including both military 
and non-military assistance. A continuously updated 
overview of military, financial, and humanitarian aid is 
provided by the Ukrainian Support Tracker from the Kiel 
Institute for World Economy, focusing on the contribu-
tions from The Group of Seven (G7) and EU Member 
States to Ukraine.100 Amidst these ongoing stabilization 
efforts, the topic of recovery and reconstruction of 
Ukraine gained political traction. Rebuilding Ukraine has 
become a priority for the USA and EU Member States, as 
there are economic, governance, and security interests at 
stake.101 This priority has led to two conferences. First, the 
Lugano Conference in Switzerland in July 2022 created a 
political framework that provides for the continuation of 
Ukraine’s reform efforts to enable the country to lead its 
own “building-back-better” approaches.102 It was fol-
lowed by the Ukraine Recovery Conference 2023 in Lon-
don. The aim of this conference was to discuss how pri-
vate sector investments can support the reconstruction 
process and to raise 60 billion USD for this purpose.103 In 
parallel, several institutions such as the EU, the OECD, and 
the US-German-Marshall Fund advocate for the recon-
struction of Ukraine, while plans and frameworks are be-
ing drawn up. 104 At the same time, Ukraine is actively ana-
lyzing the damages and planning its recovery.105

4 Case Studies
The following case studies investigate how Ukrainian CI 
ensured their functionality in the face of the Russian ag-
gression and consequently demonstrated resilience. The 
aim is to identify prerequisites, system characteristics, or 
actions that establish, enhance, or maintain CIP and resil-
ience and have broader applicability and transferability 
within the domain of CI.

The three analyzed sectors are Energy, Trans-
portation, and Information and Communication. These 
three sectors are also considered CI in Switzerland, align 
with the EU’s understanding of essential services and crit-
ical entities, and constitute baseline requirements for NA-
TO’s concept of national resilience.106 To identify and as-
sess CI resilience, the case studies highlight elements that 
can be attributed to the proposed CI resilience measures 
of the EU. With reference to the EU Directive 2022/2557, 
resilience is identified in the following three case studies 
as the ability of CI systems to prevent, protect against, re-
spond to, resist, mitigate, absorb, accommodate, and re-
cover from incidents, or a combination thereof. In addi-
tion to tangible measures taken by all relevant actors, 
ability also includes characteristics and factors that en-
able a system to be resilient and ensure the essential ser-
vices. This should contribute to a more holistic under-
standing of the overall resilience of the Ukrainian CI 
system and not focus exclusively on physical assets. For 
critical entities, two further aspects are defined in Article 
13 of the EU Directive: “to ensure adequate employee se-
curity management” and “[to] raise awareness about the 
[mentioned] measures”.107 

In this context, a necessary clarification on the 
subject of cyber must be made. Cyberattacks and cyber 
defense and resilience are important in most CI sectors, 
as expected from the previously mentioned definitions 
that explain the inherent existence of cyber in all modern 
CI sectors. In this report, however, the topic of cyber is 
mainly, albeit briefly, touched upon in the case study on 
Information and Communication, as information and 
communication technology is the fundamental infra-
structure that enables cyber resilience. The report does 
not focus on the technicalities of cyber resilience.
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4.1 Energy

4.1.1 Defining the Sector
According to the FOCP, the CI sector Energy consists of pe-
troleum, natural gas, and electricity, as well as district and 
process heating.108 The supply chains of petroleum, gas, 
and electricity consist of all the facilities and activities 
necessary for uninterrupted delivery to consumers, typi-
cally including production, transmission, storage, distri-
bution, and trading. Petroleum and natural gas serve the 
industry and the population mainly as energy sources, for 
example, in chemical processes, as fuel, or for heating and 
cooking. Petroleum is also used by industry as a raw ma-
terial, for example, to produce plastics. Electricity is the 
most critical energy source for the economy and the pop-
ulation, as it is a prerequisite for the functioning of, for 
example, most business processes, communication tech-
nologies, and other CI. The Swiss National Strategy for 
Critical Infrastructure Protection of 2023 assigns very 
high criticality to electricity and petroleum supply and 
high criticality to natural gas supply.109 Regarding critical 
entities in the energy sector, the EU additionally considers 
district cooling and hydrogen, but otherwise covers the 
same energy sources as well as facilities and activities 
(production, transmission, etc.) as Switzerland.110 In its 
2023 Final Assessment Report, the EU-NATO Task Force 
on the Resilience of Critical Infrastructure highlights the 
dependence of modern economies and societies on an 
uninterrupted supply of energy from a mix of sources and 
the difficulty of protecting diverse and widespread ener-
gy infrastructure.111 A resilient energy supply is one of the 
seven baseline resilience requirements of NATO and is de-
fined as “ensuring a continued supply of energy and hav-
ing backup plans to manage disruptions.”112 Ukrainian leg-
islation on CI also identifies energy supply as a vital sector, 
explicitly including thermal energy.113 

4.1.2 Baseline and Developments since 
the Beginning of the Invasion

Before the Russian invasion in February 2022, Ukraine had 
a well-developed energy industry and extensive energy 
supply infrastructure. The sector accounted for about 17 
per cent of GDP and was a crucial source of the country’s 
economic growth and modernization.114 The country has 
abundant gas, petroleum, and coal deposits, mainly in the 
Dnipro-Donetsk region in the east, the Carpathian region 
in the west, and the Black Sea and the Sea of Azov region 
in the south.115 Despite a century-long history of hydro-
carbon production, its potential has not yet been fully re-
alized, leaving Ukraine import-dependent even before the 
invasion. The country has also been an important transit 
country for petroleum and gas from the East to Europe 
with corresponding pipeline infrastructure. Ukraine’s en-

ergy mix is diversified. In 2021, natural gas was the main 
source of energy (30 per cent), followed by coal (28 per 
cent), nuclear (23 per cent), petroleum (13 per cent), hy-
dropower (3 per cent), and other renewables (<3 per 
cent).116 100 per cent of the population had access to elec-
tricity, and about 95 per cent to clean cooking fuels.117

The Ukrainian petroleum industry includes six 
refineries and one gas and oil processing plant with a 
combined design capacity of over 50 million tons per year, 
which is about four times the domestic demand for pe-
troleum products.118 Due to a lack of profitability and 
modernization, only the Kremenchuk Oil Refinery in the 
central Poltava region, with an actual production capaci-
ty of about 7 million tons per year, and the Shebelynka 
Gas and Oil Processing Plant in the Kharkiv region, with a 
capacity of about 0.5 million tons per year were in opera-
tion before the invasion.119 The petroleum transportation 
system consists of over 4,700 km of pipelines, 92 per cent 
of which are older than 30 years, 51 pump stations, and 
11 large tank farms with a total capacity of about 1 mil-
lion cubic meters. In 2021, Ukraine covered 81 per cent of 
domestic oil demand through imports, mainly from Rus-
sia, Belarus, and EU Member States.

Before 2022, Ukraine produced about 20 billion 
cubic meters (bcm) of natural gas per year or about 55 mil-
lion cubic meters (mcm) per day, equivalent to approxi-
mately 70 per cent of domestic demand.120 Ukraine has 
one of Europe’s best-developed gas transmission net-
works, with a total length of 38,600 km, designed to 
transport gas from Russia and Belarus to Western and 
Central European countries.121 The domestic gas distribu-
tion network measures another 290,000 km.122 Ukraine 
has Europe’s largest storage facilities, with a capacity of 
around 31 bcm per year at 13 underground locations. In 
2021, Ukraine covered 33 per cent of domestic gas de-
mand through imports.
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In 2021, Ukraine had 54.5 GW of installed elec-
tricity generation capacity.123 The country has four opera-
tional nuclear power plants with a total of 15 reactors, 16 
thermal power plants (mainly coal but also oil and gas to 
cover peak demand), 49 combined heat and power plants, 
11 hydropower plants, and some wind and solar power 
plants. The four nuclear power plants used to meet more 
than half of Ukraine’s electricity needs, relying on nuclear 
fuel from Russia.124 In 2021/22, Ukraine signed contracts 
with a US company to build new reactors and supply all 
nuclear fuel for the country in the future. The core power 
transmission network consisting of 220 kV to 800 kV 
lines, most of which was designed and built during the 
Soviet era, has a total length of 22,000 km, while the en-
tire distribution network measures more than one million 
km.125 Until February 2022, it ran in parallel with the Rus-
sian network but also had interconnections with Poland, 
Slovakia, Hungary, Romania, and Moldova.126 As noted in 
Chapter 3.2, a planned three-day test of the Ukrainian 
grid in island mode began in the early hours of 24 Febru-
ary 2022 as part of Ukraine’s pre-war intentions to de-

synchronize from the Russian grid and synchronize with 
 ENTSO-E in 2023. Once the Russian invasion began, emer-
gency synchronization with ENTSO-E was completed in 
record time by mid-March 2022, allowing electricity im-
ports from and exports to European countries.127

The Russian invasion of Ukraine can so far be 
roughly divided into three phases in terms of attacks on 
critical energy infrastructure. The first phase lasted from 
the beginning of the invasion in February until Septem-
ber/October 2022. It was characterized by a certain re-
straint of the Russian side to target CI in the energy sector 
unrelated to Ukrainian warfighting capabilities. The Rus-
sian leadership seemingly still believed in a quick victory 
and tried to capture the energy infrastructure as intact as 
possible.128 During this phase, Russia primarily attacked 
the Ukrainian petroleum sector to impede fuel supplies. 
However, other energy installations also suffered damage 
in the fighting. The second phase lasted from September/
October 2022 until March 2023. After numerous setbacks 
by its military in the summer of 2022, Russia shifted its 
strategy toward maximum destruction of the Ukrainian 

Source data: ISW, World Resource Institute, OpenInfraMap
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energy system using long-range munitions. By cutting off 
the population from energy and other vital services such 
as heating, the Kremlin hoped to demoralize Ukraine and 
force Kyiv to make concessions or even surrender. In the 
third phase, which lasted from March to the present (No-
vember 2023), Russia changed its strategy again and 
somewhat reduced the intensity of its attacks on the 
Ukrainian energy system. Nevertheless, energy installa-
tions continue to be attacked with long-range munitions, 
damaged in battles, or deliberately destroyed by the Rus-
sian side, such as the Kakhovka Dam in June 2023.

The petroleum industry was the first sector of 
Ukraine’s energy supply that Russia attacked following its 
invasion, practically destroying it in the first phase until 
the summer of 2022. As early as 7 February 2022, Belarus 
stopped petroleum imports from Lithuania to Ukraine 
through its territory, straining the Ukrainian energy sup-
ply.129 In the early weeks and months of the invasion, Rus-
sia concentrated its strikes on fuel depots at airports and 
oil terminals, as well as oil refineries.130 Such attacks oc-
curred in almost all regions of Ukraine, including Kyiv, Lviv, 
and Odesa. By September 2022, more than 28 big and 
small oil depots were destroyed or significantly dam-
aged.131 The Kremenchuk Oil Refinery and adjacent fuel 
depots were attacked with missiles several times, causing 
the plant to cease operation in April 2022. The Shebelynka 
Gas and Oil Processing Plant suspended operations on 26 
February due to Russian shelling and was irreversibly dam-
aged by missiles in June 2022. Another large but non-oper-
ational oil refinery in Lysychansk in the Luhansk region was 
occupied by Russian forces in July 2022. As a result, Ukraine 
has been forced to suspend oil refining operations since 
summer 2022, and the entire petroleum industry has been 
severely crippled, leaving the country almost entirely de-
pendent on imports.132 As import logistics proved chal-
lenging, e.g., due to the incompatibility of Ukrainian and 
Polish rail gauges (see Chapter 4.2), and capacity was 
therefore limited, fuel shortages occurred in the summer 
of 2022.133 They had significant cascading consequences 
for the economy and the functioning of other CI, e.g., pe-
troleum is a backup fuel for many power plants in Ukraine. 
During the second and third phases, Russia continued its 
attacks on the remaining oil infrastructure, targeting ad-
ditional petroleum depots, transmission facilities, and 
shutdown refineries, including a newly constructed one in 
the Kharkiv region in June 2023.134

The Ukrainian natural gas sector has also been 
under attack from Russia since the first phase, but it has 
proven more resilient than the petroleum industry. By 
September 2022, more than 150 gas production sites had 
to cease operations due to the hostilities, and around 15 
per cent of Ukraine’s natural gas reserves were occupied 
by Russian forces, reducing daily production by about 11 
per cent to ~49 mcm/day.135 One underground storage fa-
cility in the East had to cease operation due to nearby 

fighting, and another was damaged, reducing available 
storage capacity by 0.73 bcm per year. About 200 km of 
gas transmission and 7,000 km of gas distribution pipe-
lines have been damaged or destroyed. Many other gas 
infrastructures were damaged or had to suspend opera-
tions during this phase, such as more than 5,000 gas dis-
tribution control units. Between May and August 2022, 
the Russian gas transit to Europe through Ukraine de-
creased by approximately a third of the contracted vol-
ume due to interference by groups allied with Russia in 
occupied territories.136 In the first weeks of the second 
phase, Ukraine was able to restart several gas infrastruc-
ture facilities, which increased gas production by about 
0.5  mcm/day, after retaking some territories during the 
summer and autumn of 2022.137 In November 2022, how-
ever, Russia stepped up its attacks on gas production and 
distribution facilities. Despite considerable repair efforts 
of system operators, about 600,000 households, or 5 per 
cent of all consumers, were without gas supply at the end 
of January 2023. In the same month, Moldova allowed 
companies to use virtual gas reverse flow, opening the 
possibility of importing natural gas from additional sourc-
es to Ukraine. In the third phase, regular attacks on Ukrai-
nian gas infrastructure continued to hamper repair work 
and cause new damages.

In the first phase, the Ukrainian power sector 
suffered from deliberate, but mostly only disruptive at-
tacks on generation capacities as well as their occupation 
by Russian forces. In contrast, the second and third phases 
were characterized by the targeted destruction of large 
parts of the power infrastructure. On the first day of the 
invasion, the Russian military occupied the Kakhovka Hy-
dropower Plant and shut it down in September 2022. The 
Zaporizhzhia Nuclear Power Plant, the largest in Europe, 
was occupied in early March and shut down in September 
2022.138 Numerous other power plants were shelled and 
damaged, and several of them were occupied by Septem-
ber 2022. Towards the end of the first phase, around 5 per 
cent of the installed power generating capacity had been 
destroyed, 35 per cent was occupied, and more than 
700,000 consumers had no access to electricity. The sec-
ond phase started with extensive kinetic attacks on 11 
September and 10 October 2022 against numerous power 
plants, high voltage lines, and substations far from the 
front lines. After the latter attack, an estimated 30 per 
cent of the Ukrainian power infrastructure was destroyed, 
resulting in daily short-term electricity outages for mil-
lions of people.139 Attacks continued over the following 
months, with a particularly devastating strike on 15 No-
vember, compromising the electricity supply in 17 regions 
and forcing the transmission system operator to introduce 
rolling blackouts. The attack on 23 November split the 
Ukrainian power generation system into three separate is-
lands and cut supply to two-thirds of all consumers.140 It 
took ten hours to reconnect the three operating islands 
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and about a week for 80 per cent of affected consumers to 
regain access to power. By December 2022, all thermal and 
large hydroelectric power plants in Ukraine had either 
been damaged or destroyed. A month later, an estimated 
50 per cent of the country’s power infrastructure had 
been damaged, and Ukraine started to import electricity 
from the EU.141 Russia accompanied its attacks with count-
less attempted cyberattacks on the Ukrainian energy sec-
tor and a disinformation campaign, claiming, for example, 
that the rolling blackouts were a consequence of electrici-
ty exports to Europe and not the destruction of infrastruc-
ture.142 Toward the end of the second phase, Russian at-
tacks began to lose some of their effectiveness thanks to 
better air defenses, continuous repair efforts, and warmer 
weather. Nevertheless, Russia continued its strikes against 
power plants, high-voltage lines, and substations unabat-
ed in the third phase. For example, a massive attack on 30 
May 2023, desynchronized the Ukrainian power system, 
temporarily cutting off electricity to 2 million consum-
ers.143 A week later, Russian troops blew up the Kakhovka 
Dam, flooding 129 substations, two thermal power plants, 

and 17 oil and gas infrastructure facilities downstream. At 
the time of writing, it remains to be seen whether Russia 
will step up its attacks on the Ukrainian energy system 
again in the winter of 2023/24. 

4.1.3 Resilience Measures
Ukraine benefits from a remarkably robust energy sys-
tem, much of it designed and built during the Cold War 
with World War III in mind, that helps prevent incidents.144 
The sheer size and wide geographic distribution of the en-
ergy infrastructure, as well as different transport routes, 
give the system a certain inherent resilience to disrup-
tions and kinetic attacks. In addition, the infrastructure 
has certain redundancies, for example, in the power sup-
ply.145 The national power grid of Ukraine was created af-
ter the end of the Cold War by merging several large re-
gional grids, each with its own control centers and 
personnel.146 As a result, the country has extra capacities 
and options to prevent a nationwide blackout by operat-
ing independent power islands, at least temporarily. At 

Source data: ISW, The Oxford Institute for Energy Studies, Global Energy Monitor
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the beginning of the invasion, Ukraine also had a signifi-
cant surplus of power generation capacity, so the de-
struction of individual infrastructure elements did not 
immediately lead to a supply shortage.147 The energy net-
work of Ukraine is also highly interconnected with sur-
rounding countries. This allows exports at times of over-
production, for example, in the electricity sector after the 
emergency synchronization with ENTSO-E in March 2022. 
In addition, Ukraine is an important transit country for 
Russian gas to Europe, which created some restraint on 
the Russian side to destroy respective infrastructure, at 
least in the early days of the invasion.148 Both, export and 
transit continue to generate vital revenue for Ukraine. 
The strong interconnection also creates the possibility of 
imports in times of production shortfalls, improving the 
resilience of the power grid, for example. Ukraine’s diver-
sified energy mix reduces dependence on single energy 
sources and includes an increasing number of renew-
ables, which played an important role in maintaining lo-
cal power supply during the rolling blackouts in the win-
ter of 2022/23.149 Where there were strong import 
dependencies on Russia, Ukraine has been actively work-
ing to reduce them since the events of 2014/15, for ex-
ample, in the gas sector or for the supply of nuclear fu-
els.150 The events of 2014/15 also led to an increased focus 
on the issue of energy supply security at the political level 
in Ukraine, even before the invasion. For instance, a crisis 
management group was established under the Prime 
Minister’s Office soon after to improve emergency pre-
paredness in the gas and electricity sectors, develop con-
tingency scenarios, and conduct stress tests.151 The Minis-
try of Energy worked closely with the power industry, 
developing options to keep the grid operational under dif-
ferent conflict scenarios. As mentioned in Section 3.1.1., 
Ukraine enacted a comprehensive CI law in December 
2021 that includes the energy sector and provides tools 
and measures to prevent disruptions, such as certain obli-
gations for CI operators.152 When the coordinated strikes 
on power and gas supplies began in earnest in September 
2022, a coordination headquarters was established to 
bring together relevant ministries and the industry to pre-
pare emergency measures and respond quickly to new 
destruction.153 In addition to kinetic attacks, Ukraine has 
also learned from the experience of cyberattacks against 
energy infrastructure in the aftermath of the 2014/15 
events. Two Security Operational Centers hosted by the 
industry, one for the electricity sector and one for the gas 
and oil sector, coordinate activities between the energy 
companies’ cybersecurity teams and their counterparts 
on the government side.154 This cooperation successfully 
prevented or averted most cyberattacks since the begin-
ning of the invasion. 

The measures taken by Ukraine before the inva-
sion to ensure adequate physical protection of critical en-
ergy infrastructure proved insufficient, as they were in-

tended to defend against acts of sabotage and terrorist 
attacks at most.155 The petroleum supply infrastructure 
of Ukraine proved particularly vulnerable in the face of 
the full-scale military assault due to the lack of under-
ground storage facilities and well-protected refineries. In 
the power sector, substations, switching stations, and 
high-voltage transmission lines were also easy targets 
since they are above ground, unhardened, and usually not 
surrounded by other structures.156 As a countermeasure, 
Ukrainian repair crews began to protect open-air trans-
mission equipment with additional walls after the target-
ed attacks began.157 In anticipation of another wave of 
kinetic attacks on energy infrastructures in the upcoming 
winter 2023/24, Ukraine took additional measures to 
harden or improve the physical protection where possi-
ble, for example with sandbags against debris and nearby 
detonations, metal cages against drone attacks, and con-
crete coffins against direct impacts.158 At the outset of the 
invasion, the task of physical protection of CI resided with 
law enforcement agencies and was mainly performed by 
the state security police and private security services. This 
quickly proved insufficient, whereupon Ukraine began to 
strengthen the protection of CI with regular military 
units. Thus, it became apparent that CIP must be an inte-
gral part of defense planning by military authorities in 
peacetime. 

Since February 2022, Ukraine has successfully 
implemented numerous measures to respond to, resist, 
and mitigate the consequences of incidents in the energy 
sector. The wartime expertise gained by thousands of en-
ergy workers since 2014/15 provided a solid foundation 
for these efforts and has been actively used by energy 
companies to optimize preparedness and train their col-
leagues across the country.159 Industry stockpiled spare 
parts before the invasion to repair damaged energy infra-
structure, and larger companies developed backup con-
trol centers with alternative communication channels in 
safer areas.160 At the beginning of the invasion, they im-
plemented pre-planned evacuation plans for their opera-
tional staff and families to these locations. All energy 
companies established specially trained repair crews, the 
number of which rapidly increased after the initial experi-
ences in regions with intense fighting. These efforts were 
aided by the fact that Ukraine has a comparatively large 
number of engineers, due in part to the country’s Soviet 
past.161 Additional personnel were brought out of retire-
ment. Corporate crisis units closely coordinated the ac-
tivities of these intervention teams with the military, law 
enforcement, and other government agencies. In addi-
tion, the companies helped each other out with materials, 
equipment, and personnel. In many cases, this joint effort 
and close coordination allowed for the rapid restoration 
of damaged infrastructure. However, Ukraine gradually 
ran out of spare parts, especially after Russia focused its 
attacks on energy infrastructure from the second phase 
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onward. By November 2022, more than 12,000 needed 
spare parts and equipment were in short supply, many 
with Soviet-era specifications that were hard to obtain.162 
Despite the stockpiling by the energy companies, interna-
tional support in supplying Ukraine with specialized 
equipment and spare parts became increasingly impor-
tant. Since the first months of the invasion, the EU has 
been supplying such goods as humanitarian aid to 
Ukraine.163 At the beginning of the second phase in Octo-
ber 2022, Ukraine requested and received further such 
emergency assistance via the NATO Crisis Response Sys-
tem and the UCPM. A dedicated coordination body, the 
International Energy Advisory Council, was established on 
1 November 2022 for better coordination of international 
assistance to Ukraine.164 International assistance was also 
central to bridging and mitigating energy supply short-
falls due to Russian attacks. When Ukraine was running 
low on fuel in the summer of 2022, EU Member States 
helped increase import capacities, for example, through 
truck entry permits and simplified customs clearance pro-
cedures, imports via Danube ports, or tanker slots in Euro-
pean ports (see Section 4.2.2). Various countries also 
helped with fuel or coal deliveries. Attacks on logistics 
were discouraged by a network of small petroleum stor-
age facilities and direct deliveries to gas stations. When 
the power supply situation was particularly critical in the 
winter of 2022/23, imports from EU countries helped sta-
bilize the Ukrainian grid.165 Ukrainian companies import-
ing electricity have been exempted by decree from sched-
uled outages until the end of April 2023 to ease the 
burden on domestic power generation. Demand-side 
measures introduced in the electricity sector included 
saving campaigns, consumption restrictions, and rolling 
blackouts. Electricity suppliers, authorities, and the media 
urged consumers to reduce consumption at peak times.166 
A government program allowed every Ukrainian citizen to 
replace five standard light bulbs with five LED light bulbs 
for free.167 Outdoor advertising and streetlights were 
switched off, working from home and the purchase of 
generators were promoted, and trolleybuses and trams 
were replaced with buses with combustion engines. After 
rolling blackouts eventually had to be introduced, con-
sumers could consult publicly available schedules from 
their local energy company to see when they would have 
power at home.168 Companies curtailed production, ad-
justed operating hours accordingly, and, where possible, 
used alternative energy sources during hours without 
power. Generators and batteries play a crucial role in en-
suring vital services for the Ukrainian population when 
the power supply fails. By the end of December 2022, 
nearly 1,500 bank branches and numerous gas stations 
across the country were equipped with a generator and 
could provide services during a power outage.169 The tele-
communications sector equipped some 5,000 mobile 
base stations with generators and replaced old lead bat-

teries in more than 22,000 other stations with new high-
performance batteries that provide emergency power for 
at least three days.170 A decree suspended tariffs and VAT 
for generators and other components until May 2023, 
and the volume of fuel that can be stored without a spe-
cial permit was raised to 2,000 liters. In many cities, local 
authorities offered subsidies to residents to purchase 
generators that reduced the list price by up to 75 per cent. 
Other alternative energy sources are also examined or are 
already in use. For example, the acquisition of mobile gas-
fired power stations with capacities of 30–50 MW each is 
planned for the emergency supply of CI. Renewable ener-
gy sources such as solar and wind power are used as back-
up power for distribution, pumping, or compressor sta-
tions in the gas sector, especially in remote locations.171 
As a further means, the Ukrainian authorities had set up 
so-called Points of Invincibility throughout the country 
since November 2022.172 These are mobile or stationary 
rooms for up to 500 people, equipped with a generator 
and offering basic services such as electricity, mobile 
communications and internet, heat, and water free of 
charge around the clock. By the end of 2022, 11,500 such 
points had been set up.

As Russia’s invasion of Ukraine is still ongoing, 
the country is currently not in a position to recover from 
incidents in the energy sector in the long term. For short-
term recovery, such as repairs, restorations, etc., Ukraine 
depends on international support. In addition to assis-
tance on a bilateral basis and through established mecha-
nisms such as the UCPM, at least two other dedicated ini-
tiatives have been set up, namely, the International 
Energy Advisory Council mentioned above and the 
Ukraine Support Task Force. The latter was established by 
the Energy Community, a regional organization focused 
on Eastern Europe and the Black Sea, to coordinate the de-
livery of specialized energy equipment donated to Ukraine 
by private companies.173 

Short-term recovery in Ukraine does not strictly 
mean rebuilding the same facilities but focuses on restor-
ing energy supply. This may involve switching to infra-
structure that can run on alternative or even multiple en-
ergy sources, such as installing new boilers fueled by 
biomass or electricity in addition to natural gas.174 Anoth-
er measure to increase resilience in the energy sector is 
decentralization, moving away from centralized large So-
viet-era infrastructures to many small ones. In the heat-
ing sector, for example, large systems linked to large com-
bined heat and power plants are being replaced by several 
smaller, geographically distributed boilers or individual 
heating systems in buildings. In the area of power genera-
tion, a longer-term goal is to build local, small-scale mi-
crogrids and capacities that integrate standalone or com-
bined renewable and storage technologies and help 
strengthen the resilience of the overall power supply sys-
tem.175
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Thanks to a solid foundation, utmost commit-
ment, adaptability, and resourcefulness of all stakehold-
ers, as well as international support, Ukraine has so far 
managed to stabilize the country’s energy supply at a 
lower level. In the process, the energy system withstood 
impacts for which it was never designed. This is an un-
precedented feat, given the Russian attack with all avail-
able means. However, it remains to be seen for how much 
longer this will be possible, especially should international 
support begin to wane.

4.2 Transportation

4.2.1 Defining the Sector
The FOCP groups railways, water transportation, air trans-
portation, and roads into the CI section of transporta-
tion.176 In Switzerland, the road infrastructure includes 
motorways (national, cantonal, main, and secondary 
roads), tunnels and bridges. Water transportation com-
prises land-based infrastructure such as ports to handle 
shipments, inland waterway navigation referring to lakes 
and river networks such as the Rhine, and navigation on 
the high seas. Air transportation includes passenger and 
freight transport by air, distinguishing between civil, com-
mercial, private, and military air traffic. In addition, this 
sub-sector is also concerned with ground-based infra-
structure such as airports and air traffic management and 
control. Lastly, the rail transportation sector includes pas-
senger and freight transport on the rail network. As with 
the energy sector, the current Swiss National Strategy for 
Critical Infrastructure Protection acknowledges the ele-
vated criticality of the transportation sector, as it is 
strongly interconnected with other CI sectors, such as en-
ergy and communication. In the case of Ukraine, for ex-
ample, half of the railway system is electrified and de-
pends on a consistent energy supply. Similarly, road 
vehicles rely on a steady supply of fuel. Furthermore, a 
functioning and efficient transport and traffic system is 
seen as a fundamental prerequisite for a modern econo-
my that depends on the mobility of goods and people.177 
The EU shares the same understanding of the transporta-
tion sector and strongly emphasizes service providers (i.e., 
the entities) and their assets to ensure the services.178 In 
NATO’s understanding, the 2023 Final Assessment Report 
of the EU-NATO Task Force on the Resilience of Critical In-
frastructure points out that while diverse routing options 
can tackle limited redundancies in the transportation sys-
tems, certain pivotal nodes (e.g., major airports, primary 
railway hubs, etc.) remain irreplaceable, especially in de-
fense aspects. Nevertheless, the resilience of the logisti-
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cal network depends not solely on its central nodes, but 
also on a system that is equipped with diverse routes and 
can accommodate civil and commercial transportation 
even in times of crisis. 179 In line with the European under-
standing of the importance of transportation, the Ukrai-
nian Cabinet of Ministers enacted Resolution Nr. 1109 in 
2020, defining Transportation and Postal Services, specifi-
cally air, roads, railways, sea and river ways, and postal 
services as a critical sector, which later found its way into 
the country’s CIP legislation.180

4.2.2 Baseline and Developments since 
the Beginning of the Invasion

Transportation is one of the key sectors of the Ukrainian 
economy.181 The transport infrastructure includes a wide-
spread railway network, a rather outdated road system, 
sea and river ports, airports and an extensive air service, 
including freight and customs terminals. Together with 
warehousing, postal and courier services, the transport 
sector accounted for 6.5 per cent of the country’s GDP in 

2021.182 The Ministry of Infrastructure has been entrust-
ed as the primary authority overseeing the protection 
and enhancement of this infrastructure. Furthermore, as 
outlined in Article 53 of the Presidential Decree Nr. 
392/2020, ambitions to modernize the transport infra-
structure – including via public-private collaborations and 
transparent privatization – have been marked as pivotal 
strategies to enhance the country’s national security. 183

First, Ukraine has one of Europe’s most exten-
sive railway networks, with a length of over 20,952 km 
almost half of which is electrified.184 Its gauge width of 
1.520 mm is a longstanding challenge as it is incompati-
ble with the gauge width of 1435 mm used in most EU 
countries.185 The pre-war capacity of border crossings by 
rail was about 80 million tons per year, which was only 50 
per cent of what it could be due to inefficiencies created 
by transferring goods to European standard railcars.186 A 
network of almost 1,500 railway stations exists in 
Ukraine, overseen and managed by the state-owend com-
pany Ukrzaliznytsia.187 This enterprise is organized as a 
single monopolistic company, controlling railway infra-

Source data: ISW, Geofabrik, OpenStreetMap contributors
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structure and services and providing 82 per cent of freight 
and 50 per cent of passenger transport across all trans-
portation modes in Ukraine.188 The railways density in 
Ukraine, at 496.27 km per million inhabitants, exceeds 
the European average of 429.97 km per million inhabit-
ants and connects major cities and border crossings with 
neighboring countries. Ukrzaliznytsia’s transportation ca-
pacities before the war were used primarily to transport 
metal, coal, iron ore, construction materials, and passen-
gers. With 266,000 employees, Ukrzaliznytsia is Ukraine’s 
largest employer.189 The organization is still deeply rooted 
in its Soviet heritage, providing fixed salaries and addi-
tional benefits that range from medical facilities to edu-
cational institutions for its staff.190 

Second, Ukraine also features extensive infra-
structure for water transportation. Out of the 18 Ukrai-
nian seaports, 13 are located on the continental territory 
of Ukraine along the shores of the Black Sea, the Sea of 
Azov, and the Danube River. All ports are state-owned 
and fall under the Ukrainian Sea Ports Authority (USPA) 
jurisdiction. Established in 2013, USPA processed more 
than half of the country’s exports before the war and 
handled 90 per cent of Ukrainian grain and oilseeds ex-
ports. These exports are of crucial importance for the 
country’s economy.191 The remaining five ports of Kerch, 
Yalta, Sevastopol, Feodosia, and Yevpatoria are located in 
the territory of Crimea, which has been occupied by Rus-
sia since 2014. 192 Ukraine has several navigable rivers, in-
cluding the Danube, the Dnipro, the Southern Bug, and 
the Dniester, with a total of 10 river ports that are state or 
privately owned.193 Of these rivers, the Danube is the 
most used for shipping. It connects Ukraine by sea with 
nine European countries, including the port of Constanta 
in Romania. Ukraine’s state-owned Danube ports Izmail, 
Reni, and Ust-Danube are located on the lower part of the 
river, which forms a border with Romania before it flows 
into the Black Sea. Before the invasion, these ports han-
dled up to 4 per cent of Ukrainian exports, equivalent to 
approximately six million tons of cargo under the admin-
istration of USAP.194

Third, air transport comprises the transporta-
tion of passengers and cargo by aircraft. Before the inva-
sion, the Ukrainian air transport sector comprised 19 air-
fields for civilian purposes, 21 passenger airlines, and 19 
airlines carrying mail and cargo. Governed by the Ministry 
of Infrastructure (state policy on infrastructure) and the 
State Aviation Administration of Ukraine (i.e., authority 
for civil aviation), this industry served 16.2 million passen-
gers in 2021.195 Ukraine inherited a substantial aircraft 
manufacturing industry from its past as part of the USSR, 
exemplified by the Antonov Company, a prominent Ukrai-
nian aircraft and manufacturing company.196 An approxi-
mation to the EU air transportation market and liberaliza-
tion has occurred in recent years, attracting investments.197 
However, the events in 2014/15 resulted in the loss of 

control over what were then two of Ukraine’s busiest air-
ports, Simferopol and Donetsk. While Simferopol airport 
continued to operate under the occupation administra-
tion, Donetsk airport’s facilities were heavily damaged in 
the intense fighting of 2014 and 2015, rendering it inop-
erable.198 

Lastly, Ukraine has a network of public roads 
spanning over 169,000 kilometers, including national, re-
gional, and communal roads.199 In terms of durability 
(39.2 per cent lacking adequate strength) and surface 
evenness (51.1 per cent affected), up to 90 per cent of 
general-purpose roads have not been repaired in the last 
30 years.200 Consequently, a considerable portion of the 
infrastructure does not meet the standards of modern-
day roads.201 In 2021, 41 per cent of cargo (in tons) and 20 
per cent of volume (in tons-kilometers) was transported 
by road, a large proportion of which is accounted for by 
so-called last mile-cargo that is transported over relative-
ly short distances. Lorries are frequently used to deliver 
agricultural products to ports and to import high-value 
products (electronics, appliances, apparel, etc.) from the 
EU.202

As of 2023, there are about 28,500 road and rail-
way bridges in Ukraine. The average age of many road 
bridges exceeds 60 years, and more than 30 per cent are 
deemed to be in a critical condition.203

When the invasion by Russia began in February 
2022, the transportation infrastructure was affected 
across all sectors. The first infrastructures to be hit by 
missile attacks were airports and airfields. Consequently, 
authorities swiftly closed the civilian airspace of 
Ukraine.204 By June 2023, 19 out of 35 airfields were dam-
aged, including 12 civilian and seven dual-purpose air-
fields (excluding military airfields). In addition to the com-
plete shutdown of the aviation industry, four of the 13 
ports, namely Berdyansk, Mariupol, Skadovsk and Kher-
son, were captured by Russia by October 2022 and opera-
tions were suspended, while access to the remaining 
main ports was blocked. This has a major impact on 
Ukrainian exports, as more than half of them are shipped 
by water.205 Ukraine was forced to adapt its agricultural 
export systems quickly. Instead of shipping agricultural 
goods via the now damaged, blocked or captured ports, a 
mix of rail, road, and river routes allows for at least a por-
tion of the goods to be shipped through neighboring 
countries to the west.206 Coping with these supply chain 
interruptions was crucial for the country’s economy and 
industrial functioning, since the storage capacities of 
farmers are exhausted and income losses are accumulat-
ing. This was similarly important for the global food sup-
ply. The operation of the Danube ports Reni and Izmail 
was once again hampered in the summer of 2023 by the 
seasonal shallowing of the Danube and Russian shelling 
of the port infrastructure.207 The rail and road infrastruc-
tures were not targeted in the first two weeks of the inva-
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sion, as Russia considered them essential for its plans to 
occupy the country. Damage nevertheless occurred in the 
form of collateral damage from the ongoing fighting or if 
it was deemed beneficial for tactical reasons.208 Over 
time, however, the Ukrainian railway system faced in-
creasing difficulties as Russia targeted substations, fuel 
reserves, and railway assets, such as the simultaneous at-
tack on five railway stations in western Ukraine in April 
2022.209 By June 2023, over 500 km of railway tracks, more 
than 53 railway stations and around 9,500 buildings and 
other structures relevant to operations had been dam-
aged by the war in the areas controlled by Ukraine.210 As 
many ports are blocked, Ukraine is increasingly using the 
rail network for exports, despite the inherent inefficien-
cies of this process due to the different track gauges.211 In 
this situation, road transportation has become an impor-
tant substitute for many export and import activities. For 
the road sub-sector, however, a less detailed damage as-
sessment could be carried out as part of this report. It is 
estimated that by Summer 2023, 25,400 km of roads and 
344 bridges were damaged.212 At the same time, as part 
of its defense strategy, Ukraine targeted road infrastruc-
ture along key highways to prevent Russian forces from 
advancing.213

KSE estimates the direct damages of transport 
infrastructure at 36.6 billion USD by June 2023 and a fur-
ther 23.2 billion USD in indirect damage.214 While the 
number of reported damages to air and water transporta-
tion infrastructure is more or less consistent, estimates of 
damages to rail and road infrastructure vary depending 
on the period and the report. The reason for this could lie 
in the assessment methods and used calculations, as well 
as the assumptions made on infrastructure in occupied 
territories and the ongoing maintenance and rebuilding. 

4.2.3 Resilience Measures
As in the energy sector, the prevention of incidents, as well 
as ensuring adequate physical protection depends to a 
large extent on Ukraine’s defense capabilities and ability 
to maintain control of CI elements such as transportation 
nodes.215 However, certain factors give the Ukrainian 
transportation system an advantage in coping with the 
distress. For example, the extensive Ukrainian railway 
network allowed for flexible transportation of goods and 
people, enabling swift rerouting of trains in the event of 
attacks.216 As only half of the rail network is electrified, 
diesel-powered trains continued operations on de-ener-
gized sections if substations were compromised.217

In the air transportation sector, swift actions 
were taken in anticipation of the invasion by strategically 
relocating aircraft to safer locations. In some cases, opera-
tors also blocked runways, deactivated navigation sys-
tems, and drained fuel reserves.218 Even though civil air 
traffic has shut down, service operators have implement-

ed measures to accommodate a smoother transition once 
operations can resume. For example, the airport Kyiv-Bo-
ryspil focuses during this phase of the war on staff reten-
tion. Ukraine’s largest airport has committed to paying its 
employees two thirds of their regular salaries to prevent 
the loss of trained personnel. Although this approach en-
sures a certain degree of skilled staff, it imposes a consid-
erable financial burden on the airport, translating to an 
expenditure of approximately 3.2 million EUR monthly.219 
While civil air transportation was factually incapacitated, 
seaports found measures to mitigate the impact on their 
services. As the Ukrainian seaports and routes in the Black 
Sea are virtually inoperable, a diversification in service pro-
vision to the river network and its peripheral infrastruc-
ture, the Danube ports, has been observed, although this 
is not considered a long-term solution. Especially the river 
ports of Izmail and Reni are productive, while Ust-Danube 
is lagging due to inadequate infrastructure, lack of neces-
sary water depths, and missing railway connectivity from 
the main Ukrainian hubs.220 Today, these Danube ports 
have become a crucial economic link to Europe, shipping 
nearly one third of the country’s agricultural exports and 
iron and steel. This diversification strategy has preserved 
revenue streams and avoided dependence on a single 
mode of transport for exports. However, it has also creat-
ed competition for limited capacities, including for the 
necessary land connections to rail or road infrastructure, 
requiring more operational flexibility and capacity from 
the critical entities. One example is the relocation of pilots 
from Black seaports to the Danube ports.221 The latter is 
being done even though the EU-NATO Task Force on the 
Resilience of Critical Infrastructure concluded that disrup-
tions at these major seaports could have significant conse-
quences.222 This is mainly because there are limited alter-
natives available to compensate for the impeded flow of 
bulk goods, which can impact both civilian and military 
domains. However, the resilience of a logistics network is 
not solely reliant on its central nodes. Even if these nodes 
become non-operational, a system equipped with diverse 
routes can still function. To overcome this challenge, 
Ukraine utilized its peripheral infrastructure such as the 
Danube ports, transforming it into a significant export 
route. Several projects were initiated to improve the ca-
pacities of these river ports, including deepening the river-
bed, constructing warehouse complexes, and expanding 
the Bystroe estuary.223 Furthermore, there are plans to 
privatize the port of Ust-Danube through a public sale, in 
line with the vision of the government to improve infra-
structure through private collaboration.224 A further relax-
ation of the difficult situation in the export economy for 
agricultural goods was achieved in July 2022 through the 
Black Sea Grain Initiative, an agreement between Ukraine 
and Russia facilitated by Türkiye and the UN.225 It allowed 
the commercial export of food and fertilizers from the key 
Ukrainian ports of Odesa, Chornomorsk, and Yuzhny/Piv-
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dennyi in the Black Sea. Up to 400 ships were able to leave 
these ports until October 2022.226 Following the suspen-
sion of the agreement by Russia in July 2023, Ukraine es-
tablished a humanitarian corridor along the Romanian and 
Bulgarian coasts, allowing around 700,000 tons of grain to 
be exported in August 2023.227 

The most notable observations regarding re-
sponding to, resisting, and mitigating the consequences of 
incidents come from the rail sector. With the airspace 
closed and the port infrastructure being utilized for ex-
ports, the railway system and its operating company 
Ukrzaliznytsia became Ukraine’s lifeline. The company re-
acted quickly to the unfolding situation and bolstered the 
resilience of the railway system and the transportation 
sector as a whole. It facilitated the transportation of peo-
ple from East to West and offered free-of-charge tickets 
to evacuees.228 The supply of humanitarian goods and 
military logistics was facilitated, while operational guide-
lines were adjusted so that trains ran more slowly to min-
imize the extent of possible damage.229 The historical or-
ganizational division of Ukrzaliznytsia into six 
independent regions proved to be beneficial, as this orga-
nizational structure and regional independence enabled a 
relatively simple transition from regular operation to cri-
sis mode. The operation of passenger trains, the provision 
of humanitarian aid, and the rapid repair of destroyed or 
disrupted infrastructure, whenever and wherever re-
quired, demonstrated the high degree of modularity.230 
Another crucial factor for the resilience of the railway lies 
in Ukrzaliznytsia’s surplus of personnel, especially the sur-
plus of engineers, machinists, and technical specialists 
who were already familiar with the internal structure and 
operations of the organization and could seamlessly tran-
sition into a range of roles, for example from repair work 
to regular maintenance. Although this overstaffing was 
criticized before the war, it enabled the company to repair 
and maintain damaged infrastructure promptly. Between 
January and August 2023, the company carried out exten-
sive restoration work on the railway, renewing 854 km of 
tracks, an increase of 22 per cent compared to the same 
period in 2022, and re-establishing connectivity in recap-
tures territories.231 Volunteers, many of whom with ties to 
Ukrzaliznytsia, provided additional support for this per-
formance.232 Intensive chains of communication were es-
tablished at the operational level, using a Soviet-era 
closed-circuit system called Selector for leadership to 
communicate with its managers in the field, ensuring the 
flow of critical information in real-time and enabling deci-
sion-making.233 Ukrzaliznytsia has constantly moved its 
top management and operational hubs, at times even in a 
high-speed diesel train, to reduce their exposure.234 More-
over, the company harbors its own procurement services, 
e.g., laundry services, glass factory, and steel-rail manu-
facturing units.235 This capability permitted the company 
to produce spare parts, whilst reducing costs and depen-

dency on external suppliers.236 In accordance with the 
country’s overall push to digitalize services, Ukrzaliznytsia 
also sees this as a step towards modernizing and optimiz-
ing its services. For example, an app has been introduced 
that offers an interactive digital map to guide citizens in 
train evacuations and points them to available shelters by 
collecting evacuation data.237 Overall, Ukrzaliznytsia 
maintained high efficiency, shown by its punctuality rate 
of 97 per cent for long-distance domestic trains as of 15 
January 2023. Nevertheless, external and international 
aid has been crucial to boost railway operations. For ex-
ample, with the support of the Red Cross Society’s dona-
tion of generators, train stations were kept in opera-
tion.238 While responding to Ukrainian requests for spare 
parts for the railway system, investments were pledged, 
and various agreements were reached to support this 
transportation sub-sector. A significant step was the pro-
vision of a 50 million EUR loan to Ukrzaliznytsia by the Eu-
ropean Bank for Reconstruction and Development (EBRD). 
This infusion of funds was instrumental in providing li-
quidity to ensure the seamless operation of the expansive 
Ukrainian rail network.239 On a bigger scale, Solidarity 
Lanes connecting the EU to Ukraine were created through 
international initiatives. Given the blocked seaports, the 
European Commission and EU Member States established 
essential corridors and alternative logistics routes using 
all modes of transport to facilitate the export of Ukraini-
an grain and other agricultural products, as well as the 
import of critical goods such as humanitarian aid, animal 
feed, and fertilizers.240

When it comes to bridges, an overlap exists be-
tween railways and public roads. Therefore, a commission 
tasked with assessing the condition of bridge structures 
was established to evaluate the transport and operation-
al state of public road and railway bridges, with particular 
emphasis on larger, more complex structures subject to 
heavy traffic.241 Moreover, emergency repair crews were 
dispatched to quickly mitigate damages and minimize 
disruptions, while alternative routes or detours to circum-
vent affected areas were implemented to ensure consis-
tent traffic circulation. This included solutions, such as 
metal bridges provided by the Czech Republic and France 
to re-establish key transportation links promptly.242

Although ongoing repair and maintenance 
work is underway across all transportation sub-sectors, 
full recovery is difficult during an ongoing war. Genuine 
recovery efforts will require substantial investments. 
Nonetheless, initial efforts are made to begin the recovery 
process and prepare for the moment the situation allows 
for returning to normal operations. In the air transporta-
tion sector, the Ukrainian government intends to restore 
five airports to reach the pre-war passenger volume of 
16.2 million passengers in 2021, as per official reports.243 
Therefore, agreements are already negotiated to support 
the transition, for example, the EU’s proposition to lower 



RISK AND RESILIENCE REPORT Critical Infrastructure Resilience in Ukraine

25

the minimum airport slot usage rate for airlines coming 
to Ukraine during the first 16 weeks after services re-
sume.244 For railway transportation, Prime Minister Denys 
Shmyhal announced that Ukraine would begin phased 
construction of railway tracks to European standards 
(1435 mm gauge), starting in the country’s west.245 The 
primary concern of the government concerning roads is 
restoring infrastructure to facilitate heavy vehicular traf-
fic, especially lorries.246 

International cooperation and assistance are 
crucial for Ukrainian efforts towards recovery. In this re-
gard, the Minister of Finance of Ukraine has recently 
signed an agreement with the EBRD to enhance the effi-
ciency of transportation channels and improve transport 
accessibility across the region. The aim of such collabora-
tions is to streamline logistics and thereby reduce the 
costs associated with transportation between Ukraine 
and the EU.247

The overall resilience performance of the trans-
portation sector, and most notably of the railway sector, 
lies in what Kharrazi et al. define as key features of net-
work resilience, namely diversity (e.g., using different 
modes of transporting people), modularity (e.g., railway 
regions independent of each other), and redundancy (e.g., 
diesel-powered trains to substitute electrified ones).248 In 
addition, the situation in Ukraine demonstrates the im-
portance of having diversified logistical options. Although 
circumstances and challenges differ, the themes of resil-
ience, flexibility, and the ability to leverage peripheral in-
frastructures are essential. 

4.3 Information and  
Communication 

4.3.1 Defining the Sector
The FOCP incorporates telecommunications, information 
technology (IT) services, the media, and postal services 
within the information and communication (IC) sector. 
First, it is specified that telecommunication refers to all 
the means necessary to electronically, magnetically, opti-
cally, or electromagnetically transmit information via 
fixed, mobile, wireless, or satellite infrastructure. This in-
cludes the internet, 5G connectivity, and telecommunica-
tion providers. Second, IT services are concerned with 
processing and storing data and information, ranging 
from software to hardware necessary in communica-
tions, business, and industry technology. Third, and 
strongly dependent on telecommunication to broadcast 
information is the media as an apparatus of mass com-
munication that enables citizens to receive information 
and, therefore, supports decision-making in a democratic 
manner (e.g., media outlets, government announce-
ments, or early warnings).249 Furthermore, the updated 
Swiss National Strategy for Critical Infrastructure Protec-
tion from 2023 recognizes the centrality of telecommuni-
cations as almost all CI operations depend on functioning 
telecommunication networks.250 The EU covers informa-
tion and communication in the rather broad definition of 
digital infrastructure (and business-to-business ICT ser-
vices), including internet providers and services, cloud 
computing and data centers, content delivery networks, 
and public electronic communication providers and ser-
vices.251 This is consistent with the sectoral analysis of the 
EU-NATO Task Force on the Resilience of Critical Infra-
structure’s final assessment report proclaiming digital in-
frastructure as the foundation of today’s communica-
tions.252 In addition, at the 2016 Warsaw Summit, NATO 
members defined one of their baseline resilience require-
ments as: “Resilient civil communications systems: ensur-
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ing that telecommunications and cyber networks can 
function even under crisis conditions, with sufficient 
back-up capacity. This also includes the need for reliable 
communications systems including 5G, robust options to 
restore these systems, priority access to national authori-
ties in times of crisis, and the thorough assessments of all 
risks to communications systems.”253 In the case of 
Ukraine, the 2021 law on CI defines two areas that over-
lap with the previous categorizations: information servic-
es and electronic communications.254

As more recent definitions illustrate, cyber or 
digital infrastructure is the term, concept, and domain 
that replaces or at least complements the conventional 
information and telecommunication sphere. The previous 
definitions are still relevant because they enable the cy-
berspace and are technically and virtually present in al-
most every other CI, facilitating modern-day operations. 
Next to cyber and digital infrastructure, the information 
domain is another topic increasingly interlaced within this 
sphere. The efforts within this domain can include pro-
tecting information, securing information, and counter-
ing fake news.

It is generally understood that Russian cyber op-
erations have thus far not generated the decisive impact 
some analysts expected, while Ukrainian cyber defense 
keeps up its guard.255 Several publications and reports 
document Ukraine’s cybersecurity impact, efforts, and re-
silience, which is omitted from this report (i.e., the techni-
calities of cyber- and information resilience).256 Instead, 
the following case study will focus on the resilience of the 
IC sector, i.e., highlighting efforts that ensure the service 
of telecommunications, IT services, and the media.

4.3.2 Baseline and Developments since 
the Beginning of the Invasion

Before the full-scale invasion, Ukraine possessed an in-
creasingly developed telecommunication sector, a thriv-
ing IT industry, and a diverse me dia landscape. In certain 
instances with some gaps to European standards, such as 
internet coverag. The mobile and wireless market was 
and is dominated by a few large operators, i.e., Kyivstar, 
Vodafone Ukraine, and Lifecell, which claim over 95 per 
cent of the market share and provided a 91.6 per cent cov-
erage of the population by at least 3G in 2021. 257 The 
fixed broadband market is composed of two domains and 
provided 79.2 per cent of households access to the inter-
net in 2020.258 First, the fixed internet service providers 
(ISP) consist of a few big players that claim roughly half of 
the market, while thousands of local and regional end-
user network providers make up the rest of the market. 
This fragmentation stems from the historical roots of the 
early Soviet-era internet. Second, the network transpor-
tation infrastructure, such as fiber optic cables or internet 
exchange points, is concentrated on a few operators that 

provide the backbone of the internet and serve mobile 
operators and TV channels for signal transmission (e.g., 
connecting different base stations or cell towers via fiber 
to enhance transmission speed and volume).259 The IT in-
dustry, making up 3.5 per cent of Ukraine’s GDP and ac-
counting for over a third of service exports in 2021, counts 
over 2,000 companies (product- and service-oriented) 
and employs roughly 290,000 people.260 This IT ecosys-
tem is not just one of the main export pillars, but also an 
enabler for Ukraine’s ambitious digitalization and e-gov-
ernance efforts that have gained traction in recent years, 
e.g., with the continuous development of the e-gover-
nance application Diia.261 The Ukrainian media environ-
ment was characterized by a greater diversity compared 
to other former Soviet nations. However, it has also been 
subject to political influence, including the presence of 
pro-Russian media outlets. Television is one of the most 
popular media platforms and the most popular TV chan-
nels are owned by a few magnates.262 

Incidences against IC infrastructure had already 
occurred before the invasion, e.g., cyberattacks against 
Kyivstar’s mobile base stations. However, the advancing 
Russian forces and preceding air strikes deliberately tar-
geted IC infrastructures with kinetic attacks.263 The rea-
sons to attack IC in armed conflicts are diverse. First, mod-
ern military forces need IC. Interrupting the IC capabilities 
of a military, which often depend to a certain degree on 
public or private service providers, can disrupt or compli-
cate Communication, Coordination, and Command & 
Control (4Cs) or the functioning of equipment.264 In addi-
tion, many processes of civil protection also depend on a 
functioning IC infrastructure. For example, multi-hazard 
early warning systems, such as Air Alarm or Kyiv Digital, 
incorporated military threats.265 Second, telecommunica-
tion and IC infrastructure are at the heart of other CI sec-
tors like energy and transportation. They serve not only 
households and businesses, but also other CI services and 
government functions. Therefore, targeting IC infrastruc-
ture can be a means to disrupt other CI sectors or create 
cascading effects across the overall CI system. Third, cy-
berattacks occur through, within, or on IC infrastructure 
as they are an essential component of the cyber domain, 
e.g., networks or transmission installations. Consequent-
ly, any modern-day military operation also acts within the 
electromagnetic, cyber, and information domains, mak-
ing IC a viable target. For example, at the beginning of the 
full-scale invasions, Russian hackers targeted Viasat’s KA-
SAT satellite modems, leaving thousands of Ukrainians 
temporarily without broadband internet access. Similarly, 
the massive cyberattacks that targeted Ukrtelecom, a 
major Ukrainian telecommunication network provider, re-
duced connectivity by 13 per cent for 15 hours.266 While 
the Ukrainian cyberspace has proven relatively resilient, 
kinetic actions against ground-based physical infrastruc-
ture caused far-reaching damages. The World Bank esti-
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mated overall damages to IC infrastructure at 1.6 billion 
USD (including postal services) by the end of February 
2023 and losses of the telecommunication sector at 1.55 
billion USD.267 It is assumed that Russia has seized or com-
pletely destroyed Ukrainian IC infrastructure, such as TV 
and radio stations, mobile base stations, and fiber cables, 
in occupied territories. In the summer of 2022, roughly 20 
per cent of mobile communication was suspended, lead-
ing to a significant decline in mobile coverage, while a si-
multaneous shift from fixed to mobile internet was re-
corded.268 In January 2023, an average of 25 per cent of 
mobile bases are considered to be disrupted, with a tem-
porary maximum of 59 per cent of them out of service in 
November 2022.269 Furthermore, Ukraine’s Special Com-
munications Service estimated that over 60,000 kilome-
ters of fiber cables have been destroyed or seized by the 
invaders.270 With the seizing of mobile and fixed commu-
nication infrastructure, Russia re-routed internet traffic 
through Russian internet exchange points and was able to 
block, restrict, or channel internet traffic and Ukrainian ra-
dio frequencies in the occupied territories.271 

Overall internet connectivity in Ukraine is esti-
mated to have deteriorated by at least 16 per cent by Oc-
tober 2022, resulting in a total of over 19,000 hours of 
internet disruptions measured by the downtime and in-
accessibility of IP addresses, while in occupied regions 
more than half of the IP addresses are no longer accessi-
ble.272 Data centers which store government data have 
become valuable targets that require increased protec-
tion.273 The war has also impacted the IT industry, forcing 
over 70 per cent of IT companies to fully (17.5 per cent) or 
partially (53.3 per cent) relocate business within Ukraine 
or abroad. IT companies are further challenged by travel 
bans, migration activities, or possible conscription of em-
ployees.274 Equally devastating have been the impacts on 
media infrastructure in contested areas. On 1 March 
2022, Kyiv’s television tower got hit by two missiles, fol-
lowing Russian warnings to prevent the spread of misin-
formation. Within the first month of the invasion, at 
least 32 television channels, multiple radio stations, and 
several broadcasting antennas experienced similar at-
tacks.275

Source data: ISW, ITU, TeleGeography

https://storymaps.arcgis.com/stories/36a7f6a6f5a9448496de641cf64bd375
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https://www.internetexchangemap.com/
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Overall, Ukraine’s IC sector can be considered 
resilient, as demonstrated by the facts that access to the 
internet and digital services remains relatively high in the 
post-2022 period, the continuous stability of internet ex-
change points, and the increase in connectivity. However, 
the sector was significantly affected by cascading effects 
of the attacks on energy infrastructure and the resulting 
outages.276 

4.3.3 Resilience Measures
The Interim Assessment of the International Telecommu-
nication Union (ITU) from December 2022 and the coun-
try profile 2022 provide a broad account of resilience and 
sustainability measures of the Ukrainian telecommunica-
tion and IT sectors.277 In addition, a holistic analysis of the 
digital ecosystem by Itzhak and Fer and a report on the 
information environment by the Atlantic Council’s Digital 
Forensic Research Lab (DRFLab) have begun to report on 
resilience in the broader IC sector.278 The IT Ukraine Asso-
ciation offers insights for the country’s IT industry, which 
has been the only industry able to increase its export vol-
ume in 2022 compared to 2021.279 

Ukrainian IC resilience can be attributed to 
some inherent characteristics of the systems. As with en-
ergy and transportation, some IC systems were already 
designed to withstand a certain degree of stress. One ex-
ample is the way the internet’s end-user networks are 
structured, as the early Soviet approach led to a diversi-
fied shelf of internet providers on local and regional lev-
els. Therefore, if one network is disrupted, the effect is 
limited.280 The hardening of the more extensive informa-
tion infrastructure gained attention since the events of 
2014, for example, due to the Cyber Security Strategy 
2016 that got amended continuously to incorporate on-
going changes in the security landscape.281 These obser-
vations have led IC operators to prepare specifically for an 
armed conflict.282

Concerning preventing incidents and ensuring 
adequate physical protection, the military plays an essen-
tial role by deploying its defense capabilities, such as air 
defense.283 Nevertheless, operators, such as Ukraine’s 
third-largest mobile service provider Lifecell, have taken 
additional steps to reduce the likelihood of an incident 
about two months before the invasion by starting to or-
ganize its responsibilities in a state of war, increasing its 
cyber defense posture, and engaging in a close exchange 
of information with government and security organiza-
tions.284 To reduce exposure of Lifecell’s operations, the 
company faced the difficult task of relocating offices and 
assets from its eastern locations to the country’s West, 
and setting up network redundancies while maintaining 
services.285 In some instances, IC operators have proac-
tively destroyed internet infrastructure, such as software 
of internet service providers, before it could be misused 

or reconnected by the invading Russian forces.286 A change 
in data protection regulation allowed the government to 
store and process data in clouds provided by various tech 
companies such as Microsoft or Amazon, often offered as 
free humanitarian assistance.287 This increased govern-
ment data protection against cyber and physical attacks 
on telecommunication and information infrastructure, 
such as data centers and servers, as many servers were 
located outside Ukraine.288 This step shows that interna-
tional collaborations between different actors is neces-
sary in the cyber and IC domains, or can at least strength-
en digital resilience and increase the robustness.289

The invasion, however, made it necessary to re-
spond to, resist, and mitigate the consequences of inci-
dents within the IC domain. In 2004, the Ukrainian gov-
ernment defined contingency plans for the operational 
and technical management of telecommunications in 
case of emergency or under martial law. The procedure 
foresees the creation of the National Telecommunication 
Networks Operation Center to deal with communication 
challenges in crises or emergencies.290 However, given the 
immense stress on connectivity caused by the invasion, 
the Ukrainian Minister for Digital Transformation prompt-
ly approached SpaceX for its Starlink service to support 
and bolster the communication capabilities of the coun-
try. The call was answered swiftly, and the low-orbit sat-
ellite-based broadband internet provider shipped the first 
batch of Starlink terminals to Ukraine as a donation. The 
terminals that were delivered later were then paid for by 
allied governments or organizations.291 Although satel-
lite-based internet does not have the same capacity in 
terms of speed and volume as fiber-optic cables, it allows 
to bridge periods of connection loss or power outages. 
Starlink also serves as a temporary solution in liberated 
territories until the main IC infrastructure is repaired.292 
Although most communication takes place via modern 
infrastructure, older but reliable communication systems 
have also proved useful in some cases and sectors. One 
example is the closed communication system of the rail-
way provider Ukrzaliznytsia mentioned in the previous 
chapter. The company’s ex-Soviet high-frequency system 
proved to be a reliable and secure communications chan-
nel, providing a connection to almost 1,500 railway sta-
tions. The company has been reluctant to use Starlink, as 
its signals could be intercepted and allow the localization 
of leadership personnel.293

Before the invasion, IC operators adapted and 
refined their contingency plans and adjusted their opera-
tions to the circumstances. While maintenance crews put 
in many shifts to keep internet infrastructure running, 
hundreds of volunteers and private organizations shoul-
der a significant part in reconnecting fiber cables and re-
storing mobile base stations in their respective regions, 
sometimes by bringing their own equipment and spare 
parts. This cooperation goes so far that telecommunica-
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tion operators request skilled volunteers to respond to 
alerts.294 Another aspect that IC operators had to quickly 
react to was the evolving refugee and migration flows and 
the relocation of business activities from east to west, 
which led to an unusual accumulation of people in certain 
areas, such as the western border areas, resulting in an in-
creasing need for mobile connectivity. Mobile operators 
took various steps to ensure the accessibility and afford-
ability of their services. First, they requested the responsi-
ble ministries to broaden the spectrum of allowed fre-
quency bands to accommodate the increasing demand.295 
Second, collaborations between operators emerged with 
the support of the government. In March 2022, the Ukrai-
nian Ministry of Digital Transformation decided with the 
three major operators on the mobile market to activate 
free internal roaming throughout the country (voice, SMS, 
mobile internet), allowing connection to another provider 
if one service provider’s network coverage failed. The net-
works are thus used jointly to ensure the vital service.296 
Service providers have reduced costs of essential commu-
nication services and made efforts to restore and adjust 
network load and demand due to high traffic volumes and 
fluctuations in the early days of the war. This was achieved 
through an adaptable and restructured IC infrastructure, 
re-routing and distribution of traffic to different operators, 
reducing the speed of service of some consumers or appli-
cations to relieve bandwidths, and prioritizing the de-
mands of certain consumers.297 To support Ukrainians 
who have sought refuge in other European countries, in-
ternational roaming agreements have been implemented 
with European operators to lower costs, including the dis-
tribution of free SIM cards.298 The attempts of the govern-
ment to create a business-friendly environment for CI op-
erators further supports agreements and collaborations. 
For example, a relaxation of accounting and reporting 
standards for companies in the electronic communication 
industry during the war was introduced.299 In addition, 
telecommunication operators can obtain electricity for 
their infrastructures de facto free of charge until the end 
of martial law plus 60 days, i.e., for 1 kopeck or approxi-
mately 0.00026 USD per month.300 The power supply was 
the biggest concern for IC operation, as it was the reason 
for most of the IC outages. Mobile base stations were 
therefore equipped with diesel generators to sustain the 
power supply, especially in rural areas. At the same time, 
better batteries were acquired to replace damaged infra-
structure or bridge disruptions of the energy supply. Old 
lead-acid batteries are continuously replaced by modern 
lithium-ion systems that last longer and can be recharged 
faster. For example, Kyivstar has installed 8,000 new bat-
teries within its network, putting considerable pressure 
on the market for these goods.301

Likewise, the IT industry and its companies fac-
ing power outages and resulting destabilizations of sys-
tems resorted to different measures, including acquiring 

diesel generators, fuel, and batteries. Some companies 
also implemented notification systems that monitored 
energy supply and connectivity to timely switch to other 
service channels like Starlink or diversify their internet 
service providers.302 IT companies also ensured that busi-
ness continuity management (BCM) plans were in place 
and could be implemented quickly.303 

In the media and news domain, a shift in news 
consumption and distribution from traditional sources to 
social media has been observed. The rise of the messen-
ger app Telegram, which hosts the channels of the presi-
dent, governors, and government officials is particularly 
striking.304 This development led TV and radio channels to 
expand to alternative platforms like YouTube.305 The tele-
vision stations underwent further changes with the intro-
duction of martial law, which calls for a uniform informa-
tion policy.306 Television has become concentrated under 
the monopolizing force of the newly emerged United 
News, a conglomerate initiated by the four largest TV 
networks, to share the effort of 24-hour non-stop broad-
casting, calling it the “national telethon”. The aim is to 
speak as one voice to deliver information during the war. 
The approach of coordinating the TV broadcasting servic-
es is seen as one pillar of securing the media and informa-
tion space, while pro-Russian channels were already 
banned before the invasion.307 The banning of pro-Rus-
sian channels in 2021 was perceived as a contribution to 
security. However, broadcasters outside the national tele-
thon are struggling to implement government regula-
tions and criticism is being voiced, questioning freedom 
of speech.308

With the war still ongoing, recovering from inci-
dents is a difficult undertaking. Although repair crews and 
technicians work around the clock to fix damaged sec-
tions of physical IC infrastructure, some areas are inacces-
sible due to the occupation or ongoing fighting. Among 
the challenges reconstruction teams face are the restric-
tions imposed by martial law on the purchase and import 
of equipment, access to certain areas, or curfews.309 This 
forced telecommunication operators to become more ef-
ficient and adapt to the circumstances of war by organiz-
ing teams remotely, reinforcing teams with personnel 
from other cities, or scheduling deployment at a time 
when fighting was likely to be at its lowest.310 In the 
search for spare parts, online platforms have been set up 
on which companies worldwide can voluntarily indicate 
which ICT spare parts they can offer. While repairs and 
restoration will only maintain the current system, the 
long-term focus is on recovery and depends heavily on ad-
equate funding. While the international community has 
launched various initiatives, Ukrainian telecommunica-
tion companies have already pledged funding to recover 
and modernize the country’s IC infrastructure, such as Ky-
ivstar, which has pledged 600 million USD to rebuild digi-
tal services.311 Despite the significant impact of the war 
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on the country and its economy, the IC sector has kept on 
pushing innovation and maintained the countries basis 
for further digitalization. For example, the Ministry of 
Digital Transformation has accelerated its drive to digitize 
the citizens’ interaction with the state through the Diia 
app since the beginning of the invasion, shifting to a 24/7 
service and continuously introducing new services to ex-
pand state and public services and facilitate citizen inter-
action during wartime.312 Another example is the project 
IT Generation that is aimed at increasing the number of IT 
professionals.313

As far as ensuring adequate employee security is 
concerned, a number of points were identified. Prior to 
the invasion, Lifecell specifically trained and prepared its 
personnel for armed conflict. While some employees 
have been or are still exposed to the dangers of hostilities, 
e.g., when maintaining or restoring physical infrastruc-
ture, many have relocated to safer areas or even outside 
Ukraine. With the lessons learned and implemented dur-
ing the pandemic, working from home has become more 
effective and, above all, safer in times of war. The security 
departments of the companies support and advise em-
ployees and their families, particularly in high-risk zones, 
and provide financial remuneration, e.g., in the form of 
risk premiums.314 IT companies have adapted offices to 
enable employees to live there, or they pay for relocation 
and co-working spaces.315 Under martial law, men have 
not been permitted to leave the country, while the Minis-
ter of Digital Transformation urged the government to 
keep IT professionals in place and relieve them from pos-
sible drafting.316 As a result, more than 85 per cent of the 
country’s IT professionals defend the economy in various 
roles in the private and public sectors.317

This case study on IC identifies a number of key 
factors for the resilience of this CI sector. First, public-pri-
vate and private-sector partnerships and collaborations 
have improved preparedness and response during times 
of stress. Second, international assistance has played a vi-
tal role in ensuring functionality and protection. Third, 
the conflict in Ukraine has highlighted the benefits of of-
fering public services virtually and accelerated digitaliza-
tion. Fourth, employee training enhances resilience. Last-
ly, the IC sector relies heavily on a stable power supply 
and must therefore seek redundancies in order to at least 
bridge short-term power outages to ensure functionality.

5 Resilience Approaches 
and Lessons Learned

The preceding case studies provide an insight into three 
different CI sectors, presenting characteristics of the sys-
tems, the impact of Russian aggression against Ukraine 
on the infrastructure, and factors and measures that have 
bolstered the resilience of the system, including its CI en-
tities and assets that provide the essential services. In an 
armed conflict, the protection and resilience of CI is a cru-
cial element that contributes to the overall resilience of a 
society. Although the three selected CI sectors are differ-
ent and face sector-specific challenges, general overarch-
ing lessons can be identified. The following overview 
serves as a compendium of lessons that are also relevant 
to risks other than armed conflict and can therefore in-
form CIP and resilience efforts in an all-hazards approach.

Historically grown redundancies can boost 
resilience
Maintaining the availability of historically grown redun-
dancies in CI that have proven to be reliable over time in-
creases resilience by enabling fallback levels for emergen-
cies. All three CI sectors examined exhibit redundancies 
that are rooted in the historical or pre-war design of the 
systems, regardless of whether they were implemented 
intentionally or evolved as a result. For example, the ex-
tensive transit and distribution network in the energy 
sector made it possible to bypass local disturbances via 
alternative routes. The national power grid, which was es-
tablished after the Cold War by merging regional grids, 
provided the country with excess capacities at the begin-
ning of the invasion. The transportation and logistics sec-
tor was able to maintain its operations thanks to the rail 
network, which is still operated with diesel trains on 
around half of its extensive network, und even takes over 
the tasks of other ailing modes of transport. The distribu-
tion of end-user networks for internet access among 
thousands of providers limited the interruptions to the 
users of the affected networks. This independence of 
end-user networks can also be observed in the energy 
sector with its regional power grids, which are able to op-
erate in island mode, or in the transport sector with the 
six railway regions, which are able to perform the entire 
range of operations independently. The interconnected-
ness of the Ukrainian system has also supported the pro-
tection of particular CI components. For example, 
Ukraine’s unique position as an important transit country 
for gas and oil kept Russia from attacking those assets, at 
least initially. 
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International assistance bridges gaps and 
fosters (early) reconstruction
International assistance was and remains a crucial suc-
cess factor for all of Ukraine’s efforts. While the Ukrainian 
armed forces receive continuous assistance, the three 
case studies demonstrate how important external sup-
port is for the operation of CI as well. First, rapid engage-
ment and dialogue that clearly defined what is needed 
enabled the country to unlock specific capabilities, such 
as Starlink to smoothen telecommunication outages. For 
Ukraine, it has therefore been essential to quickly pro-
mote and steer international support efforts by engaging 
in bi- or multilateral agreements and mechanisms (e.g., 
solidarity lanes, international roaming agreements, 
UCPM) and leveraging or instrumentalizing one’s key po-
sitions (e.g., grain deal, which facilitated global food sup-
ply) to maximize assistance. These agreements enabled 
Ukraine to bridge emerging shortages in essential servic-
es, for example, by importing electricity via ENTSO-E. Sec-
ond, the conclusion of agreements required commit-
ments, exemplified by the reconstruction and expansion 
of the rail system according to EU standards. Entering into 
such agreements becomes more targeted if concepts of 
the recovery and reconstruction of damaged infrastruc-
ture are drawn up at an early stage. Immediate initiation 
of recovery and reconstruction efforts allows for more 
targeted funding and a well-ordered transition in the 
post-war period, demonstrated, for example, by the 
agreed slots for airlines once civil airspace is reopened. 

Well-prepared state emergency measures 
guarantee minimal services
With the invasion, the Ukrainian government declared a 
state of war and martial law. Since then, various emer-
gency measures have been implemented to maintain a 
certain level of essential services. These measures includ-
ed adapted regulations for CI operators and their services. 
Examples include the expansion of usable frequency 
bands for telecommunication operators, the continued 
wage payments for railway workers, or the relaxation of 
regulations on how much fuel can be stored without a 
permit. In contrast, regulation became stricter in certain 
areas. For example, travel bans decreased the flexibility of 
IT companies, rolling blackouts and consumption restric-
tions in the energy sector limited consumption, and the 
prioritization of connectivity in the IC sector reduced ac-
cess for certain actors. The aim of all these measures was 
to ensure the provision of essential services in all CI sec-
tors, to keep the overall system running, and to strike a 
balance between military efforts, civil security, and soci-
etal well-being.

BCM secures operations
BCM surfaces in various forms and throughout different 
organizational levels of CI stakeholders, including the ad-
ministration, authorities, and companies. First, human 
capital improved resilience in all three sectors examined. 
Prioritizing employee safety, retention, and well-being is 
paramount for strengthening human capital. This can be 
achieved through measures such as continued pay or cri-
sis-oriented training. Such approaches have facilitated 
the creation of pools of specialists who are able to move 
seamlessly between different positions, increasing flexi-
bility, and easing the transition back to normal opera-
tions. Examples for this include safety training for tele-
communication staff, the reallocating of staff in the 
railway sector, and the retention of specialist staff in the 
aviation industry. In addition, the education system must 
ensure that there are enough qualified staff, for example 
through initiatives like IT Generation. The strong social 
cohesion created by the shared experience of war has also 
released additional potential in the form of volunteers 
and former employees brought out of retirement. These 
additional workers fill gaps and help to keep operations 
running with their expertise. Second, the efficiency of re-
mote coordination, communication, and deployment of 
staff, as seen during the pandemic, underscores the value 
of lessons learned from previous crises. Third, reduced ex-
posure saves lives and assets in an armed conflict. Exam-
ples for this include the relocation of physical and virtual 
assets such as airplanes or data centers away from the 
possible sources of danger, the implementation of evacu-
ation plans in all three analyzed CI sectors, and the reloca-
tion of businesses, such as IT companies, and potential 
targets, such as company management or mobile energy 
supply. Fourth, the acquisition of spare parts becomes 
more challenging the longer a conflict lasts, as seen in the 
energy sector. The railway company Ukrzaliznytsia tries 
to meet this challenge by adapting its production facili-
ties to produce its own spare parts. Here, too, voluntary 
engagement can play an important role in bridging gaps, 
as demonstrated by the volunteers who bring spare parts 
to repair power transmission lines, railways, or fiber ca-
bles. Lastly, as almost every modern business and opera-
tional activity requires energy, the impact of energy 
shortages and power outages has been mitigated by 
switching to diesel fuel, e.g., for the operation of telecom-
munication base stations or trains, or by replacing older 
batteries with more powerful ones. The energy sector it-
self has also focused on switching to more local and re-
newable energy sources, such as solar or wind power.

Private-public coordination and cooperation 
assures an effective response
A shared crisis not only creates social cohesion, but also 
solidarity and support between government and compa-
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nies, which should be institutionalized before, during and 
after a crisis. As CI and essential services often intersect 
with those of private operators and public or government 
agencies, coordination and cooperation are fundamental 
to crisis management. Ukraine has strengthened this facet 
of CIP and resilience to secure essential services. First, in-
dustry agreements such as the government-backed 
 initiative to share telecommunication networks between 
the big three providers or the cross-company coordination 
of resources (spare parts, staff, etc.) between energy sup-
pliers have supported the response of the entire CI sector. 
Second, committees and bodies for close cooperation be-
tween industry, military, law enforcement, and govern-
ment agencies installed before or during the invasion fa-
cilitated the efficient coordination of protection, repair, or 
restoration work. For example, energy providers coordi-
nate their cyber defense efforts with government actors 
through private sector headquarters, and IC operators and 
the National Operation Center for Telecommunication 
work closely together in their cyber defense efforts. 

Decentralization and diversification reduce 
vulnerability
Decentralization and diversification are heavily empha-
sized concepts for creating resilient systems. Both can be 
found in Ukraine. The energy sector was able to diversify 
into different energy sources and decentralize its supply 
structures from large central infrastructure elements to 
smaller generation capacities for local CI. The transporta-
tion sector case study has shown that when seaports are 
closed or damaged, the river network, peripheral river 
ports, and rail infrastructure offer an alternative for ex-
porting goods. Decentralization and diversification can 
result from the historical design of a system, but they can 
also be the result of preparatory or response measures 
(e.g., sharing of networks by telecommunication provid-
ers) and reduce the vulnerability to disruption of essential 
services. 

Continued digitalization increases efficiency
The continuous efforts of the Ukrainian government to 
advance digitalization have supported the overall resil-
ience of society, the economy, and CI, for example through 
the rapid integration of missile alerts into the e-govern-
ment apps for citizens. Digitalization made it possible to 
efficiently back up data abroad, implement shelter loca-
tions in the rail app, and operate online platforms to com-
municate globally which spare parts are needed. More-
over, the efficiency of remote coordination, communication, 
and deployment of employees is constantly increased by 
digital solutions. Overall, the country’s digital ambitions 
hold the potential to modernize CI and thus directly and 
indirectly support the reconstruction and recovery efforts. 

Adequate legislation facilitates 
preparedness
Although CI, its protection, and resilience have found 
their way into legislation only recently, the preceding de-
velopment of CIP and the cross-cutting cyber strategies, 
coupled with lessons learned since 2014, have enabled 
more targeted legislation. Legislation defines responsibili-
ties, informs and adapts stakeholders, and requires pro-
tective measures to be taken. This increases the prepared-
ness of CI operations for emergencies. Moreover, 
non-CI-related legislation, such as the decentralization 
reform or the regulation allowing data to be stored 
abroad, has further increased the freedom of action, en-
abled investments in infrastructure, and improved the 
provision of resources at regional and local level. Howev-
er, not only the legislation and its implementation, but 
also the activities that took place before the legislation 
was passed, such as consultations, table-top exercises, 
etc., forced stakeholders to address the issue of CIP and CI 
resilience even before the invasion.

Military authorities are crucial for CIP
In contrast to natural hazards or accidents, CI in an armed 
conflict cannot only be affected by indiscriminate dam-
age, but can also become a targeted object of strategic, 
operational, or tactical importance. Such deliberate tar-
geting, as seen in the energy infrastructure in Ukraine, re-
quires equally sophisticated and specialized protection, 
both kinetic and cyber. Even though some Ukrainian en-
ergy infrastructures have been hardened, this does not 
replace primary defense against kinetic threats, e.g., air 
defense. CIP must be an integral part of defense planning 
by military authorities. Similarly, non-military efforts to 
protect CI must incorporate the military domain to create 
an all-hazards approach to CI resilience. Conducting table-
top exercises involving different stakeholders has proven 
to be a viable option for engaging stakeholders, sharing 
knowledge, coordinating tasks, clarifying responsibilities, 
and discussing or simulating scenarios with different ob-
jectives and outcomes, as has been done in the energy 
sector. 
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6 Concluding Remarks
With the aim of understanding the impact of the Russian 
invasion on Ukrainian CI and drawing lessons for resil-
ience, this report offers insights into how Ukrainian CI 
continues to provide essential services despite being de-
liberately compromised by the adversities of war. As the 
Ukrainian understanding of CIP and CI resilience are 
aligned with the Western view, the report offers insights 
into the value of the current understanding of CIP when 
confronted with the hazards of armed conflict. 

First, the case of Ukraine demonstrates that it is 
essential to integrate CIP and CI resilience into overall na-
tional security and defense concepts to achieve an all-
hazards approach. Second, the case studies presented 
emphasize the shift in the definition of CI from a solely 
physical basis to a system of physical and non-physical as-
sets. The analyzed case studies offer the opportunity to 
examine the non-physical side in more detail and to un-
derstand the nature of CI and its resilience more holisti-
cally. While physical and non-physical CI assets have been 
destroyed or damaged, various components of the broad-
er CI system, including interdependent elements, have at-
tempted, and often succeeded in securing essential ser-
vices. These components are institutional, social, 
historical, relational, network, and human in nature. 
Third, the Ukrainian CI system is characterized by diversi-
ty, modularity, and redundancy, and draws its resilience 
from various internal sources such as BCM, private-public 
collaborations and lessons learned from the pandemic, 
previous security challenges, as well as from the external 
dimension of international assistance. 

At the time of writing, Ukraine is in its second 
winter of war. Although defense capabilities such as air 
defense have been ramped up with Western support, it 
remains to be seen how the already battered CI system 
will continue to cope and adapt to further attacks.
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