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1 Introduction

Enforcing a sequentially consistent memory model on modern hardware is ex-
pensive in terms of performance. As a result, various programming languages
define weak-memory models which provide weaker guarantees than sequen-
tially consistent models. This enables compilers to generate more efficient
code for the underlying hardware.

Reasoning about weak-memory programs is challenging and therefore
there is a need to develop weak-memory logics which can be used to prove
such programs correct. FSL++ [9] is one such weak-memory logic for the C11
weak-memory model, which is the memory model defined in the 2011 C++
Standard [I]. A subset of the logic has been encoded in Viper [I11 [14], a veri-
fication infrastructure developed by the Chair of Programming Methodology
at ETH Zurich.

An important feature of FSL++ is ghost state, which is auxiliary state
that is not part of the actual program and is only used for verification pur-
poses. Ghost state is specified using a set of ghost locations. The set of
resources which can be carried by a particular ghost location must form a
partial commutative monoid (PCM). Using ghost state and choosing a fit-
ting PCM for each ghost location is essential for the verification of non-trivial
programs.

In this project we explore FSL++ by applying it to real-world examples.
For these real-world examples we provide proofs using known PCMs. Fur-
thermore, we propose a novel PCM which allows for more direct proofs. We
also introduce an extension to FSL++, which makes the logic more expres-
sive.

This report is structured as follows. Section [2| introduces FSL++ as
well as other background material for the remaining sections. In Section
we present the real-world examples that we consider throughout the report
along with FSL++ proofs using known PCMs. In Section (4| we propose an
extension to FSL4++ which can be applied to the presented examples. We
introduce a novel PCM in Section [5] and in Section [6] we provide more direct
proofs for the real-world examples compared to Section (3| using this PCM.
Finally, we conclude and provide ideas for future work in Section [7}

2 Background

In this section we present FSL++. We also introduce basic concepts in
separation logic and discuss common permission structures.



2.1 Separation logic and fractional permissions

Separation logic. Separation logic [12] is a permission-based program logic
which extends Hoare logic [10]. It enables simple reasoning about properties
of heap-based programs by only considering those heap locations which are
relevant for the properties to be proved.

The formalization of separation logic relies on the notion of partial heaps.
A partial heap is characterized by a partial function which maps pairs of ref-
erences and fields (i.e. heap locations) to their corresponding values in the
heap. Two states 01,09 are called compatible in separation logic if the do-
mains of their heaps are disjoint (i.e. the domains of their corresponding
partial functions are disjoint) and they agree on the values of all local vari-
ables. For compatible states o7 and o9 we can define the union of o7 and o9
to be the state with the same local variables as o and o5 and whose heap is
the (disjoint) union of the heaps of o; and oy.

One of the main connectives introduced by separation logic is the sepa-
rating conjunction *. A state o satisfies A x B (for assertions A, B) iff o is
the union of compatible states oy and o, where oy satisfies A and o, satisfies
B.

An important assertion in separation logic is the points-to assertion x.f
v where z.f denotes some heap location and v is some value. A state o sat-
isfies x.f — v if the domain of the partial function o}, representing ¢’s heap
only contains z.f and o,(z.f) = v. To access or write to a heap location
x.f the assertion x.f — v must be guaranteed (for any value v). If z.f — v
holds in some context then this can be interpreted as that context owning
the heap location x.f. The assertion emp holds in a state o iff the domain
of the heap in o is empty.

Fractional permissions. Fractional permissions [6] generalize the points-
to assertion by annotating each such assertion with a fractional value ¢ €
QN 0, 1] and introduce the following equivalence:

x,f»qév*w_f,qiv@ x‘fq}if?v 1fQ1+Q2§1
false otherwise

The generalized points-to assertion z.f +» v for ¢ < 1 can be interpreted
as representing partial ownership of the heap location v. If ¢ = 1 then
it can be interpreted as full ownership. To read a location z.f it suffices to
guarantee x.f + v for any ¢ € QN (0, 1] and to write to a location x. f the full
ownership z.f + v is required. Note that the separating conjunction must
be adjusted to allow for these modified points-to assertions by associating
a permission amount with each heap location in a state. This adjustment
enables compatible states to have access to common heap locations as long



as the corresponding permission values do not add up to more than 1 and
the common heap locations map to the same values.

2.2 Abstract predicates

Abstract predicates [13] can be used to express recursive specifications which
potentially represent an unbounded number of heap locations and also allow
abstracting over concrete assertions. For example, ownership to a linked list
could be expressed using the abstract predicate list(h) where h is the reference
to the head of the list. list(h) provides ownership to all heap locations of the
list elements. One possible way to give a definition of list(h) is the following:

list(h) = Ju. h.data = v * h.next — _x h.next # null = list(h.next)

where h.data holds the value of the element at h and h.next points to the
next element (or null if it is the last element in the list).

Just as with the points-to assertions we can generalize abstract predicates
by annotating them with a fraction Q. For an abstract predicate p(x) we
write p(z)? to annotate p(z) with fraction g. We illustrate the meaning by
example. If the above definition of list(h) is used then list(h)? is equivalent
to:

Ju. h.data > v * h.next v _x h.next # null = list(h.next)%

All fractions which are part of the points-to assertions and abstract predicates
in the definition of the predicate are multiplied by the fraction associated with
the predicate itseh‘E]. This enables one to specify that multiple threads have
reader access to the list (by giving, for example, one thread list(h)% and the
other thread list(h)2) while keeping all the advantages of abstract predicates.
The following equivalence holds for abstract predicate instances p(h):

p(h)1te if p(h)2%% is defined
false otherwise

p(h)" % p(h)" {

2.3 FSL++

FSL++ [9] is a program logic for reasoning about memory accesses in the C11
memory model. It is an extension of fenced separation logic [§] (FSL), which

!Contrary to the points-to assertion the fraction q associated with an abstract predicate
can be greater than 1. This is still consistent in cases where multiplying ¢ with all the
fractions associated with points-to assertions and abstract predicates in the definition does
not yield points-to assertions associated with fractions that are greater than 1.
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Memory Operation | rel | acq | rel_acq | rlx
Write X X
Read X X
Update X X X X

Table 1: For each memory operation the valid access types are marked for atomic
locations.

itself extends relaxed separation logic [16] (RSL). It is unsound with respect
to the original C11 memory model but it is sound with respect to a slightly
stronger model (details are given in [9]). In this section we present the main
parts of FSL++ which are required to understand the following sections.
Note that we differentiate between statements and expressions while in [9]
only expressions are used.

In the C11 memory model memory locations are classified either as non-
atomic or as atomic. Data races are not permitted on non-atomic locations,
but they are permitted on atomic locations. The C11 model provides dif-
ferent access types for memory operations on atomic locations (we consider
writes, reads and updates). The access types are release (rel), acquire (acq),
release-acquired (rel_acq) and relazed (rlx). The different access types pro-
vide different guarantees. Table |1 shows which access types can be used for
which memory operations.

2.3.1 Non-atomic locations

The rules for non-atomic locations in FSL++ are similar to those for standard
heap accesses in concurrent separation logic. Let [ be a non-atomic location.

Non-atomic allocations

{emp}l := alloc(){Uninit(l)}

The Uninit(l) predicate represents ownership of a non-atomic location that
has not been initialized yet.

Non-atomic write

Writing to a non-atomic location either requires the full permission to loca-
tion { (which implies that [ has already been initialized) or ownership of [ via
the Uninit(l) predicate. The rule is given by

{1+ _v Uninit(D)}[{]aa := v{l > v}



Non-atomic read
To read from a non-atomic location [ partial permission to [ is required.

{15 vAk>0 e = [llafz=vAlS vAk >0}

The rules for non-atomic writes and reads ensure data race freedom.

2.3.2 Atomic locations

FSL-++ reasons about atomic locations using location invariants. A location
invariant Q is a function from values to assertions. For each atomic location
a location invariant must be picked and all the memory operations on a
particular atomic location are verified in FSL++ with respect to the selected
invariant. Suppose location invariant @ is selected for atomic location [. This
roughly means that whenever [ holds value v then Q(v) holds at location [,
i.e. the location in a sense owns the resources described by Q(v), as long as
no thread has acquired ownership of Q(v) from the location. As a result, Q
specifies the resources that must be given up for each value that is written
and the resources that are acquired for each value that is read (as long as
those resources were not already acquired by a different read).

Release writes

For a release write of value v to location | FSL++ requires that Q(v) is given
up, where Q is the location invariant associated with [. This is reflected by
the following rule:

{Rel(l, Q) * Q(v) }l]zer := v{lInit(l)}

The intuition for the predicate Rel(l, Q) is that the logic needs to ensure that
the correct location invariant is used for ! (namely the one that was picked
initially). Since the location invariant is fixed for each location, Rel(l, Q) is
duplicable, i.e. it holds that

Rel(l, Q) & Rel(l, Q) * Rel(l, Q)
Init(l) asserts that [ is initialized.

Relaxed writes
Relazed writes provide fewer guarantees than release writes in the C11 model.
In particular, just giving up Q(v) for a relaxed write of v is not enough to



preserve the meaning of the location invariant in FSL++. Instead, once Q(v)
is held, a release fence instruction must be executed which transforms Q(v)
to AQ(v), where A is a modality introduced in FSL++. This transformation
is reflected by the following rule:

{P}fence,,{ AP}

For the relaxed write AQ(v) must be given up:

{Rel(l, Q) * AQ(v) }]r1x := v{Init(])}

Hence one can informally state that the release fence instruction gives strong
enough guarantees such that the resources, which were held right before the
fence, can be transferred to the location.

Acquire reads

After an acquire read of value v in FSL++ the resources Q(v) are acquired,
as long as the same thread did not already acquire those resources. FSL++
ensures that for each write there is at most one read which acquires the
resources provided by that write. We do not give the FSL++ rules for
acquire reads since they do not show up in the following sections.

Relaxed reads

After a relazed read of value v the resources V Q(v) are acquired, as long as
the same thread did not already acquire those resources. V is a modality
introduced by FSL+-+ and the intuition for it is that a relaxed read does not
provide enough guarantees for the thread to directly use the resources that
are acquired. Instead, the resources acquired must be first transformed using
an acquire fence instruction which is reflected by the following rule:

{VP}fence,q{ P}

FSL++ ensures that for each (release or relaxed) write there is at most
one (acquire or relaxed) read which acquires the resources provided by that
write. It is possible that one thread acquires one part of Q(v) by a (release or
relaxed) read and another thread acquires another disjoint part of Q(v) by a
(release or relaxed) read, where both read actions read the value v from the
same write (details are given in [9]). We do not provide the rule for relaxed
reads since they do not show up in the following sections.

Updates
Update actions are performed using specific read-modify-write operations.
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if 7 € {rel,rel_acq}
otherwise
if 7 € {acq,rel_acq}
A otherwise

x & FV(P) P {
Q) E AxT {

I = D>
~

PxTE QW) A
PxQ(v) E o

pure(yp)

r=v 7
Init(7) * Rel(l, Q) * o , ANy
{ RMWACq(l, Q) * P’ }‘” = CAS (L, v, V') Init() * Rel(l, Q)
RMWACcq(l, Q) x P’

Figure 1: CAS—basic rule

One particular read-modify-write operation is the compare-and-swap (CAS)
operation. Execution of x := CAS(l,v,v’) reads from location [, if the value
read is given by v then v’ is written to [ (in this case we call the CAS
successful) and otherwise nothing is written (in this case we call the CAS
failed). The value that was read is stored into x. The whole CAS operation
is atomic.

One possible rule for the CAS in FSL++ is given in Figure [ We
call this rule CAS—basic. It is almost identical to the CAS rule given
in [I5]. The main difference is that in the presented rule the predicates
Init(1), Rel(l, @), RMWAcq(l, Q) are only retained if the CAS has failed while
in [15] the predicates are also retained if the CAS is successful’l This is not
a big difference since these predicates are duplicable. The reason we present
the rule like this is that the CAS rules provided in the original FSL+-+ paper
given in [9] also follow this convention. Our presented rule has been proved
sound [7]. The presentation of this rule is almost the same as in [14] (the
¢ part was added). The presented CAS rule summarizes all four possible
access types.

Let us consider the rel_acq access type to understand the CAS rule bet-
ter. The precondition of the conclusion includes the RMWAcq(l, Q) predicate
and the already seen Rel(l, Q) and Init(l, Q) predicates. Additionally, the pre-
condition includes an assertion P which is the part of the local state which
the thread gives up for the CAS operation. We sometimes use U(l, Q) where

U(l, Q) := Init(l, Q) = Rel(l, Q) x RMWACcq(l, Q)

2In [15] only a single predicate U(l, Q) is used but this is conceptually the same as the
three predicates that we use.
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r ¢ FV(P)

p = P if 7 € {rel,rel acq}
| AP otherwise

Q(U) ): 3z. .A(Z) * T(Z) acq

Vz.PxT(z) E Q) A p(z) Ve Al(2) = Alz) ifTe { rel,acq }

V2. pure(p(2)) T | VAG) otherwise
r=v"

Init(l) * Rel(l, Q) * L , Jz. A'(2) A p(2)
{ RMWACq(l, Q) * P’ }x = CAS, (1, v,v) Init(1) * Rel(l, Q) *
RMWACcq(l, Q) x P’

Figure 2: CAS—param rule

for readability reasons. U(l, Q) is duplicable, i.e. it holds that
UL, Q)  U(1. Q) + Ul Q)

The postcondition of the conclusion guarantees A if the CAS operation is
successful and otherwise no permission is transferred and P is retained.

Let us now consider the premise. In a successful CAS operation the value
v is read and the value v’ is written. To make sure the location invariant
holds after v" is written Q(v’) must be guaranteed. This must be achieved
by using parts of Q(v) (since v is read) and P (since it is given up by the
thread performing the CAS). In particular, the premise requires to extract
a part T of Q(v) which is used to establish Q(v'). The remaining part A of
Q(v) is given to the thread.

Finally, any pure assertion ¢ may be learnt by the thread performing the
CAS operation by considering P * Q(v) in a successful CAS operation. An
assertion is pure if it is independent of the heap.

For the rlx access type both A and P appear under modalities in the
conclusion (it can be roughly interpreted as a relaxed read combined with
a relaxed write). For the acq access type only P appears under a modality
(it can be roughly interpreted as an acquire read combined with a relaxed
write) and for the rel access type only A appears under a modality (it can
be roughly interpreted as a relaxed read combined with a release write).

A different CAS rule which is taken from [9] is given in Figure [2l We call
this the CAS—param rule. It is more flexible compared to the CAS—basic rule.
Instead of splitting Q(v) into assertions A and T', Q(v) is split into A(z) and
T (z) for some value z, where A and 7 are functions from values to asser-
tions. Furthermore, ¢ is a function from values to pure assertions. This rule
allows for easier proofs in certain cases as we will see in later sections.

12



Q(v) x P = false
7 € {rlx,rel, acq,rel acq}

Init(l) * Rel(l, Q) * _ , x # v) Alnit(l) x Rel(l, Q) *
{ RM(\/\ZAchlfQ)iP }‘” = CAST(Z’“’”){ <RMWA)cq(l,Q())*Pe( ) }

Figure 3: FSL++ CAS—_L1 rule which directly can be used to show that the CAS

will not be successful.

i <: )*fs;";(ﬁ?}}) Vt.(P < Prend () * Preep(t))
' C— tAR(H) 7 € {rlx,rel,acq,rel acq}

{ z;émuzg)*?send(»} iz NEVIR) =1

{ U(I,Q) P } x := fetch_and_add,(l,v) { R(z) * Preep(2) }

Figure J: FSL++ fetch-and-add rule. U(l, Q) stands for Init(l) * Rel(l, Q) x
RMWACcq(, Q).

If a thread owns resources that are incompatible with Q(v) then there
definitely cannot be a successful CAS where v is read. This is captured by
the CAS—_L rule in Figure 3|

Note that in FSL++ acquire reads and relaxed reads cannot acquire re-
sources from a location invariant governing an atomic location that supports
updates. The intuition behind this is that if there are only updates and writes
which can transfer resources then automatically every read in a successful up-
date operation reads from a write for which the corresponding resources have
not been acquired yet. This justifies why Q(v) can always be used when value
v is read in a successful CAS.

From the CAS rule a fetch-and-add rule can be derived (since the fetch-
and-add operation can be implemented using the CAS operation@. It is
given in Figure [l The main difference between a fetch-and-add and the
CAS operation is that the fetch-and-add operation is always successful (and
it only allows incrementing the value at the atomic location but that can be
adjusted).

Note that in the premise of the fetch-and-add rule, a CAS triple must be

3In practice the fetch-and-add operation is implemented more efficiently than by using
the CAS operation naively, but this has no impact on how one reasons about the fetch-
and-add since the effect of the fetch-and-add remains the same.

13



verified for every possible read value t. There may be cases where a value
t cannot be read: in such cases one often can verify the CAS triple directly
using the CAS—_1 rule.

We also note that in some of the presented inference rules certain symbols
are interpreted as actual values even though they should be interpreted as
program expressions. Interpreting the symbols as values made the presen-
tation easier. For example, the conclusion of the CAS—basic rule is given
by

r=v 7
Init(l) * Rel(l, Q) * o , ANp
{ RMWAcq(l, Q) * P’ }x = CAS- (1, v,v) Init(1) * Rel(l, Q) *
RMWACcq(l, Q) * P’

where we interpret v and v’ as values. In practice v and v’ are program
expressions that have the type defined by the atomic location [. We assume
a generalization of the rules where the CAS takes program expressions as
arguments which are evaluated in the program state right before the CAS is
executed. For the other rules we assume an analogous generalization.

Allocation of atomic locations
The rule for the allocation of atomics for which update instructions can be
applied to is given by

{emp}l := alloc(){l.Rel(l, Q) * RMWACcq(l, Q)}

2.3.3 Ghost locations

FSL-++ supports ghost state. Ghost state is state that can be used to reason
about a program, but which is not part of the actual program state. It is
often used to keep track of facts that cannot be expressed using just program
state. In FSL++ ghost state is accessed through ghost locations (analogous
to memory locations) which carry ghost resources (analogous to memory
locations that are associated with permission values). The assertion [y : g\
states that the ghost location v carries the ghost resource g. Ghost resources
on a single location have to form a partial commutative monoid (PCM). See
Appendix [A] for the definition of partial commutative monoids.

Ghost state can be introduced at any point, as is reflected by the following
rule:

{PYC{Q)
PYC{Q+ 3.1 g}

14



Let v be a ghost location with ghost resources that form a partial com-
mutative monoid with composition operation @&. The following holds:

q
|

SRR ELEL D { 1 if g1 @ gy is defined
| . 1\ | . 2\ 77777777

false otherwise

Ghost state has the important property that there is no difference between
ghost state with and without the modalities A, V/:

V9IS A9 VY]

A more detailed explanation of the modalities than the one in Section [2.3.2]
is given in [9].

2.4 Permission structures

Permission structures are structures that can be used to reason about owner-
ship of non-atomic locations. For example, the fractional permission model
introduced in Section corresponds to a particular permission structure.

Generally, permission structureq!| are algebraic structures of the form
(S, @, 1, 1), where (S, ®) forms a partial commutative monoid with neutral
element p (empty permission) and 1 € S\ {u} is a maximal element (full
permission) which means that 1 @ s is undefined for every s € S\ {u}.

In the following we present three known permission structures. In later
sections in FSL++ proofs some ghost locations will carry ghost resources
(see Section that form a PCM corresponding to one of these permission
structures (since permission structures form a PCM, we can do this).

Fractional permission structure. The fractional permission structure
directly corresponds to fractional permissions as introduced in Section
It is given by the algebraic structure (Q N [0, 1],®,0,1) where @ is defined
as:

a1+ q2 ifqgr+qg <1

@ DG i= { undefined otherwise

Counting permission structure. The counting permission structure
was first introduced in [5]. It is a permission structure that defines a source
permission that counts how many access permissions were given away. It
can be described by the algebraic structure (N x {+,—},&®,07,07). We use

4The presentation of the formal definition is taken from [9].
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the notation a™ (i.e. a™) for an element (a,+) € Nx {+, -} (ie. (a,—)). @
is defined as:

at @bt = (a+0b)"
a” @b~ := undefined

(b—a)- ifb—a>0

+ — 1 + .
a"dbT=b"Da '_{ undefined otherwise

a~ is the source permission and there can only be one such permission. As
a sidenote: in [5] this structure is introduced without a neutral element (i.e.
0% is not an element of the set), which is fine in their context since they only
require the structure to be a partial commutative semigroup.

SFC permission structure. In [5] a structure combining the fractional
and counting permission structure is introduced. The only difference to the
counting permission structure is that the set is Qso x {+,—} instead of
Nx {+, —}. @ is defined the same (as with the counting permission structure
this structure is presented as a partial commutative semigroup in [5]). We
call this structure the simple fractional-counting permission structure and we
refer to is as the SFC permission structure.

Encoding counting permissions using fractional permissions. In-
stead of using the counting permission structure in the proofs we will encode
the counting permission structure using the fractional permission structure
since the main permission structure that we use corresponds to the fractional
permission structure (see Section .

This can be done by introducing a fraction e € QN (0, 1) that is indivisible
and small enough to work in all contexts, i.e. € in the fractional permission
structure models 17 in the counting permission model and a~ is modelled
by 1 — a - e (which is guaranteed to be greater than 0 since € is chosen small
enough). It is not clear how one would formally model e such that it works
in all contexts and we do not elaborate on this since all the proofs should
work by just directly using the counting permission structure.

3 Main examples

In this section we introduce the three examples that we revisit in later sec-
tions. The first two examples are from the Facebook Folly library’] and we
present FSL++ proofs for both examples. To the best of our knowledge,
these are the first FSL++ proofs for these examples. The third example is
from the Rust standard library and we present the proof given in [9].

°The library is open source and can be found at https://github.com/facebook/
folly.
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bool try_lock_shared() {
v0 := fetch_and add,.q(bits,4) //RMW1

if (1sb(v0) == 1) {
vl := fetch_and_-addye (bits,—4) //RMW2
res := false

} else {
res := true

}

return res

}

void unlock_shared () {
x := fetch and add,e (bits, —4)
}

bool try_lock() {
v := CASie1 acq(bits,0,1)
return (v == 0)

}

void unlock(bool getRead) {
x := fetch and and,. (bits, ~1)
}

void unlock_and_lock_shared () {
x := fetch and addacq(bits,4) //RMW1
unlock (true)

Figure 5: Pseudocode for the functions in RWSpin

3.1 Folly reader-writer spinlock

The Folly reader-writer spinlock [3] (we will refer to it as RWSpin) is a
reader-writer lock which uses a single integer atomic location bits. It allows
multiple readers to have access to the lock simultaneously while there is no
writer and it allows a single writer to have access to the lock while there are

no readers.

3.1.1 Implementation

The implementation of the most interesting functions in RWSpin is given
in Figure o} The idea behind the implementation is as follows. The least
significant bit of bits is 1 if and only if there is a writer. If there are r
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readers then the value of bits is at least 4 - r (but not necessarily exactly
equal to 4 - r).

The implementation we consider is a slightly simplified one; in the origi-
nal implementation there is also the notion of an upgradeable bit (the second
least significant bit, which is why increments of 4 are used instead of incre-
ments of 2) which enables a thread that wants the writer lock to block more
threads from getting a reader lock. Generalizing the proofs to include this
notion and verifying functions which involve the upgradeable bit should not
be hard.

In try_lock_shared the thread attempts to get a reader lock. This is
achieved by first incrementing bits by 4 atomically and then checking if
the value updated had 0 as least significant bit (i.e. there was no writer).
If this is the case the thread gets the reader lock and otherwise the thread
decrements bits by 4 to undo the former action.

In unlock shared a reader lock is unlocked by decrementing bits by 4.

In try_lock a thread attempts to get a writer lock by setting the least
significant bit to 1 if there is no writer and there are no readers.

In unlock a writer lock is unlocked by updating the value read v by v&~1
where ~ denotes bitwise complement (i.e. by setting the least significant bit
to 0). Note that in the original implementation the value is set to v&~3
since the upgradeable bit is also taken into account.

The boolean parameter getRead in the unlock function is a ghost pa-
rameter, i.e. it does not affect the implementation but we use it for the
specification. We interpret it as follows in the specification, which we pro-
vide later. If unlock(false) is called then the caller just wants to give up
the writer lock. If unlock(true) is called then the caller wants to give up
the writer lock and additionally wants to get a reader lock. In the latter case
the specification will require the caller to provide additional resources which
makes it possible to extract a reader lock using the same unlock code as in
the former case.

In unlock_and_lock_shared a writer thread first increments by 4, which
conceptually reserves a reader lock. Then the thread unlocks the writer lock
and gets a reader lock (since the writer incremented by 4 before unlocking).

3.1.2 Resource

RWSpin can be used as a lock for any kind of data structure. In our spec-
ification we use an abstract predicate (see Section resource(bits) to
represent the permission to the data structure that is guarded by the reader-
writer lock implemented using the atomic integer location bits. We make
the assumption that the full permission (i.e. the permission needed by a
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writer) is given by resource(bits)!. For a reader, partial permission is suffi-
cient, hence resource(bits)? for any ¢ € (0,1] is fine. We do not make the
assumption that resource(bits)? = false if ¢ > 1 (note that this does not
hold in general for abstract predicates, see the abstract predicates section for
more details). There are cases where this assumption would be justified and
in such cases the verification would be slightly easier.

3.1.3 Location invariant

The location invariant that we use for the FSL++ proofs for the integer
atomic location bits is given by:

Q) := let n = HJ,@U: Isb(v) in
In, eNv>0ANn <nA(w=1=n.=0)A

. —1720: 1—n..
resource(bits)W=1 7 0 =m0

where «,(3,7 are ghost locations which are governed by the fractional per-
mission structure introduced in Section The meaning of the € fraction is
also explained in Section (we are modelling counting permissions using
fractional permissions: see the corresponding section for more details). The
permission to the data structure guarded by the reader-writer lock, as ex-
plained before, is inside the resource(bits) abstract predicate. Isb(v) returns
the least significant bit of v, if it is 1 then there is a writer and otherwise
not.

The idea of the location invariant is as follows. As explained before, in the
try_lock_shared function a thread tries to get a reader lock by incrementing
by 4 and the thread gets the reader lock iff at the time of the update there
was no writer. These are the only increments by 4 that are performed. If the
value at the location is given by v the number of increments by 4 (for which no
corresponding decrement by 4 was executed) is given by \_ﬂ which we define
to be n (since the only other operations are decrements by 4 or toggling
the least significant bit). Some of these increments by 4 were performed by
threads that now have a reader lock: we call these threads the real readers
(they have read access to the resource). The rest of these increments by 4
were performed by threads that do not have a reader lock (and have not
decremented by 4 yet): we call these threads the fake readers (they do not
have any access to the resource).

Note that it is possible for real readers and fake readers to coexist at the
same time. For example, while a fake reader has not decremented by 4 yet
the writer may unlock the lock and another thread may become a real reader.
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The number of real readers is given by the existentially quantified variable
n, and the number of fake readers is given by n — n,. If there is a writer
(w = 1) then we know that there cannot be a real reader, hence n, = 0.
Furthermore, if there is a writer then the writer has the full permission to
the resource, hence there is no permission to resource(bits) in the location
invariant. If there is no writer then we make sure that each real reader gets
€ permission to resource(bits), which means there is 1 — n,. - € permission to
resource(bits) in the location invariant. So € allows us to explicitly count
how much permission we have given away.

The a ghost location is required to make sure that when the writer unlocks
it can be verified that the value read before updating must have 1 as its
least significant bit (we will see this in detail later, but the main reason
is that resource(bits)? is not necessarily inconsistent if ¢ > 1). The £,y
ghost locations are used to make sure that when decrementing by 4 it can be
verified that the value read is at least 4, and to track the real/fake readers.

3.1.4 Specification

The specification of the methods is given by:

(y ?
{U(bits, Q)}bool try_lock shared() { y. Rps(bits) :

emp)
{U(bits, Q) * Rg(bits)}void unlock_shared(){emp}
{U(bits, Q)}bool try lockO{y.(y ? W,(bits) : U(bits, Q))}

U(bits, Q) *
’ ?
W, (bits) * | (gethad 7
void unlock(bool getRea its) :
(getRead ? d unlock(bool getRead) { Rgs(bits)
BetRead | emp)

1Y€l emp)

{U(bits, Q) * W,(bits)}void unlock and lock shared() {Rs(bits)}
where

W, (bits) = resource(bits) 1o : 1!

-
. |

Rg(bits) = resource(bits)® * B:e

L -4

Note that in the specification of, for example, unlock_shared we do not
retain the permission to U(bits, Q). But this is not an issue since U(bits, Q)
is duplicable, so a caller of 1ock can still retain permission to it. Also in some
cases when U(bits, Q) is needed after a fetch-and-add operation we do not
explicitly mention it in the proof for the same reason.
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{U(bits, Q)}
v0 := fetch_and addacq(bits,4) //first RMW

{(|sb(00) =0 ? Ry(bits) : U(bits,g)*g?z])}
if (Isb(v0) == 1) {
{U(bits, Q) *[:ffe]}
vl := fetch and add,e (bits,—4) //second RMW

{emp}

res := false
} else {

{Rs(bits)}

res := true

}
{(res 7 Rg(bits) : emp)}
return res

Figure 6: Proof outline for the try_lock_shared function

In all the proofs we assume that the value read in the fetch-and-add
operations is non-negative. The cases where the value read is negative are
trivial since Q(t) = false for ¢ < 0, hence the CAS—_L rule can be used to
prove the premise of the fetch-and-add rule (i.e. such a value can never be

read).

3.1.5 Proof of function try_lock shared

We show the proof for the function try_lock_shared. There are two fetch-
and-add operations that must be considered. The proof outline is given in
Figure [0]

First RMW. We first verify the first fetch-and-add operation. We need
to show

(Isb(v0) =07
{U(bits, Q)} v0 := fetch and add,.q(bits,4) ¢ Rg(bits) :
U(bits, Q) %17 :€)

using the fetch-and-add rule in Figure [l We have P = emp, hence

Peend(t) := emp
Phreep(t) := emp

Clearly P < Peend(t) * Preep(t) holds for any ¢. For the premise of the fetch-
and-add rule we still need to verify the CAS triple for all possible values ¢
that are read. We do this with the CAS—basic rule given in Figure[1] Let ¢
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be the value read. First suppose Isb(t) = 1 (i.e. there is a writer). We then
have

t e .
T::letn:\‘ﬂ int>0Aa: O‘*wﬁ 1\*7 I—(n+1)-€;

A=1y:€
Then we have Q(t) < A*T (A is the permission that is given to the thread
while T stays in the location invariant). Note that

= Q(t+4)

Hence we can establish the location invariant for t+4 (we used Isb(¢) = Isb(t+
4)). The thread gets 17 : €. Note that we still need to retain U(bits, Q),

L - -

which we can do using the frame rule and using the fact that U(bits, Q) <
U(bits, Q) * U(bits, Q). We show this here and in the remaining proofs we
assume that this is no issue. The following derivation is correct:

=t7
{U(bits, Q)} x := CASva(bits,t,t—4){ <f(j7:€j: U(bits, Q)) }
. U(bits,Q)*
(bits, Q) iy € U(bits, Q))

L — - 1

(x=1t7
{U(bits, Q)} x := CAS,q(bits,t,t —4) U(bits, Q) *iy e
U(bits, Q)

This concludes the proof for ¢ where Isb(t) = 1. Next, suppose Isb(t) = 0 (
there is no writer). We then have

Q(t) =let n = EJ in

Eln’ € N t>0An. <nA resozw’ce(bits)1’”;'6 *



Choose
T = let Ay
=letn=|-|in
4
Inl. e N.t > 0 An. <n A resource(bits) =M<

Note that

t+4
T =letn = {%J in

In, e N.t>0AN. +1<nA resource(bits) (e

@:::ﬂ*lrﬂ:1—(n;—|—1)-61}*}r7:1—(n—(n;+1))-ejl

:>choosing npi=nl+1 Q<t + 4)

Additionally we have that A is exactly the permission that we want (permis-
sion for a reader lock) and since the fetch-and-add is of access type acq we
get A directly. This concludes the proof for the first fetch-and-add operation.

Second RMW. Next, we verify the second fetch-and-add operation. We
need to show

{U(bits, Q) *xivy: ET} vl := fetch_and add,e; (bits, —4) {emp}

We have P := ['ffe} We choose

Panall) =177
Preep(t) :==emp

Clearly P < Paend(t) * Preep(t) holds for any ¢. We still need to show the
CAS triple in the premise of the fetch-and-add rule for all values ¢ that are
read.

Assume ¢ < 4: we show that such a value cannot be read. We have
Q(t) = 17 : 1ixtrue. Hence Pyeng(t) * Q(t) = false, therefore we may use the
CAS— 1 rule to verify the CAS triple.

Next, assume t > 4. We prove the CAS triple in this case using the
standard CAS—basic rule. Choose

T := Q(t)
A:=emp
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Then clearly Q(t) < A*T. We have

t
Paend(t) * T = let n = bJ ,w = Isb(t) in

In, eNt—4>0An.<nA(w=1=mn,=0)A
w=17?70: 1-n.-€)

resource(bits)!

resource(bits)W=t 7 0 1=nr )*wog:l:—:t:u]*
Bil—m-cxiyil—(n—n) e
= Q(t—4)

Note that ¢t — 4 > 0 holds by assumption. This concludes the proof of
the second fetch-and-add operation. Note that since we only transfer ghost
resources, the modalities in the fetch-and-add rule do not matter, hence it
would even be possible to verify this fetch-and-add operation using just the
rlx access mode (instead of the rel access mode). Such a change could
potentially lead to a gain in performance.

3.1.6 Proof of function unlock_shared

We show the proof for the function unlock shared. We need to show

{U(bits, Q) * Rs(bits)}x := fetch_and addye (bits,4){emp}

|

using the fetch-and-add rule. We have P = resource(bits)® * 6 €. We
choose o

Psend(t) := resource(bits)® *[5 el
7Dkeep(t) = emp

Clearly P < Psend(t) * Preep(t) holds for every t. We still need to show the
CAS triple in the premise of the fetch-and-add rule for every value ¢ that is
read.

Let ¢ be the value that is read. Consider first the case HJ = 0. We have

ot) = B 1% true, hence Pyeng(t) * Q(t) = false, which means such a t
cannot be Tead and the CAS triple can be shown using the CAS— 1 rule.
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Next, assume Isb(¢) = 1 (i.e. there is a writer); we also show that such a
value cannot be read (since we have real read permission). For such values ¢
it holds that Q(t) =13 : 1 * true, hence Pyena(t) * Q(t) = false and therefore
we can prove the CAS triple using the CAS— L rule.

Next, assume |%| > 0 and Isb(¢) = 0. Choose T := Q(t) and A := emp.

4
We show the CAS triple using the CAS—basic rule. We have

t /
T'= letn= L—LJ in In, € N.t —4 > 0An. <nA resource(bits)' ™" x

LQ‘,LlJ*wﬁ: l—nl-ex;y:1—(n—nl)-¢

7777777777 - g

Note that ¢t — 4 > 0 since we assume L%J > (). Hence

t
Paend(t) * T =let n = EJ in

In, eNt—4>0An, —1<n—1A

resource(bits)! ™M1 i
SRR e e e
=let 4
etn=|——1|in
4

dn, eNt—4>0An, —1<nA

resource(bits) M i

-—-= F-- -~~~ - -=--=--=-== aor hl

= choosing npq=nl—1 Q(t - 4)

Note that since the fetch-and-add operation is of access type rel we can
directly transfer the permission resource(bits)¢ to the location invariant
(i.e. we need not worry about any modalities). This concludes the proof
of unlock_shared.

3.1.7 Proof of function try_lock

We show the proof for the function try_lock. We need to show

v=07
{U(bits, Q)} v := CASre1 acq(bits,0,1) resource(bits)! x [(:y: ij :
U(bits, Q)

using the CAS—basic rule. We have

Q(0) eresource(bits)' *1a: 1% [B : 71] * H : 71]
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We choose

T = [gﬁ:ﬁ@j * wrﬁ S 10 vl

A := resource(bits)' * [Qj,lj

and Q(0) & A x T holds. Furthermore, " < @(1) holds and A is exactly
the permission needed for the writer lock. Since the CAS has access type
rel_acq we need not worry about modalities with A. Actually it suffices to
have access type acq since no permission is given up by the thread. Such a
change could potentially lead to a gain in performance. This concludes the
proof.

3.1.8 Proof of function unlock

We show the proof for the function unlock. Note that we have only presented
a rule for fetch-and-add operations in Figure 4] but the rule can be adjusted
in a straight forward fashion to support fetch_and_and,.; (bits, ~1). Instead
of t + v in the premise we just use clearlsb(), which maps ¢ to the integer
where the least significant bit is set to 0. We refer to this adjusted rule as
the fetch-and-clear rule.

Case 1: getRead does not hold. We first consider the case where
getRead does not hold. In this case we need to show

{ W,(bits) } fetch and and,e (bits,~1){ emp }
using the fetch-and-clear rule. Hence we have P = resource(bits)! * E)z:ﬂ
We choose

|

Peend () 1= resource(bits)! * a1

Preep(t) := emp

i.e. we choose to give everything away independent of the value that we read
before writing the new value. Clearly P < Peend(t) * Preep(t) holds for every
t.

Since there is a writer the least significant bit of the value that we read
during the update must be 1. We still need to verify this. Let ¢ be the value

that we read. Suppose Isb(t) = 0, then we have Q(t) = ‘a ;1% true. Hence

O(t) * Peend(t) = false (since (a : 11 : 11 = false). Therefore using the
CAS—_1 rule we can show the CAS triple in the premise of the fetch-and-
clear rule for such t (since reading that ¢ is not possible, which is what we

just proved).
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Let t be the value that is read and now suppose Isb(t) = 1. We will now
use the CAS—basic rule to verify the premise of the fetch-and-clear rule for
such t. Observe that in this case

Since we do not want to acquire any permissions, we choose A := emp
and 7" := Q(t) in the premise of the CAS rule. We have

let n — Lclearﬁlfb(t)J in

Psend(t) * T' = clearlsb(t) > 0 A resource(bits)' * o : 11%

= choosing n,.—=0 Q(clearlsb(t))

Hence for these t the premise of the fetch-and-clear rule also holds. This
concludes the proof.
Case 2: getRead holds. In this case we need to show

{ Wa(bits) xy: €l } fetch and and,eq (bits, ~1) { Rs(bits) }

The main difference to the first case is that we retain part of the ownership
to the resource and we exchange © my e‘ for B ew

We need to prove the premise of the fetch-and-clear rule (i.e. the rule in
Figure 4| updated as in the previous case). We have

P = resource(bits)' % o ; 1‘*‘7 €

L —— -4

We choose

¢ ---=q
Psend(t) == (L—lJ =07 P : resource(bits) %1 : 1 Ixiy e

Phreep(t) = (HJ =07 emp : resource(bits))

Since | ‘7 e‘ is part of P it must hold that the value stored at the atomic

locatlon is at least 4. Setting Peena(t) to P if L4J = 0 allows verifying this
as we will see next. Furthermore, since in this case a reader lock must be
acquired, we retain permission to the data structure guarded by the lock by
setting Preep(t) to resource(bits)® if ﬁj # 0. Clearly P < Psend(t) * Preep(t)
holds for every t.

Let ¢ be the value that was read. We first prove the premise of the
CAS triple in the fetch-and-clear rule if \_ﬂ = 0. Such t cannot be read
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since intuitively 17 : € is held outside the invariant. Hence we show the

L —— -4

1
Peend(t) = (7 € xtrue and Q(t) = 17 : 1ixtrue, hence Pynq(t) * Q(t) = false.
Therefore for such ¢ the premise of the fetch-and-and rule is proved using the
CAS—_1 rule. Note that this proof is only possible since 7 : ¢l is in the
precondition of the unlock method.

t

Next, assume LZJ > (0. We have

premise again using the CAS—_1 rule. Suppose HJ = 0. We then have

Peend (t) < resource(bits) ™ xla i 11777 €)

In the case when Isb() = 0 we can show analogously to the case when
getRead does not hold that the CAS triple holds using the CAS—_L rule.

So we now assume |£] > 0 and Isb(t) = 1. We prove the CAS triple using
the CAS—basic rule. We have

Note that n > 1 holds since we assumed L J > (. We choose

:
4

t r—-——=-" r i r
T:=letn= LIJ nt>0An> 1/\@—:—@*%:1_6‘*‘7: 1—n~ei

A= wrﬁi Le
The reason for this choice is that we need to extract wrﬁi Leito finally get the
reader permission and we need not extract anything related to the predi-

cate resource(bits) since we chose Peep(t) < resource(bits)® in this case.
Q(t) & A x T holds. Furthermore, we have

t
Paend(t) x T =let n = bJ in

t>0A1<nAresource(bits) ™ xia ;1%

cIearIsb(t)J .

in
4

In, € N.clearlsb(t) > 0 A n, < n A resource(bits)' ™" x

= choosing ny:=1 let n = \‘

= ()(clearlsb(t))
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void unlock_and_lock_shared () {
{U(bits, Q) x W, (bits)}
x := fetch_and add,.q(bits,4) //RMW1
{U(bits, Q) x W, (bits) xi7: ?\}
| SR —
unlock (true)

{Rg(bits)}
Figure 7: Proof outline for function unlock_and_lock_shared

which concludes the proof of the premise of the fetch-and-and rule. Finally we
have Pieep(t) x A < resource(bits)+ 3 : e rwhich is exactly the postcondition
of the unlock function in this case. This concludes the case when getRead
holds.

3.1.9 Proof of function unlock_and_lock_shared

The proof outline for the function unlock and lock shared is given in Fig-
ure [} The first fetch-and-add operation can be verified analogously to the
first fetch-and-add operation in the proof of the function try_lock_shared
(see Section in the case when fake read permission is obtained. The
rest of the proof relies on the specification of unlock.

3.1.10 Using only a single ghost location for the readers

In the location invariant that we introduce in Section for the proofs we
use two separate ghost locations for the real and fake readers. A question
that arises is if it is possible to use a single ghost location for both types of
readers. For example, one could consider the following location invariant:

Q(v) :=let n = EJ,U} = Isb(v) in
In, eNv>0An, <nA(w=1=n,.=0)A

7777777 A

resource(bits)(w:1 PO Lemee) [a l—wxid:1—n-e

r
|
,,,,,,, 4 i |

where «, § are ghost locations governed by the fractional permission structure
and 0 tracks both types of readers. We have as real reader permission

. € rZ--"
resource(bits)® x4 : €

It turns out that all the functions except unlock _shared can be verified using
this location invariant with respect to the (adjusted) specification given in
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Section [3.1.4l The issue with unlock _shared is that given the real reader
permission it is not possible to prove that there is no writer.
To see this, assume that there is a writer, i.e. a value t is read with

********* Rl
! .

Isb(t) = 1. We then have Q(t) < let n = |[%| int > 0/\[(:1:::@]*[@71717};%

It does not hold that Q(t)x* resource(bits)e*[(ﬁigj = false hence it cannot be
shown that such ¢ cannot be read using the CAS— 1 rule. This means that in
the proof outline of unlock_shared there are cases where the reader retains
resource(bits)® (which in reality of course cannot happen). Therefore at the
end of the method we do not get empfl So we cannot satisfy the specification
in a precise manner.

We do not know if there is a location invariant, where each ghost location
is governed by the fractional permission structure, that uses fewer ghost loca-
tions than the location invariant we use for all the proofs. In a later section
we introduce a permission structure with which it is possible to express a

location invariant using a single ghost location for both types of readers.

3.2 Folly barrier

The Folly barrier example [4] (we will refer to it as Barrier) gives a weak-
memory implementation of a barrier. Barriers are used to synchronize a set
of threads. The actual implementation uses arrays and other data structures,
but we consider a simplified version that does not use any special data struc-
tures. Our version focuses on the part which deals with the different roles
threads take when entering the barrier.

We provide two FSL++ proofs (with two different location invariants).
The first proof uses a more complicated location invariant but does not need
the CAS—param rule while the second proof uses a simpler location invariant
but needs the CAS—param rule.

3.2.1 Implementation

The implementation of Barrier that we consider is given in Figure 8 It
consists of a single function wait. The barrier implementation uses a single
32-bit atomic integer location VRC (short for value-and-reader-count). The
16 most significant bits of VRC encode the number of threads that have called
wait (we call this the value count) and the 16 least significant bits of VRC
encode the number of threads that have called wait and for which wait has
not yet returned (we call this the reader count). Hence the reader count is
always at most as big as the value count.

SReal permission cannot be leaked in classical separation logic, i.e. resource(bits)® =
emp does not hold in general.
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wait () {
(r1,v1) := fetch_and_addacq(VRC, (1,1)) //first RMW

if (vy+1 == n) {
//update signal data structure

}
(ro,v2) := fetch_and_addye; acq(VRC, (—1,0)) //second RMW

if((TQ,'UQ) == (1,11)) {
//deallocate signal data structure
¥
}

Figure 8: Implementation of function in wait in Barrier

Instead of regarding VRC directly as an integer we represent the value as a
tuple (r,v) where 7 is the reader count and v is the value count. This makes
the presentation cleaner.

The idea of the implementation is as follows. There are n threads that
are supposed to use the barrier (n is initialized in the actual implementation
when the barrier is allocated; we do not deal with the allocation part here).
We assume n > 1.

When a thread calls wait, the value and reader count are first incremented
(since it has entered wait and wait has not yet returned); this corresponds
to adding (1, 1) in our representation. If the thread is the nth thread to enter
wait (i.e. the last thread) then the thread updates a specific data structure
associated with the barrier. We call this data structure the signal data struc-
ture, since updating it signals to all the threads that every thread has entered
the barrier. We do not care about how the data structure represented. It
must be ensured that at most one thread updates the signal data structure
at any time. Hence the thread performing the update conceptually needs to
get a token that represents the full permission to access the data structure.

Before wait returns, the thread (regardless of whether it is the last thread
or not) decrements the reader count (this corresponds to adding (—1,0) in
our representation). If the thread is the nth thread to leave wait then the
thread deallocates the signal data structure, i.e. conceptually it again needs
access to the same token as before.

Note that it is possible for the thread which updates the signal data
structure (after the first fetch-and-add operation) to be different from the
thread which deallocates the signal data structure (after the second fetch-
and-add operation).
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In the actual implementation once the signal data structure is updated,
a new signal data structure is allocated and a new epoch starts (the old sig-
nal data structure still needs to be deallocated as described above), i.e. the
barrier can be reused. We do not model this allocation and hence our imple-
mentation only models a single epoch. Effectively, we make the assumption
that the barrier is used only once.

3.2.2 Token to signal data structure

We use a heap location tok.val as the token which is to be used for the
signal data structure, i.e. the full permission to tok.val (tok.val — _) models
ownership of the signal data structure. So if in a thread’s state tok.val — _
holds then no other thread has access to the signal data structure at that
time. It would be more general to use an abstract predicate as we did for
RWSpin (see Section but this would require additional ghost locations
in the location invariant which would make the presentation harder.

3.2.3 Specification

The specification that we verify for wait itself is simple:
{U(VRC, Q)} wait O) {true}

Note that the postcondition is true and not emp. The main reason is that in
our proofs we do not make sure that wait is called at most n times, since
there does not seem to be a simple way to do so. As a result the thread
that updates the signal data structure may retain the permission to the data
structure in our proofs even when the whole code has been executed (this
scenario cannot occur if at most n threads enter the thread).

3.2.4 Location invariant A

Location invariant A for the atomic location VRC in Barrier is given by:

Q(r,v) := Elw6{0,1}.0§r/\r§v/\(v<n¢w=0)/\[a:1—7“-67*

,,,,,,,,, -

where r is the reader count and v is the value count and «, 3,7y are ghost
locations which are governed by the fractional permission structure. We use
¢ to model counting permissions (see Section [2.4)).
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The idea is as follows. We have no easy way to ensure that only n threads
will call wait. So our specification allows more than n threads to call wait
but once that happens there are no functional guarantees (data race freedom
is still guaranteed). As long as at most n threads call wait our specification
works as expected.

We can say that the barrier has “finished its task” once either the value
of VRC is (0,n) (i.e. n threads have entered and left the barrier) or more than
n threads have entered the barrier (i.e. v > n which should not happen in
practice). So the condition

[(r;0) # (0,n) A (v < n)]

is true iff the barrier has not yet finished its task (assuming 0 < r < v).
The existentially quantified variable w has actual value 1 if the nth thread
has entered wait and has not yet left wait. Recall that the nth thread needs
the token to set the promises; hence if w = 1 then the token is definitely not
in the location invariant.
Note that w < r is implied by the location invariant as long as the barrier

true and since (w — ) > 0 we would have Q(r,v) = false.

The ghost location « tracks all the threads that have entered but not
yet left wait. The ghost location ( tracks the first n — 1 threads that enter
wait. Ghost location v tracks the threads that enter wait after n threads
have already entered wait (i.e. those threads which should not occur); we
track them so we can verify our specification without additional assumptions.

3.2.5 Proof outline (A)

The proof outline for wait with respect to the specification in Section |3.2.3
using location invariant Al7]is given in Figure[9] We make the assumption in
our proofs that we never read reader or value counts that are negative. This
assumption is fine since Q(r,v) = false if r < 0 or v < 0, so we would be
able to deal with that case using the CAS—_L rule (see Figure [3)).

Note that we use true in cases where we do not really care what the per-
missions are. We are mainly interested that the permission for the signal
data structure (i.e. the token) is received at the correct time. So we need to
ensure that the thread updating the data structure and the thread deallocat-
ing the data structure get hold of the token when they perform these actions.
We also do not explicitly carry along U(VRC, Q) even though it is needed for
the fetch-and-add operations to make the proof outline less cluttered (but

"see Section for the definition of location invariant A
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{U(VRC, Q)}
//we omit U(VRC,Q) in the following,
//it can be duplicated hence it is available at each step

(r1,v1) := fetch_and_addacq(VRC,(1,1)) //first RMW
{[d?%}k [vl +1=n ? tokwal = _ : (v1 +1<n? wrﬂ el Vy?ﬂ*true)}}
- — = | S —| | SR
if (vi+1 == n) {
{tok.val &N ,*[@:ej}
//set values of promises
{tok.val N ,*[o}:ej}

}
{[oT:Ej* [vl +1=n ? tokwal = _ : (v1 +1<n? ‘%7:‘ : sza*true)}}
- == L

-_—_=d L— - -4

(r2,v2) := fetch_and addrei acq(VRC, (—1,0)) //second RMW

{((7’2,112) = (1,n) ? tok.val — ,*[@j"iilj : true)}

if((’l"Q,’l]Q) == (1,11)) {
{tok.val N ,*[B : 1]}

//deallocate promises

{true}

{true}

Figure 9: Proof outline for watt in Barrier
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since U(VRC, Q) is duplicable we may assume it is always there when we need
it).

3.2.6 Proof of first RMW (A)

We verify the first read-modify-write operation given in the proof outline in
Figure [9 with respect to location invariant A. We have to show

{U(VRC, Q)}
(r1,v1) := fetch_and_add,.q(VRC, (1,1))

"oiek
{ [v1+1:n?t0k.val»i>, : <vl+1<n?[ﬁﬁzfej : W?fej*true)} }

- L - -

using the fetch-and-add rule in Figure dl We have P = emp and hence
Psend(t) := Preep(t) := emp. We now show the CAS triple in the premise of
the fetch-and-add rule for all possible values (r,v) using the CAS—basic rule.

Assume we read an arbitrary value (r,v) (we assume r,v > 0 since as
explained in Section other values cannot be read). We will make a case
distinction on (r,v). In all cases we implicitly use the observation that if
[(r,v) # (0,n)A(v < n)] does not hold then [(r+1,v+1) # (0,n)A(v+1 < n)]
does not hold either. This means that if the permissions guarded by this
condition in the location invariant are not there because the condition is
false then after the first fetch-and-add operation we need not guarantee these
permissions.

Case v+ 1 < n. Then we have

It holds that Q(r,v) & A% T and T' = Q(r + 1,v + 1). Since additionally
A is exactly the permission we want in this case and the fetch-and-add is of
access type acq, this case is verified.

Case v + 1 = n. In this case we have

Brl—r-erriy:l

-
,,,,,,,,, - |
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We choose

—(0<)AGr+1<v+1D)Aa:l—(r+1) €=
\rﬁi)iilii—i’li"iiﬂ*\’y 1\

Lo e e e o - -~ -

A= tokwal Vs x"a ¢

since we need to get permission to the token. We have Q(r,v) < A xT.
Furthermore, it holds that

T :>choosing w:=1 ([(T7 U) 7é (07 n)
1)

= Q(r+1Lv+1)

Finally, since the fetch-and-add is of access type acq we need not worry about
any modalities when acquiring the permission to the token which concludes
this case.

Case v + 1 > n. This is the case that should not happen if the barrier
is used as intended, but we still guarantee that there are no data races if
this scenario occurs. We consider two subcases v = n and v > n. In both
subcases we use the observation that [(r+ 1,0+ 1) # (0,n) A (v+1 <n)]is
false, i.e. the permissions in the location invariant that are guarded by this
condition need not be guaranteed after the update.

If v > n we have

T::(Ogr)/\(r<v)/\ a:l—(r+1)- € *rvzl—((v—i—l)—n)-ej}
A= O[ E*\’}/ E\

L —— -4

We have Q(r,v) = A*T. It holds that T = Q(r + 1,v 4+ 1) and A is the
permission we want in this case (additionally the fetch-and-add is of access
type acq), so this subcase is verified.
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Next, if v = n we have

We choose

~
!
,,,,,,, -

A:="a:€ *xvy: € *true
- - - L |

We have Q(r,v) = A*T. The permissions that are guarded by the condition
[(r,v) # (0,n) A (v < n)] are included in A (they are implicitly inside the
true assertion of A; A is of the form A * true for some assertion Agp).
Furthermore, T'= Q(r + 1,v + 1) and A is exactly the permission we want
in this case (additionally the fetch-and-add is of access type acq), so this
subcase is verified.

3.2.7 Proof of second RMW (A)

We verify the second read-modify-write operation given in the proof outline
in Figure [0 with respect to location invariant A. We have to show

U(VRC, Q) * ‘v : e %

[vl +1=n?tokwval — _ : (vl +1<n? [ﬁ : ej : [&Te]*trueﬂ

(r,v2) := fetch_and_addyer acq(VRC, (—1,0))
{((TQ’/UQ) = (1,n) ? tok.wal — ,*[6":711 ; true)}

We have
v+1=n ?tokval = _
(vl—i—l <n?[ﬁ:e] : [&Te]*true>

P="a:ex*
L d

Instead of writing down Peend(7, v) and Pyeep (7, v) for general (r, v) we will give
the definitions in the different (disjoint) subcases for the sake of presentation.
We make a case distinction on the value (r,v) that is read.

Case 1: r = 0. We show this case cannot occur by verifying the CAS
triple using the CAS—_L rule. Define in this case

Psend(r,v) := P
Preep(r,v) := emp
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We have Q(0,v) = ‘a: 1% true and Peng(r,v) = @€ * true. Hence
Psend(1,v) * Q(0,v) = false which means we can use the CAS—_L rule to
show the CAS triple.

Case 2: (r,v) # (1,n) and r > 0 and v < n. We verify this case using
the CAS—basic rule. Define in this case

Peend(r,v) := P
Preep(r,v) := emp

We have

where we used that [(r,v) # (0,n) A (v < n)] holds in this case. Choose
T := Q(r,v) and A := emp. We need to show that Peenq(r, v)*T = Q(r—1,v)
holds. Since Pseng(r,v) depends on the value (r1,v1) read in the first read-
modify write operation it is cumbersome to show this implication directly
covering all cases at once. Therefore we make a case distinction on (ry,v;)
and show that in each case Psena(r,v) * T = Q(r — 1,v).

If v1 + 1 = n then we have Pyeng(r,v) © [ € * tok.val > _, hence

,,,,,,,,,,,,,, J

:>choosing w:=0 Q(T’ - 17 U)

where used that tok.val — _xtok.val = _ = false, hence we can conclude that
the existential w must have value 1 in Q(r,v) when considering Psenq(r, v) *
Q(r,v). Furthermore, we use the fact that in this case [(r—1,v) # (0,n)A(v <
n)] holds. ]

If v1 + 1 < n then we have Psend(r,v) & ot € * wrﬁ : €1, hence

Peend(r,0) * T = Jw € {0,1}.0<rAr<vA(v<n=w=0)A

il —(r—1)-e *tokval 5%

|
|
L e e e e e e e e e e e e J L o— - =

Finally, if v; + 1 > n then we have Peenq(r,v) < ‘a1 € * v €l * true.
Conceptually, this cannot occur since the value count never becomes smaller.
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This fact is captured, since we have T' = [fyf : 7lj*true, hence Peena(r,v) * T =
false, therefore Pyeng(r,v) * T = Q(r — 1,v) holds trivially.

Case 3: (r,v) = (1,n). This is the most interesting case because here
we need to make sure that we get access to the token after the fetch-and-add
operation. We define

Poend(1,1) =" € * [vl+1:n?emp : (Ul+1<n?emp : [&Te]ﬂ

P

Preep(1,n) := [U1+1:n?tok.val»i>, : <v1—|—1<n7 6 € true)]

We have

where we used that [(r,v) # (0,n) A (v < n)] holds in this case. Another way
to write this is using a disjunction (w =0 or w = 1):

Q(l,n)@‘&ﬁlﬁ—ﬁew* [(tok:valr—> *wBiflﬁ—ﬁe>\/ Bl 71} *‘7,,,11

Choose

Ti=jail—c: L

A= <t0kvalH *wﬂ 1—6)\/ ﬁﬂlj
It holds that Q(1,n) & A xT. We need to prove Pseng(1,n) * T = Q(0,n).
Note that

00, a1/ 1
Ifvi+1=mnorvi+1 < nthen Pend(1,n) = a: € and therefore Pseng(1,n)*
T = 9(0,n).
In the remaining case Peend(1, 1) = ot € %I fy € 5 hence Peena(1,n) T =
false and therefore Psena(1,n) x T = Q(O n) tr1v1ally

So we have shown that we can establish the location invariant after the
update. We still need to show that

Pkeep(l n)*A=>tokvalr—> *\ﬁ 1\

| IR

If v, +1 = n then Pkeep(l n) & tok: val +» _ and we can conclude that

Preep(1,n) % A = tok.val -k 5 11 where we used

Lo——— 4
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If v +1 < n then Pyeep(1, 1) < [ﬁiﬁej and we can conclude that Pyeep(1, ) *
A = tok.val = _x [67”11 where we used

TB Cek TB : 1 = false
The remaining case v; + 1 > n is slightly special. As argued before this case
cannot occur. We can learn this fact by observing that

Peend(1,n) x Q(1,t) = v+ 1 <n
since

Peend(1,n) = (11 +1>n7? [0:4:1:61*[’?72761 : true)

Q(1,n) = 17y : 11 true

v1 +1 < n is a pure assertion and hence we can instantiate ¢ in the basic
CAS rule with it. Therefore we can learn this assertion in the postcondition
of the CAS rule, which means in the case v; +1 > n we can conclude that
Preep(1, 1) x A = tok.val N ,*wrﬁ - 11 holds trivially. This concludes the proof
for case 3. .

Case 4: r > 0 and v > n. We define

Psend <T7 U) = [O:é::Ej
> v +1=n ?tokval = _
keep(ra U) T <Ul +1<n? [ﬁ . ej : [’?776]* true)
We have

Q(r,v) =0<rAr<w /\[0747:717:77"7-761*}r';izilﬂ—i(iz;:;zi)fej}

77777777777777777777777 a

where we used that [(r,v) # (0,n) A (v < n)] does not hold. Choose T' :=
Q(r,v) and A := emp. We have

which concludes the proof for this case.
We have shown the fetch-and-add triple in all cases; this concludes the
proof for the second read-modify-write operation.
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3.2.8 Location invariant B

Location invariant B for the second proof is given by

Q(r,v) :==Jw € {0,1}.(0<r)A(r<v)A(v<n=w=0)A
([(r,v) # (0,n) A (v < n)] ? tok.val = _: emp) *

where 0 and A\ are ghost locations governed by the fractional permission
structure and where € is used to model the counting permission structure
(see Section [2.4)).

Note that this location invariant only has two ghost locations compared to
the three ghost locations in location invariant A. It also has, in our opinion,
an easier explanation. As we will see in the following sections the proof using
this location invariant needs the CAS—param rule.

The idea of this location invariant is as follows. As in the location in-
variant A the existential w has actual value 1 if the nth thread has entered
the wait function but has not yet left it yet. In that case there is no per-
mission to the token tok.val in the location invariant. The permission to
tok.val is also not in the location invariant if the barrier has finished its task,
ie. if [(r,v) # (0,n) A (v < n)] holds (see Section for a more detailed
explanation).

Note that w < r is guaranteed by the location invariant in all cases. The
ghost location ¢ tracks all the readers except the nth thread that entered
wait, since in the proofs we make sure that the ith reader (i # n) gets [(i : g]
after the read-modify-write operation. The ghost location A tracks the nth
thread that entered wait.

3.2.9 Proof outline (B)

The specification that we prove with respect to location invariant B is the
same as in Section [3.2.3] The proof outline is given in Figure [I0] As in
Section we do not consider cases where (r,v) is read and r < 0 or
v < 0 since these cases cannot occur, which can be directly seen from the
location invariant. We also do not carry around U(VRC, Q) explicitly since it
is duplicable and available in the precondition of wait.
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{U(VRC,Q)}
//we omit U(VRC,Q) in the following:
//it can be duplicated hence it is available at each step
(r1,v1) := fetch_and_addacq(VRC,(1,1)) //first RMW
{{vlJrl:n ? tok.valé,*[%i}j : (v1+1<n ? [éifj : [(Eifj*trueﬂ}
if (vi+1 == n) {

{tok.valé,*[{\i}j}

//set values of promises

{tok.valé,*[%iﬂ}

¥

{{’Ul +1=n ? tok.val V» ,*[):\:1] : (111 +1<n? [(:5:;] : Eizg*trueﬂ}
(r2,v2) := fetch_and addrei acq(VRC, (—1,0)) //second RMW

{((7'2,112) =(1,n) ? tok.wal — _ : true)}

if((’l"Q,’l]Q) == (1,11)) {
{tok.valé,}

//deallocate promises

{true}
}

{true}

Figure 10: Proof outline for wait in Barrier using location invariant B.
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3.2.10 Proof of first RMW (B)

We verify the first read-modify-write operation given in the proof outline in

Figure [10] using location invariant B (Section [3.2.8). We have to show

{U(VRC, Q)}
(ri,v1) :== fetch,and,addacq(VRca (1,1))

using the fetch-and-add rule in Figure d We have P = emp and hence
Psend(t) := Preep(t) := emp. We now show the CAS triple in the premise of
the fetch-and-add rule for all possible values (r, v) using the CAS—basic rule.
Assume we read an arbitrary value (r,v). We make a case distinction on
(r,v).

Case v+ 1 < n. We have

Ul+1:n?
tok.valé,*[)lfzilj : (v1+1<n?[<§3§] : [Qigj*true)

,,,,,,,,, --=- 9

Q(r,v) <:>(0§7’)/\(TSv)/\tok.valé,*[é:1—7“-61*[)37:!

= Q(r+1,v+1)

Furthermore, A is exactly the permission needed in this case and since A only
consists of ghost state we need not worry about modalities. This concludes
this case.

Case v+ 1 =n. We have

,,,,,,,,, --=- 9

Q(r,v) <:>(0§T')/\(7”S’U)/\tOk.U@lé,*[di1—’)"'61*[))7:71J‘

A = tok.wal = _x [);:1]
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and it holds that Q(r,v) < A T. We have

Jwe{0,1}.0<r+1)A(r+1<v+1)A

= Q(r+Lv+1)

Furthermore, A is exactly the permission needed in this case and since the
fetch-and-add operation is of type acq we get A directly. This concludes this
case.

Case v+ 1 > n. We have

Q(r,v) 3w € {0,1}. (0 <r)A(r<wv)A

and we choose

r-- -1
A:=10:¢extrue
L - —d

where it holds that Q(r,v) = A xT. Note that if v = n then the permission
potentially guarded by [(r,v) # (0,n) A (v < n)] is absorbed by true in A.
We have

}r5:1—((r+1)—w)-e}>x<[)\:1—wj

=Q(r+1v+1)

Here we use that [(r + 1,v + 1) # (0,n) A (v + 1 < n)] does not hold.
Furthermore, A is exactly the permission we want and and since the fetch-
and-add operation is of type acq we get A directly. This concludes this
case.
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3.2.11 Proof of second RMW (B)

We verify the second read-modify-write operation given in the proof outline
in Figure [9] using location invariant B. We have to show

vt+l=n ?tok.valé,*[)rzflj‘ ]}

- d
===

<v1+1<n?[(izej ; 5:761‘*true

|
R S|

{U(VRC, Q) x

(r9,v2) := fetch_and_addyer acq(VRC, (—1,0))
{((rg,vg) = (1,n) ? tok.val — _: true)}

We have

- (vl+1<n?[§;e] : [(E:ej*true>

mn+l=n ?tok.valé,*[):?ilj ]

Instead of writing down Peend(7, v) and Pyeep(7, v) for general (r, v) we will give
the definitions in the different (disjoint) subcases for the sake of presentation.
We make a case distinction on the value (r,v) that is read to verify the CAS
triple in the premise of the fetch-and-add rule.

Case 1: r = 0. We show that (0,v) cannot be read by verifying the CAS
triple using the CAS— L rule. Define in this case

Psend(O,v) =P
Preep(0,v) :=emp
We have

Peend(0,0) = (v1 + 1 =n ? tok.wal ¥ _* [/\::1] : [(i;e] * true)
and
Q(0,v) =0 : 1+ A: 1]
where we used that the existential w in the location invariant must have
actual value 0 if » = 0 since otherwise the location invariant is inconsistent.
Hence Peend (0, v) % Q(0,v) = false and therefore we can prove the CAS triple
using the CAS—_L rule. This concludes the case r = 0.

Case 2: (r,v) = (1,n). We verify this case using the CAS—param rule.
This is the only case where we use the CAS—param rule using location in-
variant B. Define in this case

Peend(1,n) := [Ul +1=n? [);:1] : (vl +1<n? [(i:ej : rgiej‘)}

!
L— = -

Preep(1,1) := [vl +1=n?tokval Vs _ : (vy+1<n?emp : true)]
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It holds that P < Peend(1, 1) * Preep(1,1). We have

”””” a
|

L e e I -

edwefoy, W o
v T TS 1IN0 tokwal %181 — ek A1)

,,,,,, 4 L

Define

A(2) == (2 =17 emp : tok.val +> _)

It holds that Q(1,n) = 3z. A(2)*T (z) (the existential z corresponds directly
to the existential w in the location invariant). We need to show that

Vz.(Psend(1,n) * T(2) = Q(0,n) A ¢(2))
holds, where we define
p(z)=(w+1=n?z=1:2=0)

Note that ¢(z) is pure for every z.

Since Peend(r, v) depends on the value (71, v;) read in the first read-modify
write operation, it is cumbersome to show this implication directly covering
all cases at once. Therefore we make a case distinction on (71, v;) and show
that in each case Vz.(Peend(1,n) * T(2) = Q(0,n) A ¢(z)) holds.

First, assume v; + 1 = n. We have

Let z be arbitrary. We have

= ? . .
,Psend(l,n)*T(Z)é <Z 1 R R o

which concludes the subcase v +1 = n.
Next, assume v; + 1 # n. We have



Let z be arbitrary. We have
— 1 205 Tk N0 S e
Psend(l, n) * T(Z) = (Z 1 : Lé - 14 * L)\ . ,03,*}7(2: €, o

= (z=17false: Q(0,n) A (2 =0))
=(z=1700,n)A(z=0): Q(0,n)A(2=0))

which concludes the subcase vy + 1 # n.
So we have now proved in all cases that we can reestablish the location
invariant. We still need to prove

Preep(1,1) % (32. A(2) A @(2)) = tok.val = _

We again consider different subcases (dependent on vy). First, assume
v1 + 1 = n. Then we have ¢(z) = (z = 1) and therefore A(z) = emp. Since
Preep(1,1) = tok.val = _in this case we are done.

Next, assume v; + 1 < n. Then we have p(z) = (2 = 0) and therefore
A(z) = tok.val > _. Since additionally Pyeep(1,7) = emp in this case, we are
done.

Finally, assume v; + 1 > n. Then we have ¢(z) = (z = 0) and therefore
A(z) = tok.val +s _. But we have Preep(1,n) = true. So we can only show
tok.val — _« true which is not exactly what the specification demands.

We can fix this though. If one looks closely then the permission absorbed
in true (this absorption occurs right after the first fetch-and-add) is

([(r1,v1) # (0,n) A (v1 < n)] ? tok.wal =  emp)

So the actual permission we have after the second fetch-and-add operation
in this case is given by

tok.val Vs _x ([(r1,v1) # (0,n) * (v, < n)] ? tok.val = _: emp)

which implies tok.val v _ (since tok.val = _x tok.val v _ = false). So the
conclusion is that if we adjust the proof outline to carry along all the per-
mission explicitly (without using true) then we can satisfy the specification.
This concludes this case.

Case 3: r > 0,v < n and (r,v) # (1,n). In this case we verify the
CAS-triple using the CAS—basic rule. Choose

Psend(r; U) = (Ul + 1 S ntP: [(i:;])
Preep(r,v) == (v1 +1 <n ? emp : true)
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It holds that P < Peend (7, V) * Preep(r, v). We have

where we used that [(r,v) # (0,n) A (v < n)] holds. Choose

T := Q(r,v)
A:=emp

We need to show Peena(r,v) * T = Q(r — 1,v). We do this by considering
different subcases dependent on v;. We use that [(r—1,v) # (0,n) A (v < n)]
holds. o

First, assume v; 4+ 1 = n. Hence Peeng(7,v) = tok.val — _ x [)37:71]. We
have

O<r—DAFr—-1<v)Alv<n=w=0)A
Psend(T,U>*T:> Po-m—- ot T rcme

:choosing w:=0 Q(T - 17 U)

where we used that the existentially quantified variable w in T" must be 1.
This concludes this case. o
Next, assume vy + 1 # n. Hence Psend(r,v) =19 : €. We have

- T Jwe{0,1}.(0<r—DA(r—1<v)A(v<n=w=0)A
send (1, 0) + T = tokwal ¥ %151 — ((r—1) —w)-ejl*[)\ : l—w]

= Q(r —1,v)

This concludes case 3.

Case 4: r > 0,v > n. In this case we verify the CAS-triple using the
CAS—basic rule. We use that [(r,v) # (0,n) A (v < n)] and [(r — 1,v) #
(0,n) A (v <n)] both do not hold.

Choose
[ (v +1=n7
Peena(r,v) i= | Az 1]
| (n+1<n?d:e:5:e))
[ (nn+1=n?
Preep(r,0) := | tok.val — _ :
| (1 +1<n?emp : true))

48



It holds that P < Peend (7, V) * Preep(r, v). We have

Choose

T = Q(n ’U)
A:=emp

If v1 + 1 = n then we have Pgenq(r,v) < [)37:71], hence

Psend(r,v)*T:>(OST—l)/\(T—lgv)/\}réz1—(7“—1)-61}*‘3::11‘

77777777777777 3 | |

:>choosing w:=0 Q(T - 17 U)

where we used that the existentially quantified variable w in T must be 1. If

v1 + 1 # n then we have Peena(r,v) < [(5551, hence

This concludes the proof for case 4.

3.3 Rust atomic reference counter

The Rust atomic reference counter [2] (we will refer to it as ARC) allows
managing multiple threads which have read access to some shared data.
The implementation makes sure that the shared data is deallocated once
no thread has access to it. We present the FSL++ proof given in [9] for the
ARC example.

3.3.1 Implementation

The implementation for the ARC example is given in Figure [I1] and is taken
directly from [9].

new (v) allocates an atomic reference counter where the data guarded by
the counter is stored at the non-atomic location a.data which is initialized
to v. The atomic location a.count is initialized to 1 and counts the number
of references to a.data. Conceptually, new(v) returns an ARC resource
which can be used to access a.data, i.e. one ARC resource held by a thread
symbolizes one reference to a.data.
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ref new(v) {

a := alloc()

[a.data]p, == v

[a.count]y, = 1
return a

}

T read(a) {
return [a.data]p,

}

void clone(a) {
x := fetch and add;i;(a.count,1)

}

void drop(a) {
y := fetch and add,e (a.count, —1)
if(y == 1) {
fenceaeq
free(a)
}
}

Figure 11: Implementation for ARC example. T is the type of a.data.
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clone increments a.count by 1 and conceptually creates another ARC
resource. This is only called by a function that already has one ARC resource.
A thread which calls clone may give one ARC resource to another thread
while keeping one ARC resource to itself.

Function read is used to read a.data. This is only called by threads that
have access to an ARC resource.

drop is called once a thread does not need its ARC resource any more,
hence a.count is decremented by 1. If it turns out that after decrementing
a.count by 1 the value at a.count is 0 then no thread should have an ARC
resource and no thread should ever get an ARC resource in the future (this
is what we will prove). So the memory associated with the atomic reference
counter can be deallocated (which is done using the free(a) instruction).

3.3.2 Location invariant

The location invariant for the atomic location a. count (which is taken from [9])
is given by:

Quov(c) == if ¢ =0 then }rv L0 ! *[5”97*]

! T (1o -
else 3f € QN [0,1], 2R TR I
0= h)7)

where v and 4 are ghost locations which are governed by the SFC permis-
sion structure introduced in Section 2.4, Recall that in the SF'C' permission
structure the set of elements is given by Q x {+,—}. An element a~ is a
source permission (i.e. it can only appear once per ghost location) while an
element a™ is an access permission and it can appear multiple times. In the
location invariant we only have source permissions because it can be used to
track the access permissions held by the threads.

We note that in [9] the partial commutative monoid governing the ghost
locations is presented differently than the SFC permission structure intro-
duced in [5]. We observed that these two structures are equivalent.

The idea of the location invariant is as follows. Every time a thread
calls drop it gives up its share of the permission to a.data. The existen-
tially quantified variable f counts how much permission to a.data has been
dropped in total. Hence when the atomic reference counter is allocated (i.e.
¢ = 1) then the existentially quantified variable f has actual value 0 since
drop has never been called.

If the value of the counter is ¢ > 0 then there are c references to a.data.
The ghost location v inside the location invariant is used to count these. We
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not only dependent on the number of references ¢ but also on the amount of
permission f dropped to a.data is mainly due to the scenario when the last
thread holding permission to a.data calls drop.

When the last thread calls drop the value of the counter goes from 1 to
0. To be able to deallocate the counter the thread needs the full permission
to a.data. We need to somehow be able to verify that the permission that
the thread has together with the permission that is in the invariant equals
the full permission. Including the f in the « resource facilitates this (as we
will see later).

The ¢ ghost location is used to be able to verify that a thread that has
access to one reference of a.data cannot read the value 0 from the counter.
Also it is used for the scenario when the last thread calls drop. Note how
in the v ghost location f appears in a positive form while in the § ghost
location f appears in a negative form. This “correlation” between v and
is important for the verification of the drop method, as we will see.

If ¢ =0 then no thread should hold any access permission to vy or 9, this

is guaranteed by , fy 0~ *‘(5 O_

3.3.3 Specification

The specification (taken from [9]) is given by

{emp}new(v) {a.ARC, s(a,v)}
{ARC, s(a,v)}read(a) {ARC, s(a,v)}
{ARC, s(a,v)}clone(a) {ARC, s(a,v) * ARC, 5(a,v)}
{ARC, s5(a,v)}drop(a) {emp}

where the ARC predicate ARC, 5(a,v) is defined as:

ARC, s5(a,v) :=U(a.count, Q,,) *

Note that the fraction ¢ appears in negative form in the v ghost location
and in positive form in the ¢ ghost location. This is exactly the opposite
situation compared to the existentially quantified variable f in the location
invariant. This is important for the verification of the drop method.

We now give the proofs from [9] for the clone and drop methods since
they are the main reason for the setup of the location invariant. The proofs
for the new and read methods are fairly straight-forward and can be looked
up in [9].
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3.3.4 Proof of function clone

We provide the proof for clone (taken from [9]). We need to show

ARC, s(a,v) * }

{ARC, s(a,v)} x := fetch_and_add,ix(a.count, 1) { ARC.5(a. v)

using the fetch-and-add rule. Note that the fetch-and-add has access type
rlx and there is no fence instruction inside clone. Hence the only way to
get two ARC predicates from a single one is by transferring ghost state.

We have

and we choose

Peend(t) :=(t =07 P : emp)
Pkeep(t) = (t =07 emp : P)

Clearly P < Psend(t) * Preep(t) holds for all t. We still need to prove the CAS
triple in the premise of the fetch-and-add rule for every read value t.

Peend(0) = [5 : qﬂ*true for some ¢ > 0. Since 0~ @ ¢™" is undefined for ¢ > 0
we conclude Peeng(0) * Q(0) = false. Therefore we can use the CAS— L rule
to prove the CAS triple, which shows 0 cannot be read.

Next, assume ¢t > 0. In this case we show the CAS triple using the
CAS—basic rule. We have

where we used that

=1+ ) =((t+1)—1+f -1 =(t+1)—1+f) @1+

| A
!
!

So we can choose T := Q(t + 1) and A := |~ : 17| This verifies the CAS

L - — — = 4

r——=--= A
!

!

(since it is ghost state we need not

,,,,, E

worry about modalities).
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{ARC, 5(a, v)}
y := fetch_and add,e (a.count, —1,)

{(y:l ? a.data > v* Va.data ' v : emp)} for some g
if(y == 1) {
{a.datariM)*Va.datalr;fv}
fenceacq
1
{a.datar—>v}

free(a)

{emp}
}

{emp}

Figure 12: Proof outline for function drop in ARC.

After the fetch-and-add the thread has resources (note that Pyeep(t) < P
for t > 0).

Pkeep<t) * A&

quQﬂ(O,l].a.datalﬁv*}ry:(1—q)+}>x<‘5 q*}*}ryzlﬂ &
ElqEQQ(O,I].a.data@v*}r'yi?i(éi—ﬁqi);}*té RS
4 F-——-—=-=-=-==-- r==-=---= Rl
Jg € QN (0,1].a.data 5 v * |y (1=9)" %10 %+}*
q F-——————— == 4 rr----- A
a.data |i> U * L77:7(717 jﬁ%)fj * :L(?:i%:‘ij :>choosing q/::%g// :%

If we also carry along U(a.count, Q,,) (which is in the precondition and is
duplicable) then we can show that

Preep(t) * A = ARC, 5(a,v) * ARC, 5(a,v)

This concludes the proof for clone.

3.3.5 Proof of function drop

We provide the proof for drop (taken from [9]). The proof outline for drop
is given in Figure [I12] The only interesting part in the proof outline is the
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fetch-and-add, which we verify now. We have

for some g € (0, 1]. We choose

Peend(t) :=(t =17 }rv (1 - q)*jl*[é:gji : P)

Preep(t) := (t =17 a.data+> v : emp)

It holds that P < Pesend(t) * Preep(t). We still need to prove the CAS triple
in the premise of the fetch-and-add rule. Analogously to the proof for clone
we can show that ¢ = 0 is never read.

Assume t > 1is read. In this case we want to give away all our permission
and extract nothing from the location invariant. We prove the CAS triple in
the premise of the fetch-and-add rule using the CAS—basic rule. We have

o(t) & 3f EQﬂ[O,l].a.datalf—gv*[y: (t—1+f’)_]*[5:(1—f’)_]

We choose T := Q(t) and A := emp. We have Pgnq(t) = P. Furthermore:

EIf’GQﬂ[O,l].a.datafr,i)qv*
Psen t t r--~-T°- - TT-TT T T T T T TS T T T T T a L a
N S e W R NS T

b e e e e e e e m e m - m - E i E

:>choosing f=f"+q Q(t - 1)

which concludes the proof for t > 1 (note that since the fetch-and-add is of
access type rel we can give away the permission to a.data).

Next, assume ¢t = 1 is read. In this case we want to extract all the
permission to a.data from the location invariant and give away all the ghost
permission. We use the CAS—param rule given in Figure [2| to verify the CAS
triple in the premise of the fetch-and-add rule. We have

We choose

T

,,,,, . I |

We have Q(1) = Jz. A(z) = T(z). Note that for all z

i@t rlyiz s a1
gt eid(1—2) =2+ <1



Let z be arbitrary, hence we have

and also (z + ¢ = 1) is pure, so we can use (z +¢q = 1) as ¢(z) in the
CAS—param rule, i.e. we may learn this fact once the CAS operation is
finished.

Furthermore, because the access type of the fetch-and-add is rel the
thread gets

2. VA(EZ)A (z4+q¢=1)
which implies
VA(l—q)
Hence after the fetch-and-add operation the thread is left with
Preep(1) * VA(1 — ¢) & a.data +> v x Va.data =

which after the fence acquire instruction results in the full permission to
a.data. This concludes the proof of the fetch-and-add in the drop function.

4 Extension of Location Invariants

In this section we consider an extension of FSL++ location invariants, which
is targeted towards read-modify-write operations. First, we motivate the ex-
tension by using the main examples introduced in Section |3, we then provide
a formal definition and finally we apply the extension to the main examples.

4.1 Motivation

In all three examples considered in Section [3| the corresponding location in-
variants contain existential quantifiers. The main reason for the existential
quantifiers in all of these examples is that there is a value that cannot, in
general, be expressed precisely in terms of the value stored at the atomic lo-
cation governed by the location invariant. For example, consider the location
invariant for the RWSpin example (Section [3.1):

Qv) := let n = EJ,U} = Isb(v) in

In, eNv>0An <nA(w=1=n,.=0)A

)(w:l ?70: 1-ny-€)

resource(bits *

r-——=-——-=--- l | l ‘T 777777777777777 T‘
s l—wxif:il—n.-exiy:1—(n—mn,)- €
L--mm-— 4 L 4L
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Recall that if the least significant bit (w) is 1 then there is no writer and
otherwise there is a writer. A thread that wants to acquire a reader lock
increments the atomic location by 4 and if the value that was incremented
indicated that there was no writer (w = 0) then the thread has acquired a
reader lock and otherwise not. If the reader lock was not acquired then the
thread decrements the atomic location by 4.

The issue is that by just looking at the value v stored at the atomic loca-
tion, the number of threads that have acquired a reader lock (“real readers”)
cannot be expressed if there is no writer, since there can simultaneously be
threads that have incremented by 4 with a reader lock and threads that have
incremented by 4 without a reader lock (before decrementing by 4).

This is the reason why in the location invariant the number of real readers
is expressed using the existentially quantified variable n,. In the proof for
RWSpin the functions are verified using the idea that n, gives the number
of real readers and it is ensured that for each operation performed n,’s value
stays consistent with this idea. The question is now, given that n, is not
uniquely defined by the value at the atomic location, whether the location
invariant allows for n, to have different meanings.

To answer this question consider the specification for the first operation
needed to acquire a reader lock:

(Isb(x) =07 o
{U(bits, Q)} x := fetch and add,.q(bits,4) ¢ resource(bits) * [ﬁfffj ;
e

This reflects the explanation given above. If right before the increment by
4 there was no writer, then the thread gets some permission to the resource
after the update, hence n, inside the location invariant is incremented by 1,
which is consistent with our idea since the number of real readers increases
by 1.

It turns out that the following specification can also be verified using the
same location invariant

{U(bits, @)} := fetch_and_add.cq(bits,4) {[&Tej}
So the thread does not get any permission to the resource even if there was no
writer when the update occurred. In this case n, did not change and hence
n, does not count the number of real readers. So the location invariant
allows n, to have a different meaning than what was originally intended. Of
course using this second proof, the function to acquire a reader lock cannot
be verified any more, because no permission to resource(bits) is acquired.
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So the location invariant allows for local proofs that do not work in the grand
scheme. This can be seen as a form of non-determinism, in the sense that the
specification and accompanying proof that is used to verify the fetch-and-add
operation is not determined by the specific update.

We observe in this example that we know when n,. should be incremented
by 1 and when it should not be incremented by 1. The problem is that the
existential quantifier does not precisely express this conceptual understand-
ing.

We therefore propose extending the location invariant with a transition
function which defines how such existentials should change after read-modify-
write operations dependent on the values read, written and potentially more.
In the example above this transition function would state that if the atomic
location with value v, where Isb(v) = 0, is updated to v + 4 then n, should
be incremented by 1. If v, where Isb(v) = 1, is updated to a value v + 4 then
n, should not change.

4.2 Formal definition

We generalize the location invariant governing an atomic location a;,. to have
the following type:

G : Values x S — Assertions

where Values is the type of values that can be stored at a;,,. and S is a type
which can be chosen for different location invariants. We call such a location
invariant a generalized location invariant.

Suppose location ag,. is governed by such a generalized location invariant
G. One way to think about the generalized location invariant is that if
location a;,. holds value v then G(v,r) holds for some 7 of type S at a,., i.e.
the location in a sense owns the resources described by G(v,r). We call r the
witness of a;,. with respect to G. This description holds as long as acquire
reads and relaxed reads of this location cannot acquire any resources from
the location invariant (see also the discussion about location invariants in
Section . The value of the witness need not be determined uniquely by
the value of v.

This generalization allows making location invariants in standard FSL++-,
which contain existential quantifiers, more precise. For example, in RWSpin
the original location invariant is of the form Q(v) = 3n,.P(v,n,) where P
has type

P : Values x N — Assertions
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As explained previously, the idea is that n, gives the number of real readers
but the location invariant Q can be used in ways where this is not the case.
P can be utilized as a generalized location invariant for RWSpin, where
we choose the type S to be N. The second argument of P is a possible
witness for the existentially quantified variable n, in Q. The generalized
location invariant makes this witness explicit and this enables specifying how
n, should evolve, as we will see shortly. This makes it possible to force that
n, gives the number of real readers, which is what makes the generalized
location invariant more precise than the original location invariant in this
case.

We now introduce transition functions which allow specifying how the
witness should evolve. Suppose a read-modify-write operation is executed on
the atomic location in RWSpin where the value at the time of the update is
v and the witness is given by n, (i.e. P(v,n,) holds right before the read-
modify-write operation has begun executing and hence the number of real
readers is given by n,). Ideally, the transition function for the generalized
location invariant P should take the value v, the witness n,, the updated
value v as arguments and output the number of real readers n/ once the
read-modify-write operation has finished executing (i.e. P(v',n!) holds after
the operation). This would make the transition deterministic and would
prohibit proofs from giving n, a different meaning other than the number
of real readers after the CAS has finished executing. Hence the proof of
the fetch-and-add operation in Section which ultimately leads to the
method not being verified would not be possible using the correct transition
function. Unfortunately it is not always possible to decide how n, should
evolve by just looking at these three parameters, as we will see later on. It
turns out that one more parameter is needed, namely an assertion describing
the (partial) state of the thread executing the read-modify-write operation.
While this makes it possible to define a proper transition function in all of
our examples, it does not get rid of the non-determinism with respect to the
proof choice in cases where the transition function depends on the state of
the thread, as we will see.

Formally, a transition function tg which extends a generalized location
invariant G is a partial function which must have the following type:

tg : Values x S x Values x Assertions — S

Suppose a;,. is governed by G. Further, assume that a;,. holds the value vg
and the witness of a;,. with respect to G is ry. Then for a read-modify-write
operation that updates the value to v; the assertion G(vq,tg(vo,ro,v1, P))
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x & FV(P)
P s Pkeep * Piend
defined(tg(v,r,v', P))
G(v,r) = A(r)«T(r)
Piena x T(r) = G/ tg(v,r,v', P)) A o(r)
pure(p(r))

Vr.

{U(L,G) * P}z := CASre1 acq(aioc, v, V') { E/l&;; TC\/\P]GEIZJ,*Q?Z égr) e }

Figure 13: CAS rule for location invariants extended with transition functions

must be guaranteed (i.e. the witness of aj,. changes from rg to tg(vo, o, v1, P)).
The parameter P describes part of the state of the thread executing the read-
modify-write operation. This idea is reflected by an adjusted proof rule for
CAS operations given in Figure |13 There may be many possible witnesses
for each value that is read. As a result, in the CAS rule the split into the
part that is extracted from the location invariant and the part that is kept
in the location invariant must be verified for every witness. These two parts
may be chosen separately for each witness. This is one difference to the
CAS—basic rule given in Figure [I] and is an aspect that is similar to the
CAS—param rule given in Figure 2] It must be guaranteed that for every
possible witness the transition function is defined. In the conclusion of the
rule after the CAS has executed it is in general not known what the witness
was, i.e. the exact resources A(r) which are acquired may not be known. In
practice A(r) is either not dependent on r or ¢(r) gives enough information
about r to be able to deduce what the acquired resources are.

There is an issue with the CAS rule in Figure [I3] The transition func-
tion requires the assertion in the precondition of the CAS statement as an
argument. The problem is that a user of the logic may decide which part
of the precondition to plug in due to the frame rule in separation logic. For
example, the following is valid (assuming = does not occur in R):

{A} T = CASrel,acq(aloca v, U/) {B}
{A * R} T = CASreLacq(alom v, Ul) {B * R}

As a result, depending on which parts of the precondition are framed away
the transition function might return a different result. Therefore there still
is non-determinism present in terms of the specification/proof chosen for a
CAS and hence there can still be proofs that work locally but not globally.
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Cases where the transition functions are independent of the precondition are
deterministic, as the situation described in Section [4.1]

We note that this choice that the user of the logic may make, is essential
for the logic to work for the CAS rules presented in Section [2.3.2] since in
those rules all of the resources in the precondition are lost to the location
invariant. But in this new CAS rule there is the choice of retaining part of
the resources in the precondition, so here framing would not be necessary.

Even if framing were never applied for the CAS there is still
non-determinism present due to the nature of the fetch-and-add rule (see
Figure . Recall that in the fetch-and-add rule it must be specified which
resources should be used for the CAS and which resources should be retained.
This case could be avoided by changing the fetch-and-add rule to always use
all the resources for the CAS and hence letting the CAS rule decide which
resources should be retained.

It would be interesting to investigate if it is possible to extend the logic
to ensure that no resources are framed away in such situations. This would
make it possible to always use the full state belonging to a thread executing
the CAS for the transition function, which would lead to a deterministic
situation.

4.3 Extending the location invariant of RWSpin

We define the generalized location invariant of RWSpin to be:

Grwspin(v,ny) == let n = EJ,w = Isb(v) in
v>0An, <nA(w=1=n.=0)A

. =17 c1—n.-
resource(bits)W=1 7 0 1mnre)

r-——--—-=--- il r--=—=-=-=-=-=-=-- l | il
s l—wxif:l—n-exly:1—(n—mn,)- €
Leeemm== 4 L 4L

where n, € N. This is exactly the same as the location invariant given in
Section [3.1.3] except that we have removed the existential quantifier.
We extend this location invariant with the transition function fg,,. ..
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where

n, + 1 ifv =v+44,lsb(v) =
N, if v = v +4,lsb(v) =
n, — 1 zfv—v—élP[;Ar j

tG sy (U, T, U, P) = gr ZZ:OU,U 4:]13 = Y,E‘
n, if v = clearlsb(v), Isb(v) = 1, P £ 17t €
n, + 1 ifv' = clearlsb(v),Isb(v) = 1, P = [’):/::Ej
 undefined  otherwise o

The two cases where v = v + 4 correspond to the cases we discussed when
motivating transition functions.

Note when v = v —4 then the transition function decides on the result by
looking at P. The interesting scenario in this case is when a thread has access
to permission resource(bits)® * B € and | 7 e‘ (i.e. the thread incremented
twice by 4 and has not decremented byfl vet, “once the thread got the real
reader permission resource(bits)® * 6 € and once the thread did not get
real reader permission, i.e. the thread got v T). So now when such a
thread decrements by 4 then it is possible to either give up the real reader
permlss,lon ori7y:e€ i In this transition function we would like to enforce that

Leee

[y :€1is given up in this case to make sure that a thread can remain a real
reader as long as possible.

A similar situation exists for v" = clearlsb(v) and Isb(v) = 1 where the
transition function again decides based on P. In this case the scenario occurs
in RWSpin. The case where the thread does not hold permission to ‘7 e‘
corresponds to the normal writer unlock and the case where the thread holds
permission to ry e‘ corresponds to the writer unlock that is executed when
the function unlock_and lock_ shared 1s executed. There we want that the

‘7 ‘€1 permission is exchanged for 5 6‘ permission i.e. the number of real
|

readers increases by 1
These two cases Which depend on P still contain ambiguities with respect
to the proof chosen as explained in Section [£.2]
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4.4 Extending the location invariant of Barrier
We define the generalized location invariant of Barrier to be:
Gparrier((r,v),w) == (0<r)A(r<v)A(v<n=w=0)A
([(r,v) # (0,n) A (v < n)] ? tok.val 5 _: emp) x

”””” a
!

A g b -

where w € {0,1}. This is exactly the same as the location invariant given in
Section except that we have removed the existential quantifier.

We extend this location invariant with the transition function tg, .
where

(() if (', v) = (r+1,v+1)
andv+1<n

) if (', ") = (r+1,v+1)
andv+1=n

b (r,0), w, (1,0), P) = i, 0) = (r +1,0+1)

v andv+1>n

w if (', 0) = (r=1,0), P10 e

0 if(rv) = (r=1,0), P05 €

\ undefined otherwise

The cases where (r',v") = (r + 1,v 4 1) correspond to the first read-modify-
write operation in the function wait. In the original invariant it is possible
to keep w = 0 in all these cases, even though this does not work out to
verify the whole function. Using the transition function we can resolve this
ambiguity (without inspecting P).

The remaining cases correspond to the second read-modify-write opera-
tion. Using the transition function we try to resolve the ambiguity when a

thread holds [(2 : g] * [/\ : 11 (even though this scenario does not occur in the

original function). As discussed in Section [4.2] this does not entirely resolve
the ambiguity:.

4.5 Extending the location invariant of ARC

We define the generalized location invariant of ARC' to be:

Garclc, f) == if c =0 then 7 : 0" [x10:0"
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where f € QNJ0,1]. This is exactly the same as the location invariant given
in Section [3.3.2] except that we have removed the existential quantifier.
We extend this location invariant with the transition function tg, ., where

(f if d=c+1
d=c—1,d >0 and
+ i
J+a fP):}(S:qu}forsomeq
0 if d=c—1,d =0
| undefined  otherwise

tgARC(C7 f CI,P) =

The case ¢ = ¢+1 corresponds to the clone function. In the original location
invariant given in Section it is possible to change f when incrementing
by 1 which then leads to the postcondition of clone not being verified. This
is possible since one can extract

,,,,, -

from the original location invariant while still making sure that the location
invariant holds for ¢ 4+ 1 (we omit the proof). f € [0, 1] corresponds to the
permission amount to a.data held by the location invariant right before the
update, so we can extract all of it (it is guarded by a modality due to the
rlx access type). Therefore the witness for the existential quantifier after
the update is 0 in this case. If f > 0 then it is not possible to construct two
ARC resources and therefore the postcondition of clone cannot be verified.

Using the generalized location invariant extended with the presented tran-
sition function resolves this ambiguity without inspecting P.

The two cases where ¢ = ¢ — 1 both correspond to the drop function.

4.6 Summary

Generalized location invariants along with transition functions allow for more
expressive location invariants which make certain specification and proof
choices for CAS operations deterministic. This determinism ensures that
always the correct proof is picked (in the respective cases). As a result, gen-
eralized location invariants are helpful for tools such as Viper which automate
the FSL++ CAS rule and where there is no backtracking mechanism which
explores different proofs.

In cases where the transition function depends on the precondition of the
CAS triple there still is non-determinism with respect to the proof choice.
It seems as if being able to talk about all the resources that a thread owns
would be useful in this case. Such a notion does not exist in separation logic
since it does not fit with the notion of framing and breaks modularity.
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5 The EFC permission structure

In this section we introduce a permission structure which combines the
fractional and counting permission structures in a different way than the
SFC permission structure given in Section [2.4]

5.1 Motivation

In the ARC example (see Section [3.3) there is a single atomic location which
counts the number of references that exist to the non-atomic location a.data.
In the proof which we presented (and which was taken from [9]) the ownership
of such a reference was modelled using an ARC resource (which can be defined
in terms of permission to a.data and permission to certain ghost locations).

The clone method conceptually gets an additional reference to a.data
by incrementing the counter at the atomic location, i.e. in the formal spec-
ification an additional ARC resource is generated. The drop method con-
ceptually destroys a reference to a.data by decrementing the counter at the
atomic location, i.e. in the formal specification an ARC resource is given up.
Additionally, if a thread gives up the last available reference to a.data then
it deallocates the memory associated with a.data. Hence in the proof this
thread needs to get hold of the full permission to a.data.

To be able to verify these two methods the proof uses the following loca-
tion invariant for the atomic location (it is given in Section [3.3.2):

where v and ¢ are ghost locations which are governed by the SFC permis-
sion structure introduced in Section [2.4l This location invariant does two
important things:

1. Track the number of ARC resources that are held by the threads

2. Track the total amount of permission to a.data held by the ARC re-
sources

If the value at the atomic location is ¢ then ¢ ARC resources are held by
the threads, the location invariant tries to capture this using the assertion

}ﬁy t(e—1+ f)_j} (recall that a~ is a source permission, i.e. there can only

ever be one such permission and it is used to distribute and collect access
permissions which are of the form b, where a,b € Qx).
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At first glance it might seem unclear why to be able to assert that there
are ¢ ARC resources one must use (¢ — 1+ f)~, since this value is dependent
on f. The main reason is that when ¢ = 1 then one needs this value to be
f~ to then be able to verify that the last thread gets the full permission to
a.data.

1 — f is the total amount of permission to a.data held by those ¢ ARC
resources collectively (where f is the existentially quantified variable in the
location invariant). This is captured inside the location invariant partially
by the assertion a.data EN v, i.e. all the permission that is not in the ¢
ARC resources is held in the location invariant. Also note that the assertion

L
|

e e e - - - o
L A

One question that may arise here is that why one needs |6 : (1 — f)~ |

if one can assert a.data +» v. One reason is again the ¢ = 1 case. The
interplay of (1 — f)~ being associated with § and f~ being associated with ~y
along with the ghost permissions inside the ARC resource is used to deduce
that the last thread gets the full permission to a.data.

This setup using the SFC permission structure is very clever, but we
aim to answer the question if there is a permission structure which allows to
express the above two aspects in a more direct manner.

Suppose there exists a permission structure that like the SFC' permis-
sion structure has two types of permissions: a source permission and an
access permission. There can only be one source permission, which is used
to distribute and collect multiple access permissions. In general the source
permission appears inside the location invariant to summarize what access
permissions have been given away to the threads that have interacted with
the atomic location.

Further assume that in this permission structure an access permission
consists of some number of entities which are associated with a permission
value. The source permission counts how many entities have been given
away as well as the total sum of the permission values that are associated
with these entities. Then we could express the above two aspects using a
single ghost location with the source permission ghost resource (¢,1 — f)~
in the location invariant (if ¢ > 0), where ¢ is the number of entities that
have been given away (i.e. ARC resources in our case) and 1 — f is the total
sum of the permission values associated with these entitieff, A single ARC
resource held by a thread would then be represented by the access permission
(1,q)" where ¢ € Qs and permission a.data + _. Conceptually, the first

8We will see later that one can define the permission structure in a way such that this
ghost location also suffices for the case when the last thread calls drop.
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component of such an access permission states that it only holds one ARC
resource and the second component states the amount of permission it holds
to the memory location a.data. This would lead to a location invariant that
expresses the situation in a more direct manner than the original location
invariant and is hence easier to explain.

Such a permission structure can be seen as a combination of the counting
permission structure and the fractional permission structure. The counting
permission structure has a notion of entities since there is a resource that is
not splittable (11) and the fractional permission structure allows a resource to
always be splittable (as long as some positive permission amount is associated
with it) which is needed if one wants the source permission to be able to give
away entities associated with arbitrary fractional permission amounts. Note
that the source permission in the SFC' permission structure can only count
how much permission was given away and does not have a concept of entities,
hence it is slightly less expressive than the proposed concept.

Next, we show that such a permission structure exists. In a later section
we will then reprove the ARC example using this permission structure. Addi-
tionally we will see that there are also location invariants for the RWSpin and
Barrier examples using this permission structure which use fewer ghost lo-
cations than in the proofs presented in Section

5.2 Formalization of the FFC permission structure

In this section we formally define the permission structure proposed in the
previous section. We call the permission structure the entity fractional-
counting permission structure and we will refer to it as the EFC permission
structure.

The EFC permission structurd”|is given by the following algebraic struc-
ture

((N>0 X Q>0 X {_7 +}) U {(a7 O)+7 (CL, O)i‘a S N}a @7 (07 O)Jr: (07 0)7)
where the partial binary operation @ is defined as

ifa—c>0 and

(a—cb—d)- b—d>0 and
(c,d)t @ (a,b)” :=(a,b)” @ (¢, d)" := ’ a—c=0=
( b—d=0 )
undefined otherwise

(a,0)" @ (¢, d)" = (a+c,b+d)
(a,b)” @ (¢,d)” := undefined

9We write (a,b,+) as (a,b)* and (a,b,—) as (a,b)".
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Claim: The above algebraic structure is a permission structure.

Proof. Define S := (N5g X Qso X {—,+})U{(a,0)", (a,0)"|a € N} to be the
set of elements in the algebraic structure.

We first show that (S, @) forms a partial commutative monoid with neu-
tral element (0,0)" (see Appendix |Al for the definition of a partial commu-
tative monoid). For elements (a,b)™ € S and (a,b)” € S where a,b are
arbitrary it holds that

(a,b)" @ (0,0)" = (a+0,b+0)" = (a,b)t = (0+a,0+b)" =(0,00" ® (a,b)"
(a,b)” ® (0,0)" = (a—0,b—0)" = (a,b)” = (0,0)" @& (a,b)”

hence (0,0)% is a neutral element.

Commutativity follows more or less directly from the definition of & and
the commutativity of +.

For associativity we need to show (z ®y) ® z = x @ (y @ z) for arbitrary
x,y,z € S. We call an element in the structure positive if it is of the form
(a,b)* and negative if it is of the form (a,b)”. If x,y, z are all positive then
both sides are defined and they evaluate to the same value. If at least two of
x,y, z are negative then both sides are undefined. Suppose just one of z,y, z
is negative. We need to consider three cases. In the following we assume that
a,b,c,d, e, f are arbitrary and that (a,b)™, (a,b)”, (¢,d)™, (¢,d)~, (e, /)T, (e, f)~
are elements in S.

Assume y is negative. We need to show

(a,0)" @ (c.d)) @ (e, /)" = (a,0)" @ ((e,;d)” @ (e, f)7)

We first show that that the left hand side is defined iff the right hand side is
defined.

Assume ((a,b)" @ (¢,d)”) @ (e, )T is defined. Hence ¢ —a —e > 0,
d—b—f>0andc—a—e=0=d—b— f =0 holds. Therefore c —e > 0,
d — f > 0. Furthermore, if ¢ — e = 0 then a = 0 (since ¢ — a — e > 0) then
b =0 (since (0,2)* € S iff x = 0) and hence d — f = 0 (since c —a — e =
0=d—b— f=0). We conclude that (¢,d)” @ (e, f)" is defined. Therefore
(a,b)T @ ((¢,d)” @ (e, f)1) is defined (follows directly from the definedness
of the left hand side).

Next, assume (a,b)™ @ ((¢,d)” @ (e, f)1) is defined. Hence ¢ —a —e > 0,
d—b—f>0andc—a—e =0= d—b— f = 0 holds. Therefore
c—a>0,d—>b2>0. Furthermore, if ¢ — a = 0 then e = 0, hence f =0 and
therefore d — b = 0. We conclude that (a,b)™ @ (c,d)~ is defined. Therefore
((a,b)T & (¢,d)”) & (e, f) is defined (follows directly from the definedness
of the right hand side).

68



If both sides are defined then they evaluate to the same value, which is
given by (c—a—e,d—b— f)".
Next, assume x is negative. We need to show

((a,0)” @ (c.d)) @ (e, /)" = (a,0)” @ ((c,d)” @ (e, f)7)

If both sides are defined then they evaluate to the same value, which is
given by (a —c—e,b—d — f)~. We show that the left hand side is defined
iff the right hand side is defined.

Suppose ((a,b)” @ (¢,d)") @ (e, f)* is defined. Hence a — ¢ —e > 0,
b—d—f>0anda—c—e=0=b—d— f=0. This directly shows that
(a,b)” & ((c, )t ® ( , f)T) is defined.

Suppose (a,b)” @ ((¢,d)T @ (e, f)7) is defined. Hence a — ¢ —e > 0,
b—d—f>0anda—c—e=0=0b—d— f=0. Therefore a —c > 0
and b — f > 0. Furthermore, if @ — ¢ = 0 then e = 0, hence a — c — e =
0 and therefore b — d — f = 0. Also since e = 0 we conclude f = 0,
therefore b — d = 0. We conclude that (a,b)” @ (¢,d)" is defined and hence
((a,b)” ® (¢, d)™) & (e, f) is defined (follows directly from the definedness
of the right hand side).

Next, assume z is negative. We need to show

(a,0)" @ (c.d)) @ (e, /)" = (a,0)" @ ((e,d)” @ (e, f)7)

using the commutativity property, this is equivalent to showing

(e,./)" @ ((e.d)” @ (a,0)") = ((e, /)" @ (¢, d)") @ (a,b)"

but we showed this already in the case when x is negative. Hence associativity
holds in all cases.

We have shown that (S,®) forms a partial commutative monoid with
neutral element (0,0)%.

Next we show that (0,0)” is a maximal element with respect to S and
neutral element (0,0)". We have for (a,b)™ € S where a, b are arbitrary and
(a,b)™ # (0,0)" that

||2

(0,0)” @ (a,b)" = (0 —a,0 —b)" =450 or p>0 undefined

Furthermore, (0,0)” & (¢,d)” = undefined holds for arbitrary (¢,d)~ € S.
Hence (0,0)” is a maximal element with respect to S. This concludes the
proof. O
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5.3 Understanding the EFC permission structure

We relate the formal definition of the FFC' permission structure to the mo-
tivation. A source permission in the permission structure is given by (¢, s)™.
c is the number of entities that have been given away (the entity count) and
s is the sum of the permission amounts associated with these entities (the
entity permission sum), where ¢ € N and s € Q>¢. There can only be one
source permission (like in the counting and SFC permission structures).

Furthermore, we have that if ¢ = 0 then s = 0. The motivation for this
is that if no entities have been given away then the entity permission sum
must be 0. We do not have that if s = 0 then ¢ = 0 even though this would
also be a possibility. The reason we do not enforce this condition is that it
turns out to be useful to be able to give away entities that are associated
with a permission amount of 0 (see the next section to see where this helps).
Hence this means that it is possible for the entity permission sum to be 0
even though entities have been given away.

We call (n,p)t € S an access permission; there can be multiple access
permissions. n denotes the number of entities that are held in this access
permission and p denotes the total permission associated with these n enti-
ties. Here again n € N and p € Q>¢. We also have that n =0 = p =0, so
only zero permission amount can be associated with 0 entities (otherwise we
cannot guarantee the source permission property that if ¢ = 0 then s = 0).

The full permission is given by (0,0)”, i.e. a source permission, where no
entities have been given away. The empty permission is given by (0,0)7) i.e.
an access permission, where no entity is contained.

6 Using the FFC permission structure

In this section we prove the examples which were already proved in Section
using different location invariants. In particular, all the location invariants
in this section make use of the EFC permission structure introduced in Sec-
tion [5 Due to the expressiveness of this permission structure it is possible
to use fewer ghost locations in the location invariants without making the
reasoning about the proofs harder.

6.1 Folly reader-writer spinlock

RWSpin was introduced and proved in Section [3.1] In this section we give a
different proof using the FFC permission structure.

70



6.1.1 Location invariant

The location invariant using the FFC' permission structure for the integer
atomic location bits is given by:

QFFC(y) := let n = {%J,w = Isb(v) in

dseQN0,1).v>0A(w=1=s=0)A
w=170:1-s)

resource(bits)( *
a1 —wixA:(n,s)"|

where « is a ghost location governed by the fractional permission structure
and A is a ghost location governed by the FFC permission structure.

The idea of the location invariant is that the existentially quantified vari-
able s expresses the amount of permission that was given away to real readers,
hence it must be less than 1 (otherwise at some point no more real readers
can be supported). If there is a writer in the system then s must be 0 (since
there cannot be any real readers if there is a writer).

A is used to track the real and fake readers. Each real and fake reader
gets one \ entity, hence the entity count of X is given by n. Furthermore, in
the proof we make sure that the permission associated with the entity given
to a fake reader is given by 0 and the permission associated with the entity
given to a real reader is some positive value (not necessarily €). Hence the
entity sum of \ is given by the sum of permissions held by real readers which
is equal to s. This example illustrates why allowing entities to be associated
with permission value 0 is useful.

Note that in the original location invariant given in Section [3.1.3] we
needed two ghost locations to track the real and fake readers; here we only
need one. Also here we allow readers to potentially have different permission
amounts to the resource and not just € permission. We could adjust the
location invariant to only allow for ¢ permission amounts to the resource.
This choice is not significant since if we enforced e permission amounts then
there would still be an existentially quantified variable (for the number of
real readers) and the proof would be analogous.

The o ghost location has the same meaning as in the original location
invariant. It is needed to ensure that if a thread has a writer lock then it
must hold that Isb(v) = 1 where v is the value at the atomic location.

6.1.2 Specification

The specification of the functions is very similar to the specification in Sec-
tion It mainly differs in the fact that it suffices for a reader to have
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arbitrary, positive permission amount to the resource. The specification is
given by:

{U(bits, Q)}bool try lock shared){y.(y ? R¥*“(bits) : emp)}
U(bits, Q) *
REFC(bits)

{U(bits, Q)}bool try lockO{y.(y ? W bits) : U(bits, Q))}

U(bits, Q) *
WEFC(bits) *

o
etRead ? i (getRead
(g . void unlock(bool getRead) { REFC(bits) : emp)

}void unlock_shared() {emp}

}void unlock and lock shared () { R{"“(bits)}

WEFC(bits) = resource(bits)! x 1o : 1!

RPFC(bits) = 3¢ € (0,1]. resource(bits)? x by (1, q)*jl

We make the same assumptions in the proofs regarding U(bits, Q%F¢) and
reading negative values as in Section [3.1.4]
6.1.3 Proof of function try_lock shared

The proof outline is given in Figure [14}
First RMW. We first prove the first fetch-and-add operation. We need

to show
(Isb(v0) =07
. . REFC(bits) :
{U(bits, Q)} v0 := fetch_and addacq(bits,4) U(bits, Q) *
A (1,007
using the fetch-and-add rule. We have P = emp and hence we choose

Peend(t) := Preep(t) := emp. We verify the CAS triple in the premise of
the fetch-and-add rule for every possible value ¢ that could be read using the
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{U(bits, Q%°)}
v0 := fetch_and addacq(bits,4) //first RMW

{Isb(v0) =0 7 RE(bits) : U(bits, Q%)+ A (1,0)% 1}
if (Isb(v0) == 1) {

vl := fetch and add,e (bits,—4) //second RMW

{emp}

res := false
} else {

{RE}

res := true

}
{(res 7 Rx(bits) : emp)}
return res

Figure 14: Proof outline for the try_lock_shared function with respect to the new
location invariant

CAS—basic rule. Suppose Isb(t) = 0. We then have

QFFC(t) olet n = {%J in

3s € QN[0,1).t > 0 A resource(bits)' ™ x

Choose

Furthermore, we have T' = Q(t+4). Since A < RFFY and the fetch-and-add
operation has access type acq, the case Isb(t) = 0 has been proved. Next,
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suppose Isb(¢) = 1. In this case we have
t r--——=-71 I~
QFFO(1) et n = LIJ int>0A1a:0*A:(n0)" |

We choose

It holds that QFFC(t) = A% T and T = QFFY(t + 4). Furthermore, since A
is exactly the permission we need to receive in this case and it only contains
ghost permissions, the case Isb(t) = 1 has been proved (we still need to
retain U(bits, QFFC), but we can get hold of this analogously to the proof

in Section [3.1.5)).

Second RMW. For the second fetch-and-add operation we need to show

{U(bits, QEFOY TN (1, bﬁ} v1 := fetch_and add,e (bits, —4) {emp}

L 77777777 -

Clearly P < Preep(t) * Psend(t). We verify the CAS triple for the possible
values that could be read in the premise of the fetch-and-add rule. Let t be
the value that is read.

First, we show that ¢ < 4 is not possible by Verlfylng the CAS trlple using

the CAS— 1 rule. If t < 4 we have QFFC(t) = )\ (0,0)~ >x<true (note we

use here that (0,z)” is only an element of the EFC permission structure if
x = 0). Hence Peena(t) * QFFY = false since (0,0)~ @ (1,0)* is undefined.
Therefore we can show the CAS triple using the CAS—_L rule.

Next, assume ¢ > 4. In this case we prove the CAS triple using the
CAS—basic rule. Choose

T -— QEFC(t)
A:=emp
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We have
t
Pesend(t) * T =let n = L—lJ ,w = lIsb(v) in

Is€QN[0,1).(t—4) > 0A(w=1=s=0)A

resource(bits)@=t 70 179)
T wix A (- 1s)
="t —4)

Since we only transfer ghost permission, this concludes the proof. Note that

the proof would also work for access type rlx instead of rel as already
observed in Section B.1.7

6.1.4 Proof of function unlock_shared
We need to show

{U(bits, Q) * RFFC(bits)}a := fetch_and_add,.; (bits, 4){emp}

some ¢ € (0,1]. We choose

Psend(t) = P
Preep(t) :==emp

We verify the CAS triple in the premise of the fetch-and-add rule for every
value ¢ that could be read.

if (0,2)~ is in the EFC permission structure then x = 0). Hence Peenq(t) *
QFFC(t) = false since (0,0)~ @ (1,¢q) is undefined for any q. Hence we can
use the CAS—_L rule to verify the CAS triple which shows that ¢ < 4 cannot
be read.

where n = | L], Peena(t) x QFFC(t) = false since (n,0)” @ (1,¢)" is undefined
for ¢ > 0 and n > 1 (n > 1 follows from ¢ > 4). Hence we can use the
CAS—_L rule to verify the CAS triple which shows that Isb(¢) = 1 cannot be
read.

Next, assume ¢ > 4 and Isb(t) = 0. We have

QFFO(t) et n = EJ in
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We choose

T := QEFC(t)
A:=emp

We have

t
Paend(t) * T =let n = L—lJ in

35 € QN0,1).t —4 > 0A resource(bits)! == «

be undefined) and s — ¢ < 1 (since s < 1). Because the fetch-and-add has
access type rel this concludes the proof.

6.1.5 Proof of function try_lock

We show the proof for the function try_lock. We need to show

v=07
{U(bits, Q") } v := CAS;e1 acq(bits,0, 1) resource(bits)' * a1
U(bits, Q)

We use the CAS—basic rule. We have P = emp, hence Peend(t) := Preep(t) :=
emp. It holds that

where we used that (0,2)” is in the EFC permission structure iff z = 0.
Choose

We have T' = QFFC(1). Furthermore, since A < WEFC and the CAS has
access type rel_acq, this concludes the proof. Actually it suffices to have

access type acq since no permission is given up by the thread as was also
observed in Section B.1.7
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6.1.6 Proof of function unlock

We adjust the fetch-and-add rule as in Section to be able to verify the

fetch and and,.;(bits, ~1) operation.
Case 1: getRead does not hold. We need to show

{ WEFC(bits) } fetch_and_and,e (bits,~1){ emp }

The proof is completely analogous to the proof in Section [3.1.8] so we do not
show it.
Case 2: getRead holds. We need to show

Preep(t) := resource(bit s)%

We show the CAS triple in the premise of the fetch-and-add rule for all values
that could be read using the CAS—basic rule. Let t be the value that is read.

Suppose Isb(t) = 0. In this case Q¢ = o : 11 true and hence P *

QFFC — false. Therefore the CAS triple can be shown using the CAS— L rule
which means such a value cannot be read.

QFFC = false. Therefore the CAS triple can be shown using the CAS—_L rule
which means such a value cannot be read.
Finally, suppose Isb(t) = 1 and ¢ > 4. In this case we have

t r--——=-a1 I~
QFFO(1) et n = LIJ int>0A1a:0*A:(n0)" |

Choose
T et n — H in ¢ > 00 a0 A (14 1,3)
adaiy]

We have

Peend(t) x* T =let n = L%J in

= QP (clearlsh(t))
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Since the fetch-and-add is of access type rel, we can release resources into
the location invariant without any modalities and A only consists of ghost
state, so we are fine. Furthermore, it holds that

Preep(t) ¥ A = RIFC

which concludes the proof.

6.1.7 Proof of function unlock_and lock_shared

The proof for unlock_and lock_shared consists of essentially the proof of the
first fetch-and-add operation in try_lock_shared where there is a writer, i.e.

tion of unlock.

6.2 Folly barrier

Barrier was introduced and proved in Section [3.2] In this Section we give a
different proof using the FFC permission structure.

6.2.1 Specification
We verify the same specification as in Section for the function wait.

6.2.2 Location invariant

The location invariant using the EFC permission structure for the atomic
location VRC is given by:

([(r,v) # (0,n) A (v < n)]| ? tok.val = emp)

which is similar to the location invariant given in Section [3.2.8 7 is a ghost
location governed by the FFC permission structure.

The idea of the location invariant is as follows. The ghost location 7
tracks all the threads that enter wait (note: here we only need one ghost
location to do this compared to two ghost locations in the location invariant
given by Section [3.2.8). For each thread that has entered and has not yet
left wait one entity of 7 is given, hence the entity count is given by r. In
general the permission amount associated with such an entity is 0. But the
nth thread that enters wait gets an entity with permission value 1 along
with the token after executing the first fetch-and-add operation. Hence the
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entity sum is always either 0 or 1 and is given by the existentially quantified
variable s. Right after the nth thread has executed the first fetch-and-add
operation the entity sum s is 1. This is another example where associating
zero permission value with an entity is useful. As explained in Section
if [(r,v) # (0,n) A (v < n)] does not hold then the barrier has finished its
task and the token need not be tracked any more.

6.2.3 Proof outline
The proof outline for wait with respect to Q®F¢ is given by Figure [15]

6.2.4 Proof of first RMW
We give the proof for the first fetch-and-add operation. We have to show

{U(Vre,Q)}
(r1,v1) := fetch_and_add,.q(VRC, (1,1))

using the fetch-and-add rule. We have P = emp, hence Peend(t) := Peep(t) :=
emp. We show the CAS triple in the fetch-and-add rule for every value that
could be read using the CAS—basic rule. Let (r,v) be the value read (we
assume that r,v > 0 since negative values cannot be read anyway, as can be
seen directly from the invariant).

Case v+ 1 < n. We have

Choose

It holds that QFFC(r v) & A% T and T = QFFY(r + 1,v +1). Furthermore,
since A only consists of ghost state and is exactly the permission that is
needed, we have shown this case.

Case v + 1 = n. We have
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{U(VRC, Q)}
//we omit U(VRC,Q) in the following,
//it can be duplicated hence it is available at each step

(r1,v1) := fetch_and_addacq(VRC,(1,1)) //first RMW
vp+l=n 7 tok.valé,*\rn: (1,1)+1\
Lif-””’-liﬁ r--- T T T 7 a
<v1+1<n?w77:(1,0)+w : wn:(l,O)"’w*true)
if (vy+1 == n) {

(vl +1<n? wﬁn : (1,0)*7 : r?%?ili,ioi)‘ﬁ*true)
(re,vs) := fetch_and addrei acq(VRC,(—1,0)) //second RMW
{((7"2,’1]2) =(1,n) ? tok.wal ¥ _ : true)}

if ((rg,v2) == (1,n)) {
{tok.valé,}

//deallocate promises
{true}
}

{true}

Figure 15: Proof outline for wait in Barrier using the location invariant with the
EFC permission structure.
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Choose

It holds that QFF¢(r,v) & A+ T and

35 €{0,1}.0<r+1Ar+1<v+1A
T :>choosing s:=1 ( ———————————

= QFFC(r +1,v+1)

where we used that [(r + 1,0 + 1) # (0,n) A (v+ 1 < n)] holds. Since
additionally the fetch-and-add has access type acq , we need not worry about
modalities for the permission extracted from the invariant. This concludes
the case v + 1 =n.

Case v+ 1 > n. We have

Choose

It holds that QFFC(r,v) = AxT. Note that true absorbs the permission that
is potentially guarded by the condition [(r,v) # (0,n) A (v < n)]. Further-
more, since v + 1 > n the condition [(r + 1,v + 1) # (0,n) A (v + 1 < n)]
does not hold, therefore we conclude that T' = QFFC(r +1,v+ 1). Since the
fetch-and-add has access type acq we need not worry about any modalities
for the permission extracted from the location invariant. This concludes the
case v + 1 > n.

6.2.5 Proof of second RMW

We give the proof for the second fetch-and-add operation. We have to show

U QEFC rv)xy{ s, Fmmm---= Rl F== ----- hl

( (r,v)) (v1+1<n?}77:(1,0)+} : }n:(l,O)ﬂ*true)
(ro,v2) := fetch_and_addyer acq(VRC, (—1,0))

{((rg,vg) = (1,n) ? tok.val — _: true)}
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using the fetch-and-add rule. We have

PE r-- == Lfifﬂ***F::*J*;*** >

Instead of writing down Peend(7, v) and Pyeep(7, v) for general (r, v) we will give
the definitions in the different (disjoint) subcases for the sake of presentation.
We make a case distinction on the value (r,v) that is read to verify the CAS
triple in the premise of the fetch-and-add rule.

Case 1: r = 0. We show that (0,v) cannot be read by verifying the CAS
triple using the CAS—_L rule. In this case define

Psend(O,v) = P
Preep(0,v) :=emp

Hence

where we used that (0,2)~ is an element in the EFC permission structure iff
x = 0. We conclude that

Psend (07 U) * QEFC(O, U) = false

where we use that (0,0)” @ (1,z)" is undefined for any x. Therefore we can
use the CAS—_1 rule to verify the CAS triple. This concludes this case.

Case 2: (r,v) = (1,n). In this case we show the CAS triple using the
CAS—param rule. Define in this case

Psend(l,n) = Lf*f*?ii ****** hl ) r**‘ ****** 1)
[ v +1=n7?tok.val = _ :

1 =
Pkeep( 7n) (Ul +1<n? emp : true) :|

It holds that P < Pesend(1, 1) * Preep(1,n). We have
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Choose

It holds that QFFC(1,n) = 32. A(z) * T(z). We show
V2. (Peena(1,1) * T(2) = QFFC(0,n) A p(2))
where ¢(z) must be pure. We choose
pz)=(nn+1l=n?z2z=1:2=0)

Clearly the chosen ¢(z) is pure for every z.
Let z be arbitrary. We make a case distinction on vy. If v1 +1 = n we
have

Hence

Psend(lan) * T(Z) = Ln : (17 1)+i*:77 : (17 1)7 ‘

(z=0)Aln: (L,1)*xin:(1,0)7)

:>(z —=175:(0,0)!: false)

n: (0,07 1A (2 =1)

QEFO(()’ n) Ag(z)

where we used that (1,1)" @ (1,0) is undefined.
If v1 + 1 # n we have

Hence

n: (0,0 [A (2= 0)

ﬁQEFC(U, n) A o(2)
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where we used that (1,0)" @ (1,1)” is undefined. So we have shown
Paend(1,1) * T(2) = QFFC(0,n) A ¢(2)
for arbitrary z. We still need to prove that
Preep(1,n) * I2. A(2) A p(2) = tok.val = _

If v; +1 = n then we have ¢(z) = (z = 1), therefore 3z. A(2) A ¢(z) = emp
and Preep(1,n) < tok.val — _. We conclude that in the case v; + 1 = n the
statement holds.

If v1 +1 < n then we have p(z) = (2 = 0), therefore 3z. A(z) A p(2) =
tok.val ¥ _ and Pieep(1,n) < emp. We conclude that in the case v; +1 < n
the statement holds.

If v +1 > n then we have p(z) = (2 = 0), therefore 3z. A(z) A p(2) =
tok.val ¥ _ and Preep(1,n) < true. So in this case we can show Preep(1,7) *
32. A(2) A @(2) = tok.val =+ _* true. As can be seen from the proof for the

first fetch-and-add, the true potentially absorbed tok.val — _ and nothing
else. Hence we can show that true can be replaced by emp (using a more
precise specification for the first fetch-and-add). Therefore the statement
also holds in the case v; +1 > n.

Case 3: 7 > 0,v < n and (r,v) # (1,n). In this case we show the
CAS triple using the CAS—basic rule. In the proof we use that [(r,v) #
(0,n) A (v <n)] and [(r — 1,v) # (0,n) A (v < n)| both hold.

We define in this case

Preep(r,v) == (v1 +1 <n 7 emp : true)
It holds that P < Peend (T, V) * Preep(r, v). We have
QFFCr v) &35 € {0,1}.0<rAr<vA(v<n=s=0)A
Choose
T .= QFFC(r,0)
A:=emp

EFC
:>choosing s:=0 Q (T - 17 U)
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where we used that the existentially quantified variable s in 7" must be 1 in
this case otherwise Pyeng(r,v) * T' = false.

This concludes the proof for case 3.
Case 4: r > 0,v > n. In this case define

Paa(r,0) 1= (00 L= T : (L 1) e (1,0)7)

Preep(1,0) := (v1 +1=n 7 tokwal = _: (v; +1 <n ? emp : true))

it holds that P < Psend (7, v) * Preep(r, v). We have

Choose

T := QF%r,v)
A:=emp

EFC
:>choosing s:=0 Q (7” - 17 U)

where we used that the existentially quantified variable s in 7" must be 1
otherwise Pyeng(r,v) * T = false.

=QFC(r —1,v)

This concludes the proof for case 4.

6.3 Rust atomic reference counter

ARC was introduced and proved in Section [3.3] In this section we give a
different proof using the FFC permission structure.
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6.3.1 Location invariant

The location invariant using the EFC' permission structure for the atomic
location a.count is given by:

QﬁfC(C) ‘— if ¢ =0 then FW : (070)_?

where w is a ghost location governed by the EFC permission structure. The
idea of the location invariant is that if ¢ > 0 then there are ¢ ARC resources
held by threads which in total account for 1 — f permission to a.data (f is
an existentially quantified variable). Furthermore, the remaining permission
to a.data is in the location invariant.

By using the EFC permission structure we can express this simply by

invariant in Section We reduced the number of ghost locations from
two to one. While the ghost location we use has more components, it makes
it easier to express the complete situation. In particular, we do not need any
correlations between ghost locations as is the case for the location invariant

in Section B.3.2]

6.3.2 Specification

We prove the same specification as in Section except that we define the
ARC resource using ARCHC(q, v):

ARCEFC(q. 4) = U(a.count, Q75 )

We only need one ghost location here that consists of one entity with the
same permission amount as is held to a.data.

6.3.3 Proof of function new

The proof outline for the function new is given in Figure [I6] In the proof
we use that ghost state can be introduced at any time, hence we introduce

,,,,,,,, E

towards modaliLties and that
emp < Aemp

emp < a.data v
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ref new(v) {
{emp}
a = alloc();

{RI\/IWAcq(a. count, Q77) * Rel(a. count, Q27) * a.data N \rui)ii((i,i()ﬁ):j‘}

A a

[a.data]p, = v;

{RMWAcq(a. count, Q) * Rel(a. count, QF7) x a.data Fy vk wﬁui)izi((a,ioi): !
RMWAcq(a. count, Q57) * Rel(a. count, QFFF) * I
a.data > v * a.data > v * wrc;i 7(i,717):1w * wrwizi(i,ili);jw }

RMWACcq(a. count, QZF) « Rief(éiéc;tir{tj Q%ﬁgj I
{ a.data > v * Luiji ii,ili);j* A (a.data > v x Lc;zi 7(i,717):j> }

{ARCE (a,v)}

return a;

Figure 16: Proof outline for function new with respect to the new location invariant

which is needed to be able to perform the relaxed write where we also use
that

Q.. (1)
Finally, we use that

6.3.4 Proof of function clone
We need to show

EFC
{ARCEFC(ajy)}x := fetch_and add,ix(a.count, 1) { ARC; " (a,v) * }

ARCEFC (g, v)

using the fetch-and-add rule. We have
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and we choose

Paend(t) :=(t =07 P : emp)
Pkeep(t) = (t =07 emp : P)

Clearly it holds that P < Peend(t) * Preep(t) for every t. We need to verify the
CAS triple in the premise of the fetch-and-add rule for every possible value ¢
that can be read. First, we show that t = 0 cannot be read by verifying the
CAS triple using the CAS—_L rule.

Suppose t = 0. We have

Peend(0) & 3 € QN (0,1]. a.data > v o (1,q)+j}

hence Peena(0) * QF5C(0) = false because (0,0)” & (1,¢)" is undefined since
0 — 1 < 0. Therefore we can use the CAS—_L rule to conclude that ¢t = 0
cannot be read.

Next, suppose t > 0. We have

Peend(0) < emp
QFFC(t) & 3f € QN [0,1].a.datard vxiw: (£,1— f)~|

and it holds that QFL°(t) = A % T. Furthermore, it holds that T =
QUFC(t +1). This concludes the proof of the CAS triple (where we used
the CAS—basic rule). It remains to be shown that Pyeep(t) * A is enough to
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satisfy the postcondition of clone. We have

Preep(t) * A= Jq € QN (0,1].a.data > v *}rw : (Lq)ﬂ*}w : (1,0)*71
& dgeQn(0,1].a.data > v * (&7:7(727, 7(17);1}
4 | hl
& 3geQn(0,1].a.data > v*lw: (1, 1) T«

= choosing =1 ¢7:=1 3¢ € QN (0,1]. a.data F Uk w (1, q’)i} *

If we also carry along U(a. count, Qﬁic) (which is in the precondition and is
duplicable) then we can show that

Preep(t) ¥ A = ARCHC(q, v) x ARCE(a,v)

Since only ghost state is transferred we need not worry about any modalities.
This concludes the proof.

This proof shows one good use of allowing elements of the form (z,0)* for
some z in the EFC permission structure. If we did not allow such elements
where we associate 0 permission amount with a positive number of entities

6.3.5 Proof of function drop

The proof outline for drop with respect to location invariant QX1 is the same
as the proof outline given with respect to the location invariant without the
FEFC permission structure given in Figure [12] except that the adjusted ARC
predicate ARCfF C(a, v) is used. The proof of the fetch-and-add operation is
different and we show it now. We have

Peena(t) = (t=17{w: (1,¢)* : P)

Preep(t) := (t =17 a.data+> v : emp)
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It holds that P < Peend(t) * Preep(t) for all t. We need to prove the CAS
triple in the premise of the fetch-and-add rule for every possible value ¢ that
could be read.

We can show that ¢t = 0 cannot be read by verifying the CAS triple using
the CAS—_L rule analogously to the proof for the clone function.

Suppose t > 1. We prove the CAS triple using the CAS—basic rule. We
have

Psend (t) s P
Phreep(t) < emp

We choose

T:= Q1)
A:=emp

It holds that

:>choosing f:i=f"+q Qf:fc(t - 1)

and since the fetch-and-add has access type rel this proves the CAS triple.
Furthermore, since in this case the thread needs to end up with emp, this
case is proved.

Next, suppose t = 1. In this case we want the thread to end up with the
full permission to a.data. We prove the CAS triple using the CAS—param rule.
We have

Choose

A(z) :=a.datar> v
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It holds that QFF°(1) = 3z. A(z) * T(2). Let z be arbitrary. We have that

wwq1—@+q»ﬂA@+q:1)

= QﬁfC(O) ANz+qg=1)

where we used that (ag,by)” @ (ag,b1)" is defined iff by — by = 0 (i.e. in
our case by = 1 — 2, by = qgand by — by = 1 — (2 + ¢q)). This is essentially
the property that if the entity count is 0 then the entity sum must be 0 (as
argued in Section [5| the converse does not hold in general).

Since additionally z+ ¢ = 1 is pure for every z we can instantiate ¢(z) in
the CAS—param rule with z+¢ = 1. Because only ghost state is given to the
location invariant we need not worry about modalities for those resources, but
since the access type of the fetch-and-add is rel we must take modalities into
account when extracting permission to a.data from the location invariant.
The thread gets

2. VAEZ)A (z4+q¢=1)
which implies
VA —q)
hence after the fetch-and-add operation the thread is left with
Preep(1) ¥ VA(1 — q) < a.data v v * Va.data i v

which after the fence acquire instruction results in the full permission to
a.data. This concludes the proof of the fetch-and-add in the drop function.

6.4 An alternative expression of the FFC permission
structure

Another way to express location invariants involving the EFC permission
structure for some ghost location v would be to introduce global predicates
count(y) and sum(vy), where count(~y) gives the number of entities to  that
have been given away and sum(y) gives the sum of the permission values as-
sociated with those entities. One could then introduce proof rules to the logic
to be able to directly work with these predicates. Of course one would have
to make sure that the global predicates cannot be held by multiple threads
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(similar to the source permission) and that they always remain consistent.
This would make the source permission (¢, s)~ (where ¢, s € Qx¢) obsolete.

For example, the presented location invariant using the EFC permission
structure for ARC' is given by

Using the global predicates this could be replaced by

Qﬁfo(c) :=if ¢ = 0 then count(w) = 0 % sum(w) =0

1—sum(w)

else count(w) = c* a.data

One difference is that there is no need for an existentially quantified variable
for the permission value associated with the sum of the entities given away,
since we can express it using the sum predicate. These two location invariants
express the same thing. The predicate version explains more directly what
is going on. Re-expressing the KFC permission structure using the sum and
count might enable thinking of an intuitive way for tweaking the permission
structure such that the proofs can be made even more direct.

7 Conclusion and future work

In this section we conclude about what was achieved and sketch areas where
the work could be continued.

7.1 Conclusion

We provided the first recorded proofs of correctness for simplified versions
of the Folly reader-writer spinlock and the Folly barrier examples. In the
presented proofs we noticed that the utilized location invariants are not as
precise as we would like them to be. As a result, we introduced general-
1zed location tnvariants along with transition functions which allow for more
expressive location invariants. While this extension solved certain issues,
there are still issues that remain in cases where the transition functions may
depend on the state of the thread executing the CAS operation.

In [0 a FSL++ proof for the Rust ARC example is provided which
uses a known permission structure for the ghost locations. We presented a
slightly modified permission structure, the entity fractional counting permis-
siton structure, which can be used to express a more direct location invariant

92



for the Rust ARC example. It also enabled the reduction of the number of
ghost locations for the other examples.

7.2 Future work

There is no soundness proof for the CAS rule using the generalized location
invariants and transition functions presented in Section [4] Finalizing this
area is important to be able to use this logic extension reliably in proofs.

As discussed, the transition functions in their current form do not get
rid of all of the issues. One reason is that assertions can be framed away in
separation logic. To have a more complete solution it seems useful to be able
to talk about the complete set of resources held by the thread executing a
read-modify-write operation. It would be interesting to investigate if such a
notion is even possible without losing many of the advantages, such as mod-
ularity, inherent in separation logic. Alternatively, one could try to develop
other extensions which deal with the presented issues in a more complete
manner.

The EFC permission structure provides a nice way to express location
invariants for the considered examples. Our proofs seem to justify that sup-
porting this structure in a tool which encodes FSL++, such as Viper [11],
would be useful. One challenge with encoding the EFC permission structure
is automation. If one uses a location invariant with a ghost location governed
by the EFC permission structure, then for a CAS one needs to figure out
which entities must be transferred. It would be nice if a user of the encod-
ing would have to only provide very few additional annotations to make this
work.

While the FFC permission structure gives advantages, there may be a
similar but different permission structure which simplifies the proofs even
more. Investigation in this direction might be promising as well.
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Partial commutative monoid

Let (S,®) be an algebraic structure, where S is a set and @ is a partial
binary operation on S. Then (S, ®) is a partial commutative monoid iff the
following properties hold:

1.

2.

3.

For all z,y,z € S it holds that (z@y) @2z =2 2@ (y @ 2) (associativity)

There exists an element n € S such that for all z € S it holds that
rdn=n®x =z (neutral element)

For all z,y € S it holds that z ® y =2 y ® = (commutativity)

where t; = t,, for expressions t; and %9, holds iff ¢; and ¢, are defined and
have the same value or they are both undefined.
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