ETH

Eidgendssische Technische Hochschule Ziirich
Swiss Federal Institute of Technology Zurich

Counting filters in adversarial
settings

Master Thesis
Ella Kummer

September 11, 2022

Advisors: Prof. Dr. Kenny Paterson, Dr. Anu Unnikrishnan, Mia Fili¢

Applied Cryptography Group
Institute of Information Security
Department of Computer Science, ETH Ziirich






Abstract

Counting filters are Probabilistic Data Structures (PDS) that support
Approximate Membership Queries (AMQ). They use space and time-
efficient representations of data in order to respond to membership
queries about the data set. Counting filters are often used in envi-
ronments where adversaries can manipulate the inputs, for example
to increase the false positive and false negative rates of the filter. We
study the security of Counting filters. First, we investigate attacks on
Counting filters. Then, we use an existing simulation-based framework
to analyse the correctness of insertion-only Counting filters, and we ex-
tend it to analyse the correctness of Counting filters with deletions. We
compute the adversary’s advantage when Counting filters are secured
replacing hash functions with keyed pseudorandom functions in their
construction.
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Chapter 1

Introduction

Data sets are often queried in order to answer elementary questions such as
whether an items exist in the data set, what are the most frequent items, or
what are the number of unique items. In order to perform these queries,
deterministic approaches such as hash tables were implemented. However,
since data sets are becoming larger and more complex, these traditional
approaches become infeasible [23].

As a response, probabilistic data structures (PDS) were introduced. Proba-
bilistic data structures use space and time-efficient representations of data in
order to respond to queries about the data set. Nonetheless, these structures
do not provide exact responses, introducing non-zero error probabilities.

Some of the most popular probabilistic data structure are Bloom filters, Hy-
perLogLog, or Count-Min Sketch. Bloom filters [6] support membership
queries and are used to test whether an element is a member of a set. Hy-
perLogLog [14] estimates the number of distinct items in data sets. Finally,
Count-Min Sketch [9] provides an estimate of the counts for items and finds
the most frequent items.

Their various applications include packet routing scheme in networks [7],
data mining of biological data [5], and detection of heavy hitters for DoS
attacks and anomaly exposure [29].

Currently, evaluations of the correctness of PDS are usually performed in
a non-adversarial setting. However, these PDS are often used in adversar-
ial settings where the adversary may be able to choose inputs and queries
adaptively to influence those bounds. These attacks on PDS can become very
harmful for the real systems as they can disrupt or reduce their availability.
As an example, considering the previously mentioned case of detection of
heavy hitters for DoS attacks, if an attacker is able to influence the PDS as
desired, the DoS attacks might not be detected before causing serious dam-
age to the availability of the system.
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By consequence, these probabilistic data structures need to be analyzed in
adversarial setting. Possible attacks should be investigated and the adver-
sarial scenarios clearly defined.

In this thesis, we focus on a specific probabilistic data structure: the Count-
ing filter, introduced for the first time by Li Fan et al. in [13]. The Counting
filter is an extension of the well known Bloom filter but uses counters instead
of bits. This allows Counting filters to answer set membership queries, in
addition to allow deletions as in Cuckoo filters [12].

The main advantages of Counting filters are that, as in Cuckoo filters, they
allow deletions, and as in Bloom filters, they provide answers to queries in
O(1) time. However, compared to Bloom filters, since deletions are allowed,
false negatives arise and introduce a new error probability. Additionally,
more attacks exist against Counting filters compared to Bloom filters due
to deletions. Compared to Cuckoo filters, Counting filters are not based
on recursive entry “kicking” as the filter approaches its maximum capacity,
thus less elements might be able to be inserted in the filter. We notice that
previous work were released comparing Bloom filters and Cuckoo filters
[12] [25], but never including Counting filters.

In the literature Counting filter usually rely on hash functions. However, we
are going to argue that using hash functions is not secure in any reasonable
setting. In our proofs, we are going to replace these hash functions with
pseudo-random functions (PRFs). A PRF is a keyed function which is de-
terministic but indistinguishable from a truly random function of the input.
We will model the PRFs as truly random functions that the Counting filter
oracle has access to. Using a PRF instead of a hash function is the usual
proposition to secure the filter [8].

1.1 Related Work

Before probabilistic data structures were introduced, simple data structure
were used such as hash tables. In 1993, Lipton et.al. [20] showed that adver-
saries can degrade the performances of systems relying on hash tables, by
adaptively choosing the inputs. Later, Crosby et. al. [10] presented denial
of service attacks against hash table implementations.

Regarding PDS, several works were released on Bloom filters under adver-
sarial environments. Gerbet et al. [16] constructed adversary models for
Bloom filters, computed the worst-case parameters in adversarial settings,
and proposed several countermeasures to mitigate their attacks. Naor and
Yogev [22] also considered Bloom filters in the adversarial model, analysed
adversarial correctness of Bloom filters in a game-based setting, and pro-
posed a construction of a more robust Bloom filter. From a more practical
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point of view, Antikainen et al. [3] presented DoS attacks against broad
classes of Bloom-filter-based protocols.

In our work, we will use simulation-based security frameworks. Pater-
son and Raynal [24] focused on Hyperloglog and introduced attacks and
simulation-based definitions to study its correctness under adversarial in-
puts. In a more general work, Fili¢ et. al. [21] developed simulation-based
security definitions for analysing the security of Approximate Membership
Queries (AMQ)-PDS. They used their security models to analyse Bloom and
Cuckoo filters. We will extend their work in Chapter 4.

Focusing on Counting filters, two main works were released on Counting
filters in adversarial setting. Reviriego and Rottenstreich [26] described two
attacks against Counting filters, and Clayton et al. [8] provided a provable-
security treatment of Bloom filter and Counting filters in adversarial envi-
ronments. They derived a bound on the adversarial correctness of Counting
filters using a game based approach. This approach requires the introduc-
tion of a winning condition for the adversary.

1.2 Outline

Our goal is to study Counting filters in adversarial environments using a
simulation based approach. Compared to Clayton et al. [8] using a game
based approach, using a simulation based approach allows us to remove the
requirement of a winning condition for the adversary.

In Chapter 2, we present Counting filters. We explain their syntax and al-
gorithms. We also give concrete examples of Counting filter’s applications,
and introduce the adversarial scenarios.

In Chapter 3, we investigate the most important attacks on Counting fil-
ters. We explain the adversary’s goals and how to achieve them in practice.
Additionally, we implement a specific attack on Counting filters where the
adversary has access to insert, delete, and reveal queries. We show how
much harm an adversary can cause in this model. Finally, we discuss the
impact of these attacks on the different applications of Counting filters.

In Chapter 4, we derive a bound on the correctness of insertion-only Count-
ing filters under adversarial inputs and queries. In this scenario, the ad-
versary has access to the filter’s content, and is allowed to insert elements.
However, the adversary is not allowed to delete elements. We use an ex-
isting simulation-based security framework for AMQ-PDS and extend it to
insertion-only Counting filters.

In Chapter 5, we extend the simulation-based framework from Chapter 4,
and we derive a bound on the correctness of Counting filters with dele-
tions under adversarial inputs and queries. In this case the filter cannot
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be revealed to the adversary, and the adversary is allowed to insert and
also delete elements. The derived correctness bounds allow us to learn how
much more damage an adversary can cause to the structure in an adversarial
setting.

Finally, we conclude in Chapter 6.

1.3 Preliminaries

In this work, we use the same notation as in [21]. We repeat it for clarity.

We denote by [m], the set {1,2,...,m} for m € Z>;1. Given a set S, we write
P(S) the power set of S, and Pjis(S) the set of all lists with non-repeated
elements form S. We denote as {} a key-value store in an algorithm where
every index is initialised with the value L, and we consider L < n,Vn € R.
We write as a <— b the assignment of value b to the variable a. If the assigned
value is output by a randomised algorithm, we use < instead. We denote
by |S|, the number of elements in a set S. We denote the identity function
over a set S as Ids : S — S. We write as Funcs[D, 2R], the set of functions
from a set D to a second set R. We denote by F < Funcs[D,R] a random

function F such that © 5> . We write as x <5 D the sampling of variable x
according to a probability distribution D. We denote by U(S), the uniform
distribution over a finite set S.

We will use a pseudo-random function (PRF) F : D — R, with the finite set
D = Ul,{0,1} for some large but finite value of L , and R depending on
the Counting filter algorithms and public parameters.

ExpLRE(B) Oracle RoR(x)

1: K<s$I; F<s$Func[D,R] 1: ifb=0; y< Rg(x)
2: b+s{0,1}; b’ «+sBRR  2: else :y< F(x)

3: returnl’ 3: returny

Figure 1.1: The PRF experiment.

Definition 1.1 [21]. Consider the PRF experiment in Figure 1.1. We say a pseu-
dorandom function family R : I x D — Ris (q,t, €)-secure if for all adversaries
B running in time at most t and making at most q queries to RoR oracle in ExpkRE,

we have:
AdVERE(B) :== |Pr[b’ = 1]b = 0] — Pr[t/ = 1|b =1]| < e.

We say B is a (q,t)-PRF adversary.



Chapter 2

Counting filters: syntax, algorithms,
applications

In this chapter, we introduce Counting filters. We give their syntax, algo-
rithms, and present some applications.

2.1 Syntax and algorithms

A Counting filter is a structure designed to represent a set of elements and
support membership queries. A vector of m counters, initially all set to 0, is
allocated to insert up to n elements. The maxValue determines the maximum
value counters can reach, and therefore the number of bits assigned per
counter. Additionally, an independent mapping function F : ® — R = [m]*
is assigned to the filter. This function takes as input the element x to be
inserted or deleted in the filter, and outputs k integers with range [1,...,m]
corresponding to counters positions to be updated in the filter. This map-
ping function is usually a hash function or a pseudorandom function. In
some case, the mapping function producing k outputs cab be substitute by
k mapping functions.

We denote by pp the public parameters m, k, and maxValue of Counting
filters. Additionally, we denote the state of the Counting filter as ¢ € Y,
where ) denotes the space of possible states of I1. Let the set of elements
that can be inserted into the Counting filter be denoted by ©. We explain
the three different type of queries the Counting filter supports: Insert, Delete
and Query.

* The setup algorithm ¢ < setup(pp) sets up the initial state of an empty
Counting filter with public parameters pp. It always has to be called
first in order to initialise the Counting filter.

* The insert algorithm allows the user to insert an input x into the filter.
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setup(pp) qry” (x,0)
1: m,k,maxValue < pp 1: M + F(x)
2: 0 < zeros|m| 2: forieM
3: returno 3: ifoli] =
4 return L
5: return T
insert’ (x, ) delete’ (x, o)
1: M <+ F(x) 1: M+« F(x)
2: forie M 2:
3: ifoli] <maxValue 3: ifcli] >0, VieM
4: olil+=1 4: forieM
5: return T, 5: if o[i] >0
6: olijl—=1
7: return T,0
8: else
9:
10 : return 1,0

Figure 2.1: Syntax instantiation for Counting filter.

Given an element x € D, the insertion algorithm (b, 0”’) < insert(x, o)
increments the counters at positions cy, ..., ¢, if they are < maxValue.
Counters cy, ..., ¢, correspond to the outputs of the mapping function
F applied to element x such that F(x) = (cy,...,ck). The algorithm
returns the state of the Counting filter ¢’ after the insertion and a bit
b = T representing whether the insertion succeeds.

* The delete algorithm allows the user to delete an input x from the
filter. Given an element x € 9, the deletion algorithm (b,0’) <
delete(x, o) decrements, if they all are > 0, the counters at positions
F(x) =c1,..., ¢ It returns the state of the Counting filter ¢’ after the
deletion and a bit b € {T, L} indicating if the deletion succeeded or
not.

¢ The qry algorithm performs a membership query. Given an element
x € D, b < qry(x,0) checks ¢’s counters at positions ci, ..., c, with
F(x) = ¢1,...,c If every counter is > 0, x is considered in the fil-
ter and the algorithm returns a bit b = T. Otherwise, if any of the
counters is equal to 0, x is considered not inserted in the filter and the
algorithm returns a bit b =_1..
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Definition 2.1 (Counting filter) Let m, k, maxValue be positive integers. We de-
fine an (m, k, maxValue)-Counting filter with algorithms defined in Figure 2.1,
with pp = (m,k, maxValue), and F: ® — R = [m]*.

We have to decide what happens when a counter reaches its maximum value
in the filter and we try to update the filter with an element which requires
this counter. We consider the following solution.

We allow increment in the insert function of corresponding counters which
are not yet at maxValue. A first observation going in the direction of choos-
ing are implementations found online [4] [28] [1]. We want to simulate the
common management of Counting filters and these implementations imple-
ment this solution. Additionally, this issue is addressed in the original paper
about Counting filters [13]. The authors advise to increment counters which
are < maxValue, and keep the counters which are = maxValue at their max-
imum value. However, they warn that this might lead to a situation allowing
false negatives.

2.2 False positive and false negative probability

False positives

An element a € A is considered to be a false positive when the bits at
positions F(a) = c,...,cx are set to non-zero values and a qry query on a
returns T, while a was never previously inserted in the filter.

This is the result of counters incremented by different insertions and the
union of their set covering the result of non-inserted elements. For example,
we consider a filter of size m = 3 and k = 2. We insert element 1 € A
such that F(a) = {1,2}, and element b € A such that F(b) = {2,3}. For an
element ¢ € A such that F(c) = {1,3}, it will appear that the element is in
the filter while it was never inserted.

We recall, from the literature, the false positive probability of Counting fil-
ters.

Lemma 2.2 [18]. Let I1 be an (m, k, maxValue)-Counting filter using a random
function F: ® — R = [m]*. We denote by Pryy,(FP|n) the false positive
probability of a Counting filter after n elements were inserted. Then,
1 —kn
Pripp(FPln) := (1= [1— —]")f & (1 - )", (2.1)

False negatives

An element a € A is considered to be a false negative when there exists at
least one counter at positions F(a) = cy, ..., ¢, equal to 0 and a qry query on
a returns L, while a was previously inserted in the filter and never removed.
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False negatives can happen in a Counting filter due to the deletion of false
positive elements. It is straightforward to see that if a false positive element
is deleted, it affects counters previously incremented for inserted elements.
These inserted elements have their counters decremented, and possibly now
equal to 0. Consequently, in this last case, the elements now appears not to
be inside the filter when queried. For example, we consider a filter of size
m = 3 and k = 2. We insert element 2 € A such that F(a) = {1,2}, and
element b € A such that F(b) = {2,3}. Let’s assume there exist an element
¢ € A such that F(c¢) = {1,3} and thus qry(c)= T. If element c is deleted
then qry(b)=_ while b was never deleted.

In our work, we will not require the false negative probability, and therefore,
we do not need to define a corresponding expression.

2.2.1 Parameter selection

In order to achieve the optimal false positive probability in a non-adversarial
environment, parameters can be derived from one another. Fixing m and n,

k can be derived as - "
(g) ~ 0.7 (ﬁ) (2.2)

k = In2

For this choice of k, the false positive probability is then equal to 2% Alter-
natively, given the optimal value for k, n, and p € RR, setting

ninp
(In2)?2

keeps the false positive probability below p.

Additionally, we assign to maxValue the value 2* — 1, where x is the number
of bits to be assigned to each counter such that the probability that a counter
reaches its maximum is small in an non-adversarial setting. Usually, four
bits are enough when k is chosen optimally [17] [13].

2.3 The non-adversarial setting

2.3.1 F-decomposability

The function-decomposability property states that the input to an AMQ-
PDS is always first transformed using some function F before any further
processing is applied. We recall the definition from [21].

Definition 2.3 [21]. Let Il be an insertion-only AMQ-PDS and let F <5 Funcs|D, ]
with ® C © be a random function that 11 has oracle access to. Let 1dy be the iden-
tity function over R. We say that 11 is F-decomposable if we can write:

insert’ (x, 0;7) = insert!™ (F(x),0;7r)Vx € ©,0 € Y, reR,
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deletef (x, o;r) = delete!™® (F(x),0;r)Vx € ®,0 € Z,r € R,
ary! (x,0) = qry™* (F(x),0)Vx € D,0 € »

where insert!?®, deleteld%, and qryld%ﬁ cannot internally evaluate F due to not hav-
ing oracle access to it and F being truly random.

Lemma 2.4 Counting filters with oracle access to a random function F are F-
decomposable.

Proof. In Counting filters, F represents the random function which outputs
the indexes of counters in the filter corresponding to the input. F is used
on the inputs to the insert, delete and qry algorithms in Figure 2.1. We set
R = [m]* and R C D. Since Idp(F(x)) = F(x) for any x € D, this concludes
the proof.

2.3.2 The non-adversarially-influenced state

The NAI state represents the Counting filter in honest setting and the n-NAI-
gen algorithms emulates the behavior of an honest user. Since Counting
filters are F-decomposable, the mapping between the inputs and the filter’s
counters does not depend on the distribution of the inputs. Additionally,
as we consider sets and not multisets, the NAI state can be defined by the
insertion of n distinct elements from a uniform distribution.

Below, we give now the definition of a non-adversarially-influenced state.

Definition 2.5 ((n, €)-NAI) [21]. Let € > 0, and let n be a non-negative integer.
Let 11 be a Counting filter with public parameters pp and state space ), such
that its insert algorithm makes use of oracle access to functions F. Let alg be a
randomised algorithm outputting values in Y. Let o and ™) be random variables
representing respectively the outputs of alg and of the randomised algorithm n-NAI-
gen described in Figure 2.2. We say that alg outputs an (n, €)- non-adversarially-
influenced state (denoted by (n,€)-NAI) if o is e-statistically close to o).

n-NAlI-gent (pp)

1: 09 «ssetup(pp)

20 X1, Xn] <8 U(S € Pligts(D)]|S] = 1)
3: forj=1,.,n
4: (b,tT(f)) 5 insertF(xj,a(Fl))

5: return o

Figure 2.2: Algorithm returning non-adversarially-influenced (NAI) state.
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Then, we give the defintion of the false positive probability for a non-
adversarially-influenced state.

Definition 2.6 (NAI false positive probability) [21]. The NAI false positive
probability captures the probability that an honest user would experience a false
positive membership query result after inserting n elements into I1. Let IT be a
Counting filter with public parameters pp, using function F sampled from distribu-
tion Dr to instantiate its functionality. Let n be a non-negative integer. We define
the NAI false positive probability after n insertions as

F < Dr
PrrippEP|n] :=Pr | o <sn—NAl—gen(pp) : T < ary' (x,0)| (2.3)
x s U(D\V)

where V is the list [x1, ..., Xn| sampled on line 2 of n-NAI-gen(pp).

Finally, we give the probability that any counter reaches a specific value in
a non-adversarially-influenced state.

Definition 2.7 [13]. Let o represent a non-adversarially-influenced state as in
Definition 2.5. Let | be the number of current elements inside o, and let m and k
be the public parameters of o. Then, the probability that any counter is greater or
equal to a value j is equal to:

e-l-k;

Primax(c) > jl <m-( T ). (2.4)

2.4 Adversarial scenarios

We model the adversaries’ access to the Counting filters through oracles.
The adversarial scenario is defined by the oracles the adversaries have access
to.

Oracle Reveal() Oracle Insert(x) Oracle Delete(x)

1: (b,0) «sinsert! (x,0) 1: (b,0) < deletef (x,0)
2: returnb 2: returnb

1: returnco

Oracle Qry(x)

1: besaryf(x,0)
2: returnb

Figure 2.3: Oracle access for adversaries.

We give in Figure 2.3 all oracles available to adversaries in the most general
setting.
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Reveal reveals the filter’s content to A, Query answers membership queries,
Insert inserts an element provided by A into the filter, and Delete deletes
an element provided by A into the filter. These oracles call the qry, insert
and delete functions defined in the Counting filter’s syntax in Figure 2.1 in
Chapter 2.

We define a Counting filter as public when the adversary has access to the
Reveal oracle. If the adversary is not allowed the access, we define the
Counting filter as private.

2.5 Applications of Counting filters

In this section we present three applications of Counting filters in the real
world.

2.5.1 Cache sharing among Web proxies

Caching allows to temporarily store copies of files in cache or temporary
storage location for re-access, and has been recognized as one of the most
important techniques to reduce bandwidth consumption. To gain the full
benefits of caching, proxy caches behind a common bottleneck link should
cooperate and share their caches, thus further reducing the traffic through
the bottleneck. We call the process “Web cache sharing.”

Fan et. al. [13] introduced for the first time counting filters in order to
reduce Web traffic and alleviate network bottlenecks sharing caches among
Web proxies. Storing summaries of their respective caches as counting filters
allows to reduce memory requirement.

Each proxy represents its own cached documents inserting the list of cor-
responding URLS in a Counting filter. When a document is added into
the cache, its corresponding counters are incremented. When it is deleted
from the cache, the counters are decremented. Each proxy keeps a summary
of the directory of cached documents of each participating proxy. When a
cache miss occurs, a proxy first queries these summaries to see if the request
might be a cache hit in other proxies. If it appears so, it sends a query mes-
sages to those proxies. Otherwise, the proxy sends the request directly to
the Web server.

If a request is not a cache hit when the summary indicates so, this is a false
positive regarding to the Counting filter and the penalty is a wasted query
message. If the request is a cache hit when the summary indicates otherwise,
this is a false negative and the penalty is a higher miss ratio. The summaries
do not need to be up-to-date and accurate at all times. However, the errors
affect the total cache hit ratio or the interproxy traffic, but do not affect the

11
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correctness of the caching scheme. False positives and false negatives are
the trade-off of this proposition.

2.5.2 Longest Prefix Matching

Classless Inter-Domain Routing [15] requires Internet routers to perform In-
ternet Protocol (IP) Lookup. For each packet traversing the router, they need
to retrieve the corresponding forwarding information, by searching variable-
length address prefixes in order to find the longest matching prefix of the IP
destination address. Longest Prefix Matching plays a fundamental role in
the performance of Internet routers, and is a computationally intensive task
which often happens to be the performance bottleneck in high-performance
Internet routers.

Dharmapurikar et.al. [11] proposed an algorithm for Longest Prefix Match-
ing using a Counting Bloom filter paired with a Bloom filter. They showed
that their technique results in a search engine providing better scalability
and performance than current approaches for IP routing lookups using IPv4
BGP tables and for IPv6.

The algorithm works as follows.

The system uses as many Bloom and Counting filters as the length of in-
put addresses, and associates one Bloom and one Counting filter with each
unique prefix length.

Counting filters are initialised with the insertion of the associated set of
prefixes, and Bloom filters are derived from the Counting filters such that
each bit in the Bloom filter is set to 1 if the corresponding counter in the
Counting filter is > 0.

For each prefix length, one hash table is constructed. Each table is initialized
with the set of corresponding prefixes from the forwarding table, where each
hash entry is a [prefix, next hop] pair.

The search for the longest prefix matching probes all the Bloom filters in
parallel. The filter associated with length one prefixes is probed using the
one-bit prefix of the address, the filter associated with length two prefixes
is probed using two-bit prefix of the address, etc. Each filter outputs if the
given prefix is a match or no. Then, hash tables are probed going from
the longest to the shortest associated prefixes. The search continues until
a match is found or the vector is exhausted. If a match is found, routers
retrieve the corresponding next hop value from the hash table. In [11], the
authors do not mention what happens if no match is found. We consider that
in the case that no next hop is found, the packet is forwarded to everyone.

An overall view of the scheme can be found in Figure 2.4.
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Figure 2.4: General scheme for Longest Prefix Matching
[11]

From an architectural point of view, Bloom filters are stored in embedded
memory, and the respective Counting filters are maintained by a separate
control processor responsible for managing route updates. Updates are dis-
tributed to Bloom filters through an update interface.

In terms of scalability, we see that memory resources scale linearly with the
number of prefixes in the forwarding table. Regarding performance, the
authors state that it can be held constant if the performance by the number
of dependent memory accesses per lookup.

2.5.3 Pattern Matching and Anti-Evasion

Intrusion detection systems (IDSs) are devices which analyze all ingoing
traffic and detect potentially malicious data in order to protect a network.
These deep packet inspection uses standard pattern matching techniques.
However, these methods can be evaded by splitting packets into several
ones (e.g. TCP and IP fragmentation) or by changing the malicious strings

13
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slightly. In order to detect attacks when evasion happens, IDSs need to re-
assemble the overall packet flows before applying standard pattern-matching
algorithms. This process requires a large amount of memory and time to re-
spond to potential threats.

Antichi et. al [2] introduced an efficient system for anti-evasion that can
be implemented in devices. By observing that, due to the continuous cre-
ation of new viruses and attacks, the set of their corresponding signatures
to be detected changes very frequently, they based their system on Counting
filters.

The main idea of the system is to initialize for protocols TCP!, UDP?, and
ICMP?, a substring detector where their corresponding traffic is forwarded
to.

For each substring detector, a Counting filter is created a priori. Each count-
ing filter, called a “substring counting filter” (subCBF), contains the set of
three-byte-long substrings of strings which are parts of valid attacks for a
protocol.

Each substring detector processes all its ingoing traffic, by moving along the
inspection window of three bytes. Precisely, it applies the hash function to
each subgroup of three bytes of the incoming flow, and if all corresponding
counter are > 0 in the subCBFE, the substring is considered as detected.

When a substring is detected, for each attack this substring belongs to, a
new Counting filter called a ”striCBF” is initialized. StriCBF are built a
priori with insertions of all substrings which are parts of the same attack.

StriCBFs are handled by pattern-matching engines (PMEs) whose goal is to
determine if the detected substring is actually a piece of a string and an
attack, or a false positive. A membership query to all StriCBFs is performed
for each substring from the data flow coming from the substring detector. If
there is a match, the corresponding counter in the StriCBFs are decremented.
If any of the striCBF is completely reset to zero, the attack is detected and
the flow is blocked.

The authors report a detection rate of 99% and false positive rate of 1% or
less.

These Counting filters allow rapid inclusion of new virus definitions, with-
out requiring to rebuild the overall structure. We are able to add or remove
a new set of attack’s signatures by splitting the string into substrings, apply-
ing the hash function to these substrings, and incrementing or decrementing
corresponding counter in the Counting filter.

1h’c’tps: / /www.ietf.org/rfc/rfc793.txt
2ht’cps: / /www.ietf.org/rfc/rfc768.txt
Shttps:/ /www.rfc-editor.org /rfc/rfc792
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An overall view of the scheme can be found in Figure 2.5.
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Chapter 3

Attacks on Counting filters

In this chapter, we describe the most important attacks on Counting filters.
We consider their goal and how they can be achieved whether the mapping
function is a hash function or a PRE. We define the adversaries’ capabilities
regarding the adversarial scenarios defined in 2.4. We also implement a
pollution attack and discuss the results. Finally, we examine the impact of
the attacks on the various applications of Counting Filter.

3.1 Adversary’s goals

In this section we cover the main attacks on counting filter and their goals.

Pollution attack. A pollution attack aims at maximizing the number of posi-
tions that store a value > 0 in order to maximize the false positive probabil-
ity of the filter. This usually is done by carefully selecting the elements that
are inserted [8].

Reversed pollution attack. A reversed pollution attack aims at minimizing the
number of positions that store a value > 0 in order to minimize the false
positive probability of the filter, and minimize the number of elements con-
sidered inserted inside the filter. This usually is done by carefully selecting
the elements that are deleted, the same way elements are selected for a pol-
lution attack.

Target set coverage attack. In a target-set coverage attack, instead of polluting
the filter, the adversary wants to build a set R such that when inserted, a
non-inserted set T appears to be legitimately inserted in the filter. Specifi-
cally, the attacker searches for a cover set R € {0,1}*, such that for a given
small target set T € {0,1}*, qry(x) = T for each x € T. When |T| < |R|,
such a set exists. However, depending on the size of the target set, the size
of the cover set, and the parameters of the filter, finding this set may be
computationally infeasible [8].
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Reversed target set coverage attack. In a reversed target set coverage attack,
the adversary wants to build a set R such that when deleted, a non-deleted
set T appears to be legitimately deleted from the filter, i.e. not in the filter.
Specifically, the attacker searches for a cover set R € {0,1}*, such that for
a given small target set T € {0,1}*, gry(x) =L for each x € T, where each
x € T was previously inserted.

Correlation attacks. Correlation attacks compare Counting filters in order to
deduce content similarities by looking at the indexes overlaps [27].

Privacy attacks. Filters can leak information such as the approximate total
number of elements inserted. For example, if the filter is public, a user
can sum up all the counters and divide by the number of hash functions to
recover the numbers of inserted elements [27].

We note that in this work, we will only focus on (reversed) pollution attacks
and (reversed) target set coverage attacks.

3.2 Attacks when hash function is used

In this section, we show that as long as the mapping function F of the filter in
Figure 2.1 is a hash function and the adversary has access to the insert oracle
from Figure 2.3, the filter is insecure against (reversed) pollution attacks and
(reversed) target set coverage attacks.

The adversary’s goal is to maximize the number of positions that store
a counter > 0, or target specific counters by carefully selecting the ele-
ments that are inserted. Specifically, the adversary wants to update counters
c1...,cx for k outputs of the hash function.

Since hash functions are public and deterministic, the attacker can mount
a brute-force attack offline and find x such that F(x) = c;..., ¢ for targeted
counters c;. This attack can be held offline and the adversary is able to keep
a local representation of the filter.

We showed that Counting filters are always unsafe using hash functions.
When the adversary has access to the insert oracle, targeted counters are
incremented. Therefore, we showed that Counting filters are always unsafe
against pollution attacks and target set coverage attacks when using hash
functions when adversaries are able to at least insert elements. Additionally,
when the adversary is allowed to delete elements in the filter, the filter is also
insecure against reversed pollution attacks and reversed target set coverage
attacks, where targeted counters are decremented.
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3.3 Attacks when PRF is used

In this section, we investigate attacks on Counting filters when the mapping
function F in Figure 2.1 is a PRF.

We show that compared to Bloom filters where using a PDF secures the filter
[8], this solution alone is not enough for Counting filters.

3.3.1 Scenario 1: Insert and Delete oracles
First attack proposition

The first attack shows how an adversary can mount a pollution attack with
access to Insert and Delete oracles in Figure 2.3.

An adversary derives n different sets S;, for i = 1,..,n, of same cardinality
and computes the current false positive probability FP without any new
insertion. Then, for each i, the adversary inserts the set S;, computes the
new false positive probability FP;, and then delete the set S; from the filter.
After computing each FP;, the adversary inserts the set S; such that S; has
the biggest corresponding FP;. By doing this, the adversary chooses the set
which increments the maximum counters. The set corresponds to the set S;
such that it shares the least counters with the elements inside the filter.

Second attack proposition

The second attack allows the adversary to derive information about the filter
and the mapping function when having access to Insert and and Delete
oracles in Figure 2.3.

This attack is possible when an insertion is blocked by the filter because a
corresponding counter is full. We will consider this setting in Chapter 5
when allowing deletions.

The main point of the attack is that the adversary is able to use the output
1 of a blocked insertion as an oracle. First, the adversary tries to insert an
element. The element cannot be inserted and the adversary sees that the
function insert returns value L. Then, the adversary deletes elements from
a set S, from the filter. After deletions, the adversary tries to insert x for the
second time. If the insertion succeeds and returns T, the adversary learns
that x shares counters with at least one element from the set S. Using this
information, the adversary is able to derive information about the filter and
the mapping function.

19



3. ATTACKS ON COUNTING FILTERS

3.3.2 Scenario 2: Insert, Reveal, and Delete oracles
Clayton et. al. proposed attack

Clayton et al.[8] proposed an attack similar to the target-set coverage attack,
even when a PRF is used. This attack is based on the relative power of the
Reveal, Insert and Delete oracles depicted in Figure 2.3.

First, the adversary calls the Reveal query to get an empty representation.
The adversary then inserts an element into the filter and sees exactly what
are the outputs of each of the mapping function by looking at the incre-
mented counters. For each insertion, the adversary can delete the previous
input. By doing this repeatedly, he can determine the outputs of the PRF
for x different inputs using 2x queries. These Reveal and Delete queries
effectively provides an oracle for the secretly-keyed PRF. Using this last, the
adversary can construct the test and target set used for the target-set cover-
age attack. The adversary then inserts each element of the test set into the
filter.

Second attack proposition

We propose a second attack where the adversary has access to the three
oracles shown in Figure 2.3: Reveal, Insert, and Delete.

This attack aims to achieve the same false positive probability than a brute
force attack which continuously inserts random elements and never deletes.
However, this attacks lowers the number of inserted elements using dele-
tions.

First, the adversary performs a Reveal query and learns the current state of
the filter. Then, the adversary inserts an element x and performs a second
Reveal query. This reveal allows the adversary to discover the impact of
its newly inserted element x in the filter; precisely he is able to count how
many new counter where incremented and are now > 0, compared to the
state previous insertion. The adversary decides if he wants to keep the
newly inserted element inside the filter or delete it, regarding if he is happy
of the impact of the inserted element in the filter or not.

We mention that in practice, these attacks may not always be feasible for the
adversary.
3.4 Implementation of pollution attack described in 3.3.2

In this section we implement an attack on a public Counting filter. We show
that this filter is not safe against pollution attacks defined in section 3.1, as
long as an adversary is allowed reveal, insertions, and deletions queries.
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Therefore, in this attack, we consider Scenario 2 from Section 3.3.2 where
the adversary has access to the Reveal, Insert and Delete oracles depicted
in Figure 2.3.

We implement the second attack from Section 3.3.2. In the case of our imple-
mentation, we enforce to have minimum one new counter incremented to
keep the element in the filter after insertions and consider the adversary sat-
isfied. This variable cab easily be changed, we can impose the minimum of
incremented counters desired. The implementation can be found on Gitlab
[19].

Attack parameters

Regarding the technicalities of our implementation, we fix the size of the
filter m (:= 10’000), the maximum value per counter (:= 15 ~ 4 bits [13]), and
the maximum number of insertions 7 (from 100 to 10’000). Then, we derive
k, the number of outputs of our PRF, using equation 2.2.

We use a HMAC with SHA256 as a keyed PRF for the mapping function

F:®D — R = [m)* where ® = Ulzio{O,l}’ . In order to avoid modulo bias,
we sample the k outputs separately and compute the i’ function such as k[i]
= HMACSHA256(i—x).

For each value of 1, we compute 2° times the false positive probability in or-
der to obtain an accurate average. The computed false positive probability is
obtained by querying to the filter 2!°> non-inserted elements, and computing
P(FP) = (#positive queries)/ 21°.

Results

As a test case, we run the algorithm with no deletions allowed, and there-
fore, we only insert random elements. In Figure 3.1, we observe that when
only random insertion are performed, the computed false positive probabil-
ity matches almost perfectly the theoretical false positive probability, which
validates our implementation.

We observe some jumps in the false positive probability in Figure 3.1. These
jumps are due to the changes of value of parameter k displayed in Figure 3.2.
Indeed, theoretically k is a rational number, while in practice it becomes an
integer. Thus, k must be rounded in the implementation and this rounding
impacts the false positive probability, which therefore, does not correspond
to the optimal one.

The variance plot in Figure 3.3 shows a variance of 10~ for our false positive
computation results, which indicates that these computations are accurate.
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False Positive Probability under no adversarial influence (with fixed size of the filter m := 10000)
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1e—5 False positive variances (with fixed size of the filter m := 10000)
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Figure 3.3: False positive results variance without deletions

We focus now on the attack. We observe in Figure 3.4 that we manage to
generate a higher false positive rate, and the adversarialFP does not match
the theoretical FP anymore. Figure 3.7 plots the accuracy of these results.

We notice that the difference between both false positive probabilities are not
constant. For each fixed k value, the theoretical and computed FP are close at
the start, and then, the adversarial FP increases faster than the theoretical FP
until a new k value is used. Additionally, the gap between both FP increases
with the values of n. Indeed, the larger n is, the larger the gap at the jump
to a new k value. Figure 3.6 shows the ratios between the adversarially
computed FP and the theoretical FP and emphasize that the larger 7 is, the
more impact the adversary has. Regardless of jumps due to changes of k,
the adversarial advantage keeps growing linearly.

Finally, we also plot in Figure 3.5 the number of tested elements in order
to reach n complete adversarial insertions. We observe that the number of
trials increases exponentially. For example, when n = 100 we only need 100
trials, while when n = 5000 we need 6595 trials, and when n = 9990 we need
46002 trials. These results allow to indicate the time and query complexity
of the attack.

We conclude that an adversary is able to mount attacks by trial and error
when insertions, deletions, and reveals are allowed. By consequence, when
hash functions are used, they must be replaced by PRFs, and the filter must
be kept secret from the adversary (i.e. no reveal query), at least as long as

23




3. ATTACKS ON COUNTING FILTERS

24

False Positive Probability under pollution attack (with fixed size of the filter m := 10000)
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Adversarial FPP / Theoretical FPP
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deletions are allowed.

3.5 Impact of attacks on applications

In this section, we discuss the impact of (reversed) pollution attacks and (re-
versed) target set coverage attacks on the described applications of Counting
filters in Section 2.5.

However, we mention that these attacks may not always be possible to be
carried out, depending on scenarios and mapping functions.

3.5.1 Cache sharing among web proxies

In section 2.5.1, we described cache sharing among web proxies using Count-
ing filters. We consider attacks on a Counting filter where its proxy is ma-
licious, or under the control of an attacker. This Counting filter will be sent
to other proxies.

In [13], the authors did not specify how the Counting filters are managed by
their corresponding proxies. We assume that the proxies can only interact
with their own Counting filter through an interface which allows them to
have access to Insert, Delete, Reveal oracles, and with an additional Re-
veal oracle to reveal other proxies filters. This corresponds to Scenario 2
described in Section 3.3.2. Additionally, we assume that each proxy is only
able to send this specific Counting filter to other proxies. Otherwise, trivial
attacks would be allowed, such as sending an empty filter, or sending a filter
where counters were incremented and decremented directly by the proxy.

Pollution attack. If, an attacker in control of a proxy can mount a pollution
attack, he increases the false positive probability rate of his Counting filter.
This filter is sent to proxies to check if their own requests might be a cache
hit in this proxy, and due to the pollution attack, the rate of potential cache
hit increases. If a request is not a cache hit when the summary indicates
so (i.e. a false positive), the penalty is a wasted query message. Proxies’
query messages can overload the network, and reduce the availability of the
systems. This can prevent honest proxies from accessing cached documents.
Additionally, each unnecessary hit between proxies costs bandwidth and
adds latency to the client’s request.

Target set coverage attack. If the attacker can predict in advance which docu-
ments are going to be requested, the adversary can mount a target set cov-
erage attack in order to ensure that the requested documents become false
positives. However, in the case where it is hard to predict which documents
might be accessed, there is no point for an adversary to forge a target set
coverage attack and a pollution attack might be more efficient.
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We note that these last two attacks could also be carried out in Scenario 1
described in Section 3.3.1, with no Reveal oracle.

Reversed pollution attack. If the adversary is able to mount a reversed pol-
lution attack, the attacker is able to produce false negatives. If the request
is a cache hit when the summary indicates otherwise (i.e. a false negative),
the penalty is a higher miss ratio. This will force the proxy to send a re-
quest directly to the Web server, which is more expensive than contacting a
proxy with the cached document. Additionally, since the false negative rate
is higher due to the attack, more proxies will try to contact the web server.
This will generate more latency and the web server availability might be
compromised.

Reversed target set coverage attack. If the attacker can predict in advance which
documents are going to be requested, the adversary can mount a reversed
target set coverage attack in order to ensure that the requested documents
become false negatives. As in the reversed pollution attack, this will force
the proxy to send a request directly to the Web server, which is more expen-
sive than contacting a proxy with the cached document.

We note that the adversary has a restricted impact as he cannot use a false
positive more than once since after each unsuccessful cache access, the proxy
contacts the web server and the web page is added to the cache. Similarly
with false negatives, after contacting the web server, the proxy adds the web
page to its cache.

We note that the adversary has a restricted impact. Indeed, a false positive
has a one-time effect since after each unsuccessful cache access, the proxy
contacts the web server and the web page is added to the cache. Similarly
with false negatives, after contacting the web server, the proxy adds the web
page to its cache.

3.5.2 Longest Prefix Matching

In section 2.5.2, we described the use of Counting filters for the search of
longest prefix matching in routers. We consider as adversarial, a malicious
router with has access to its Counting filter through an interface with access
to Insert, Delete, Reveal oracles. This corresponds to Scenario 2 described
in Section 3.3.2.

We consider the hash-tables storing the next hops to be non-modifiable as
they are stored off-chip and are not part of our interest. This reduces the
amount of possible attacks as this ensures that no route can be added to
hijack traffic.

Pollution attack. As explained in section 2.5.2, after finding a prefix match in
the Bloom filter derived from the Counting filter, the hash tables are probed
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from the longest to shortest prefix in order to find a match with the next hop
information. A pollution attack increases the false positive probability and
might create longer prefix matches which are false positives. This will cause
more hash tables lookup and potentially more latency. However, since all
hash tables are probed, the next hop corresponding to the shorter legitimate
prefix will still be found.

Target set coverage attack. If the attacker can predict in advance which pre-
fixes are going to be received by the router for matching, the adversary can
mount a target set coverage attack. A target set coverage attack ensures that
longer prefixes than the ones registered in hash tables are false positives,
and therefore, are matches for the specific received prefixes. As for the pol-
lution attack, this will ensure more hash tables lookup and therefore, more
latency.

We note that these last two attacks could also be carried out in Scenario 1
described in Section 3.3.1, with no Reveal oracle.

Reversed pollution attack. If the attacker can mount a reversed pollution attack
where he deletes non-inserted elements from the Counting filter, the false
negative rate increases.

Due to the higher false negative rate, when receiving a packet, all the filters
might return no prefix match. As previously argued in Section 2.5.2, if there
happens to be a match for a prefix in the filter but the prefix is not present
in the table, the packet is forwarded to everyone.

Otherwise, the longest prefix match might become a false negative, but a
shorter prefix might remain a match. In this case, the packet is forwarded
to more people.

In both of these situations, the adversary might be able to overload and
add latency in the network due to the increase in packets distributed in the
network.

Reversed target set coverage attack. An attacker can mount a reversed target
set coverage attack in order to receive a packet intended for a receiver with
whom he shares a common sub-prefix.

The attacker can use this attack to delete elements such that then, the longer
prefix which does not cover the attacker’s address becomes a false negative.
Then, the intended receiver still receives the packet, as well as the attacker
now.

Finally, we note that it is impossible for an attacker to cut access to a re-
source. The attacker is only able to ensure that more receivers than intended
receive the packet. In the worst case, the packet is sent to everyone.
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3.56.3 Pattern Matching and Anti-Evasion

In section 2.5.3, we described a system used for pattern matching and anti-
evasion which uses two levels of counting filters. First, it uses the subCBF
to detect a first potential packet from an adversarial flow, and then it uses
striCBF to ensure that the packet is part of an attack. The first Counting
filter (subCBF) needs one match, while the second one (striCBF) needs to
have all inserted elements matched (i.e. all counters decreased to 0).

We consider an adversary which has access to Counting filters through an
interface with access to Insert, Delete, Reveal oracles. This corresponds to
Scenario 2 described in Section 3.3.2.

Attacks on subCBE.

Pollution attack. If a pollution attack happens on the subCBF, the false pos-
itive rate of the subCBF increases. Therefore, more genuine packets might
be suspected due to the higher rate of false positives. Thus, this increase the
chance of suspecting a legitimate flow.

An attacker can also use this higher false positives rate in order to perform
a denial of service attack. This is possible by identifying and sending a large
number of packets (from different flows) which are false positives in the
subCBE. These packets will trigger the initialization of striCBFs. Then, more
packets will be forwarded to the pattern-matching engines and queried to
striCBF, which might reduce the availability of the systems and degrade
their performance.

Target set coverage attack. If the adversary can predict which packets are
coming, he can mount a target set coverage attack in order to ensure that
these packets are false positives in the filter and therefore, become suspects.
This increases the chance to mark the legitimate flow these packets belong
to, as a detected attack.

We note that these attacks could also be carried out in Scenario 1 described
in Section 3.3.1, with no deletions.

Reversed pollution attack. If an adversary is able to mount a reversed pol-
lution attack, the false negative rate is increased. Therefore, the Intrusion
detection systems might not recognize some attacks, as their correspond-
ing packets will not be matches in the subCBFs, and by consequence never
trigger second level filters.

Reversed target set attack. If an adversary knows which packets belong to
attacks, mounting a reversed target set attack allows him to ensure that
these packets are false negatives in the filter, and therefore the flow these
packets belong to, will remain undetected.

Attacks on striCBFE.

29



3. ATTACKS ON COUNTING FILTERS

30

Pollution attack. 1f the adversary manages to increment new counters, the
packets from the attacker’s flow might never match these and thus the flow
will be undetected.

We note that this attack could also be carried out in Scenario 1 described in
Section 3.3.1, with no deletions.

Reversed pollution attack. If the adversary manages to mount a reversed pol-
lution attack, this might higher the false negative rate. Thus, less packets’
matches will be expected in the striCBF, and the IDS might detect some
flows which are not attacks.

Reversed target set coverage attack. The adversary can achieve the same goal
as in the reversed pollution attack, but with more precision. With a re-
versed target set coverage attack, the adversary can ensure false negatives
for packets he knows are not part of the flow currently under supervision.
Therefore, these packets are not expected anymore in order to mark the flow
as malicious.

Attacks on on subCBF and striCBF together.

The adversary has more power and can combine the attacks mentioned
above.

First, the adversary can perform a pollution attack or a target set cover-
age on subCBFs, the IDS might detect non-adversarial packets and initialize
striCBFs. Then, the attacker can mount a reversed pollution attack or a re-
versed target set coverage attack, in order to delete elements in striCBFs.
This might produce more false negatives and detect flows which are not at-
tacks. Therefore, combining these steps, the adversary has a higher chance
to mark fair flows as malicious while no attack is happening, and by conse-
quence discards trustworthy packets.

On the other hand, the adversary can mount a reverse pollution attack or
a reversed target set coverage attack in the subCBFs in order to delete ele-
ments. Then, the adversary can mount a pollution attack on the striCBFs.
This will increase the probability that adversarial flows remain undetected.

We observe that this application is slightly different from the two previous
ones. In our current example, the filter is only locally used in order to
protect the network, and does not communicate with or impact external
entities. Therefore, if the filters are only accessed by entities which are part
of the network, these entities have no reason to attack their own network.
In order for the aforementioned attacks to make sense, the filters need to be
able to be accessed by external entities.



Chapter 4

Security analysis of insertion-only
Counting filters

Insertion-only Counting filters are Counting filters where elements can only
be inserted and queried. In this Chapter, we analyse the adversarial correct-
ness of insertion-only Counting filters using a simulation-based approach.
Fili¢ et al. [21] developed a simulation-based approach to derive security
bounds of insertion-only AMQ-PDS. We will apply this existing framework
to our insertion-only Counting filter to demonstrate the limits of any adver-
saries’abilities.

In order to do this, we modify the Counting filter syntax defined in Figure
2.1. We get rid of the delete™ algorithm, and modify the insert™ algorithm in
Figure 4.1.

This new insert algorithm enforces that the filter does not change if an ele-
ment is considered already in the filter.

We motivate our modification in the insert algorithm. First, all of our use-
cases for Counting filters described in section 2.5 do not need reinsertion
of the same elements multiple times as they use Counting filter for mem-
bership queries and deletions. In different applications of Counting filters,
they do not appear to be used to count and insert the same elements mul-
tiple times. Furthermore, not changing the filter when reinsertion allows
us to use the framework in [21] in Chapter 4 since the NAI definition 2.3 is
similar. Indeed, because we do not allow reinsertion, the non-adversarially-
influenced (NAI) state which represents the honest setting is simply defined
by the insertion of n different elements from a uniform distribution. Finally,
the false positive probability is always derived regarding the number of el-
ement inserted with uniformly random mappings [18]. The false positive
probability is computed with the assumption that after all n elements are
inserted and all kK mapping functions applied to each of those n elements,
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setup(pp) qry” (x,0)
1: m,k,maxValue < pp 1: M + F(x)
2: 0 < zeros|m] 2: forie M
3: return o 3: ifoli] =0
4 return L
5: return T
insert’ (x, o)
1: M < F(x)
2: ifofi] >0, VieM
3:
4: return T,0
5: else
6: foric M
7: if o[i] < maxValue
8: olil+=1
9: return T,0

Figure 4.1: Syntax instantiation for insertion-only Counting filter.

the probability that an arbitrary bit in the Counting filter is 0 is P[c; = 0] =
(1 _ l)kn‘

m

This new condition does not influence the false positive probability since
this condition affects only counters already > 0. Enforcing this condition
directly in the Counting filter’s insert algorithm, allows us to define a bound
on any adversary against the given Counting filter.

4.1 Consistency rules

In this section we give the consistency rules, defined in [21], for our insertion-
only Counting filter I1.

Element permanence

If for all x € ®, 0 € ¥ such that T < gry(x,0), and for any sequence of
insertions resulting in a later state ¢”,

b+ qry(x,0')=b=T.
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Reinsertion invariance

If for all x € ©, 0 € }_ such that T < insert(x,0),

(b,0") + insert(x,0;r) = 0 =0 Vr e R.

Permanent disabling

If given ¢ € ) such that there exists x € ©, r € R where (b, 0) < insert(x,o;r)
and b= 1, then & =0 and forany x’ € ©,7' € R,

(t',0') + insert(x',0;7") = b =1L and 0’ = 0.

Non-decreasing membership probability

Ifforallce), x,ye®,reR,

(b,0") < insert(x,0;r) = Pr[T < gry(y,0)] < Pr[T < qry(y,o’)].

4.2 Adversarial Correctness of insertion-only Counting
filters

In this section, we introduce the simulation-based framework which we then
use in order to derive bounds on the correctness of insertion-only Counting
filters.

Settings. Our model considers an adversary A interacting with a Counting
filter I1 initialised empty. The adversary is given access to three oracles (see
Figure 5.2). Qry takes as input x, an element provided by A, and outputs if
x has been inserted into Il. Insert inserts an element provided by A into I1.
Finally, Reveal returns the current state of I and reveals the content of the
filter to the user.

The simulation-based framework introduces two worlds, a Real world, and
Ideal world. In the real world, the adversary is given access to an AMQ-PDS
instantiation where he is allowed to insert elements, and make membership
queries, while the in the ideal world, the adversary interacts with a simulator
S. The simulator S provides a non-adversarially-influenced (NAI) view of
the insertion-only AMQ-PDS, as in Figure 2.2. The idea behind the simulator
is that whatever the adversary can learn from interacting with the AMQ-PDS
in the real world can be simulated.

The adversary plays in either the real or ideal world, and is allowed to
make Insert, Query, and Reveal queries. At the end of the execution in
which the adversary plays either in the real or ideal world, the adversary
produces some output. This output is then forwarded to a distinguisher D.
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The distinguisher D then utilizes the adversary’s output in order to compute
which world the adversary was operating in.

First, we define the Real-or-Ideal game in Figure 5.2. We denote the real (d =
0) and ideal (d = 1) versions of Real-or-Ideal as Real and Ideal, respectively.
The distinguisher D generates the game’s output 4’ € {0,1}.

Real-or-Ideal(A, S, D, pp) Oracle Insert(x)

1: d<s{0,1 .
+${0,1} 1: (b,0) +sinsert (x,0)

2: returnb

3: K <s$ K; F +$ Rg

4: 0« setup(pp) Oracle Qry(x)

5: out +s AlnsertQryReveal . F
1: returnqry’ (x,0)

6: else

7 out <$S(A, pp) Oracle Reveal()

8: d <sD(out)

9: returnd’ 1: returno

Figure 4.2: Correctness game for the insertion-only Counting filter IT using the simulation
paradigm.

We want to assess the advantage of an adversary in the real world com-
pared to the ideal world. As Fili¢ et. al. [21], we use the advantage of a
distinguisher in the Real-or-Ideal game to define adversarial correctness.

Definition 4.1 (Adversarial correctness) [21]. Let I1 be an insertion-only Count-
ing filter, with public parameters pp, and let R be a keyed function family from
D to R. We say I is (Gin, Gqry, Groi, ta, ts, ta, €)- adversarially correct if, for all
adversaries A running in time at most ta and making at most qin, qgry, 401 queries
to oracles Insert, Qry, Reveal respectively in the Real-or-Ideal game (Figure 5.2)
with a simulator S that provides an NAI view of Il to A and runs in time at most
ts, and for all distinguishers D running in time at most t;, we have:

Advﬁ?js(p) := |Pr[Real(A, D) = 1] — Pr[Ideal (A, D,S) = 1]| < e

Relying on the consistency rules (Section 4.1) and the F-decomposability
(Definition 2.3.1), we are able to use the simulator from the existing frame-
work.

We give in Figure 4.3 a simulator S that replicates the behaviour of an
insertion-only Counting filter and satisfies the consistency rules (Section 4.1)
and is by definition function-decomposable (section 2.3.1).
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We observe that our simulator is equivalent to the simulator described in
[21]. Indeed, the Up algorithm is simply renamed Insert, and we discard
the Rep algorithm.

Next, we state Theorem 1 from [21], which we show can be applied to Count-
ing filters.

Theorem 4.2 [21]. Let qiy, Gqry, qro1 be non-negative integers, and let t,, t; > 0.
Let F: ® — R = [m]*. Let I1 be an insertion-only Counting filter with public
parameters pp and oracle access to F, such that 11 satisfies the consistency rules
from section 4.1 and F-decomposability (Definition 2.3.1). Let « (resp. B) be the
number of calls to F required to insert (resp. query) an element in 11 using its
insert (resp. qry) algorithm.

If Ry : © — Ris an (agiy + Pqgry, ta + ta, €)-secure pseudorandom function with
key K +$ K, then I1is (giy,, Qqry, Grots ta, ts, ta, €')-adversarially correct with respect
to the simulator in Figure 4.3, where €' = € + 2qyr, - Prr1,pp(FP|qi) and ts = t,.

We show that we can apply this Theorem to our insertion-only Counting
filters defined in Figure 4.1.

Lemma 4.3 Insertion-only Counting filters with public parameters pp and oracle
access to F satisfy the consistency rules from Section 4.1 and F-decomposability
from Definition 2.3.1.

Proof. We showed in Chapter 2 section 2.3.1 that Counting filters satisfy F-
decomposability. We prove now that Counting filters satisfy the consistency
rules in Definition 4.1.

Element permanence. As we consider insertion-only Counting filter, deletions
are not allowed and once an element is inserted inside the filter, the element
remains there indefinitely. Additionally, if an element is a false positive,
since deletions are not allowed, no counters are decremented, and the ele-
ment also remains a false positive indefinitely.

Reinsertion invariance. The syntax in Figure 4.1 shows that by definition the
filter will not be affected by reinsertion and therefore, this rule is satisfied.

Permanent disabling. In our Counting filter syntax, we observe that the filter
is never disabled. Consequently, this property is trivially satisfied.

Non-decreasing membership probability. The more insert queries we perform,
the higher the chance that the element was inserted. Additionally, looking
at the false positive probability in equation 2.1, it is clear that the more
elements in the filter, the bigger or equal the false positive probability.

O

We proved that our insertion-only Counting filters satisfy the consistency
rules and F-decomposability. Therefore we can apply Theorem 4.2.
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Simulator S(A, pp)

F < Funcs[®, R]

o + setup(pp)

inserted, FPlist, CALQ « {}, {}, {}
i< 0

ctr <0

AN U s W N -

return out < AInsertSlm, QrySim, RevealSim

Oracle QrySim(V)

i+—i+1

if inserted[x] = Tor FPlist[x] = T
return T

if CALQ([x] « ctr

1
2
3
4
5:
6
7
8 return |

9:

10: CALQ[x] ¢ ctr

11: a9 s qry!dn(y s R,0)
12: a® «sqry" (x,0)

13: a < adela ¢ aC

14: ifa=T
15: FPlist[x] =T
16 : return a

Oracle InsertSim(x) Oracle RevealSim()
1: if inserted[x] =L 1: returnco
2: (b, ) « insert™ (x, o)
3: ifb=T
4: inserted[x| <~ T
5: ctr+=1
6: return b
7: else
8: return T

Figure 4.3: Simulator used in Theorem 1.
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Corollary 4.4 Let I1 be our Counting filter from Lemma 4.3. Let in, Gqry, Grol
be queries to oracles Insert, Qry, Reveal respectively, and let t,, t; > 0. Let F :
D — R = [m]

If Ry : © — Ris an (qin + qgry, ta + ta, €)-secure pseudorandom function with key
K +$ Kand F = Rg, then I1 is (qin, Ggry, Grot, ta, ts, ta, €')-adversarially correct,
where €' = € +2q4ry - Priypp(FP|giy) and ts = t,:

Advﬁ?jS(D) := |Pr[Real (A, D) = 1] — Pr[Ideal (A, D,S) = 1]| < e+ 24gry - Pripy(FP|n+ giy).

Proof. From the instantiation of Counting filters given in Figure 4.1, we ob-
serve that each insert and gry call contains one call to the function F. Then,
using Lemma 4.3, Theorem 4.2 holds with a = g =1. [

We note that our bound is equal to the bound derived in [21] for Bloom fil-
ters. This is coherent as Bloom filters correspond to insertion-only Counting
filters with the counter’s maxValue set to 1.
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Chapter 5

Security analysis of Counting filters
with deletions

In this Chapter, we analyse the adversarial correctness of Counting filters
with deletions, using a simulation-based approach. We extend the simulation-
based framework from Chapter 4.

To begin with, we modify the Counting filter syntax defined in Figure 2.1.
We redefine the insert algorithm in Figure 5.1.

We restrict now the insert algorithm such that when a counter reaches its
maximum value, the filter does not allow insertion of an element which
needs this counter. In the general syntax for Counting filters given in Chap-
ter 2 and for insertion-only Counting filter in Chapter 4, we increment the
counters which have not reached yet maxValue. However, this method has
an important drawback when deletions are allowed: false negatives can
arise with just deletions of inserted elements. Indeed, some counters are
shared between different inserted elements, and some counters are equal to
value maxValue while being actually used by maxValue + j elements with
j € N. Afterward, with deletions of those inserted elements, we decrement
the counters until possibly reaching value 0, while still j elements need this
counter to be > 0 to be considered in the filter. By consequence, we opt
for a solution where the element is not inserted at all in the filter and all its
corresponding counters are not incremented. The drawback of this solution
is that the filter allows the insertion of less elements. However, the probabil-
ity that a counter reaches its maximum value, under random insertions, is
small, and consequently the number of insertions rejected is small too [13].

Compared to insertion-only Counting filters where the restriction on rein-
sertion is part of the syntax, for Counting filters with deletions, we put the
restriction on the adversary and assume that he never performs reinsertion
of inserted elements. Additionally, in order to be the closest possible to the
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setup(pp) qry” (x,0)
1: m,k,maxValue < pp 1: M «+ F(x)
2: 0 < zeros[m] 2: forie M
3: returno 3: ifoli] =0
4 return |
5: return T
insert’ (x, o) delete® (x, o)
1: M+ F(x) 1: M <+ F(x)
2: 2:
3: if ofi] < maxValue, YieM 3: ifofi] >0, VieM
4: forieM 4: forieM
5: olil+=1 5: if ofi] >0
6: return T,0 6: olil— =1
7: 7: return T,0
8: else 8: else
9: return 1,0 9:
10 : return 1,0

Figure 5.1: Syntax instantiation for Counting filter with deletions.

real world uses cases, we allow reinsertion of deleted elements. We call this
adversary, a no-reinsertion adversary.

If reinsertions are allowed, it becomes trivial for an adversary to disable the
filter by inserting the same element maxCounterValue + 1 times. Addition-
ally, if reinsertion is not allowed after deletion, this might lead to blocking
scenarios in real life. For example, in the use case of routing (2.5.2), we
might want to remove a route temporarily (e.g. during DDoS attacks), but
add it later again.

5.1 Consistency rules

In this section we extend the consistency rules defined in [21], for our Count-
ing filter with deletions I1.

Non-decreasing membership probability for insertions

Ifforallce ), x,ye D, reR,

(b,0") « insert(x,0;r) = Pr[T < qry(y,o)] < Pr[T < qry(y,o’)].
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Similar to Chapter 4, the more Insert queries we perform, the higher or
equal is the probability that a query on a random element returns T.

We note that the statement is equivalent to:

“Ifforallo, o’ €),y €D,
o Co' = Pr[T < qry(y,0)] < Pr[T « qry(y,o’)].”

Where o C ¢’ denotes that ¢ is a subset of ¢”.

Non-increasing membership probability for deletions

Ifforallce ), x,y €D,

(b,0") « delete(x,0) = Pr[T < qry(y,o)] > Pr[T < qry(y,d’)].

The more Delete queries we perform, the smaller or equal is the probability
that a query on a random element returns T.

Non-decreasing disabling probability for insertions
Ifforallce ), x,ye D, rr eR,

(b,0") « insert(x,0;r) = Pr[(b,0") < insert(y,o;7') : b =1] < Pr[(b,0") + insert(y,o’;7') : b =1].

In this Chapter, we block an insertion when a counter needed for the inser-
tion has reached its maximum. Since (b, ¢’) <« insert(x,o;r), o C ¢’ and all
counters in ¢’ are higher or equal than in ¢. Therefore, the probability that
a counter reached its maximum is ¢’ is higher than in ¢.

Compared to insertion-only Counting filters, we do not have a permanent
disabling rule. We choose not to block the filter to be the closest to real
scenarios.

5.2 Adversarial Correctness of Counting filters with dele-
tions

As discussed previously in section 3.3, Counting filters with deletions are
insecure in public settings. Clayton et. al.[8] proved that using a keyed
PRF is not enough when deletions are allowed, and from a practical side,
we mounted an attack against Counting filters with deletions in the public
setting. By consequence, we only consider private Counting Filters with
deletions in our proofs.

We consider the following scenario. The Counting filter is initialised empty.
Then, the adversary has access to three oracles. Qry takes as input x an
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element provided by A, and outputs if x has been inserted into II. Insert
inserts an element provided by A into Il, and Delete deletes an element
provided by A from II.

Real-or-Ideal(A, S, D, pp)  Oracle Insert(x) Oracle Qry(x)
1: d<+s{0,1} 1: (b,0) «sinsert! (x,0) 1: return qryf(x,0)
2: ifd=0 2: returnb
3 KSKGE s Ry Oracle Delete(x)
4 o« setup(pp)
5:  out < Alnsert DeleteQry . (j 1) g delete’ (x, )
6: else 2: returnb
7 out <5 S(A, pp)
8: d' <« D(out)
9: returnd’

Figure 5.2: Correctness game for the PDS IT using the simulation paradigm.

We define two games. First, we define the Real-or-Ideal game in Figure 5.2.
We denote the real (d = 0) and ideal (d = 1) versions of Real-or-Ideal as Real
and Ideal, respectively. The distinguisher D generates the game’s output
d e {0,1}.

We construct a simulator S in Figure 5.7, and used in Theorem 5.2. We
explain our construction of the simulator below.

Deletions. We ensure in lines 1-2 of DeleteSim algorithm in Figure 5.3 that
only inserted elements can be deleted.

We notice that, combined with the rule on counters reaching their maxi-
mum value described at the beginning of this chapter, this leads to no false
negatives happening in the Ideal world.

Insertions. We define insertions in Ideal in line 2 of InsertSim algorithm in
Figure 5.3. Insertions are defined such that the input element is not directly
inserted, but instead, a uniformly random element is derived and then in-
serted instead of the input. Consequently, for each reinsertion of an element
(i.e. same input) inside the filter, we do not reinsert the same element and
we do not increment the same counters. It allows each insertion inside the
filter to be independent from any previous insertions and deletions.

Queries. First, since in Ideal we take into consideration only deletions of
inserted elements, we do not have false negatives and an inserted element
must be inside the filter (lines 3-4 of QrySim algorithm in Figure 5.3). Then,
if not inserted, an element is possibly a false positive. If the element was pre-
viously set as a false positive and no deletions happened since, the element



5.2. Adversarial Correctness of Counting filters with deletions

Simulator S(A, pp) Oracle QrySim(x)
1: F < Funcs[®,9R] 1: ¢l g qry!dn (Y «s R, 0)
2: 0+ setup(pp) 2: & —qryF(x,0)
3: 0 < setup(pp) 3: if insertedy,o[x] = T
4: insertedpyy < {} 4 ce—T
5: 5: else if FPlist[x] = T N CALQ_DEL[x] = ctrg,
6: insertedy,,.. < {} 6: c+—T
7 7
8: FPlist < {} 8: else if FPlist[x] = 1 N CALQIN[x] = ctrj,
9: 9: c+L
10: CALQIN « {} 10: else
11: 11 : c CIdeal
12: CALQDEL « {} 12:  FPlist[x] = ¢
13: 13: CALQ.IN(x] < ctry
W: ctrip <0 14: CALQ.DEL[x] ¢ ctrgy
151 ctrge < 0 15: returnc
16 : return ouf <= AInsertSim, DeleteSim, QrySim
Oracle InsertSim(x) Oracle DeleteSim(x)
1: if insertedyyq[x] =L 1: (b9, 0") « deleteF (x,0")
2: (', 7)  insert'¥r (y <5 ®,¢) 2: if insertedyoy[x] =T
3: (a%*,0") + insertt (x,0”) 3: (b"%"!, o)« delete'*? (insertedy,iue [X], 0)
4 4 gldeal else
5. ifa=T 500 bl
6: ctriy+ =1 6: b pled
7 insertedyg[x] < T 7: ifb=T
8: inserted gy, [X] =y 8: Ctrge+ =1
9: else 9: insertedyyo [x] =L
10 : a+ T 10: returnbd
11: returna

Figure 5.3: Simulator.

must remain a false positive (lines 5-6). Indeed, since no deletions happened,
no counters were decremented and consequently all counters > 0 allowing
the element to be a false positive must remain > 0. In the opposite, if the el-
ement was previously not a false positive and no insertions happened since,
the element must remain not a false positive (lines 8-9). Indeed, if the ele-
ment was not a false positive, at least one of its corresponding counters was
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equal to 0. Since no insertions happened, no counters were incremented and
consequently the counter(s) equal to 0 could not become > 0. Finally, if we
are not in the three previous cases, we need to recompute if the element is
a false positive and derive a random element which is then queried to the
filter (lines 10-11). Querying a random element instead of the input allows
to generate a query response independently from the inserted elements.

5.2.1 Security bound derivation

We use the advantage of a Distinguisher in the Real-or-Ideal game described
in Figure 5.2 in order to define adversarially correctness.

Definition 5.1 [21]. Let I'l be a Counting filter with deletions, with public parame-
ters pp, and let R be a keyed function family. We say I1is (qin, Gael, Gary, tas ts, ta, €)-
adversarially correct under no reinsertion if, for all no-reinsertion adversaries A
running in time at most t, and making qin, qae, and qgry queries to oracles Insert,
Delete, Qry respectively in the Real-or-Ideal game (Figure 5.2) with the simulator
S in Figure 5.3 that runs in time at most t, and for all distinguishers D running
in time at most t;, we have:

Adv°} ¢(D) = |Pr[Real (A, D) = 1] — Pr[Ideal (A, D,S) =1]| <.

We derive now a bound on the correctness of Counting filters when adver-
saries are able to insert, delete, and query elements.

Theorem 5.2 Let gy, qae1, and qqry and maxValue be non-negative integers, and
let t,, tg > 0. Let F: ® — R = [m]*. Let I1 be a Counting filter with public
parameters pp and oracle access to F, such that 11 satisfies the consistency rules
from Definition 5.1 and F-decomposability (Definition 2.3.1).

If Rk : © — Ris an (qin + Gaer + qqry, ta + ta, €)-secure pseudorandom function
with key K < K, then I1is (q;y,, Qdels Gqrys tas ts, ta, €')-adversarially correct under
no reinsertion, where

e (qin - 1) 'k)maxValue + (

/
—ed D0 -
€ =€t 2 finm <maxValue-m

2 Gary + Qdel) ) PrNAIn,pp (Fp|qiﬂ)'

Proof. We define the intermediate game G in Figure 5.4. We define d = 0
(resp. d = 1) as the Real (resp. G) version of Real-or-G. We also define d = 0
(resp. d = 1) as the G (resp. Ideal) version of G-or-Ideal.

Now that we defined the intermediate games, we proceed with the proof.
First, we start by defining an intermediate game G that replaces the PRF
in Real with a random function. We bound the closeness of Real and G in
Lemma 5.3 in terms of the PRF advantage. Then, we construct a game Gx*
(Figure 5.7) that looks identical to G, and show that Gx and Ideal are equal
up until some “bad” events E, E” and E”. It allows us to bound the closeness
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Real-or-G(A, D, pp) G-or-Ideal(A, S, D, pp)
1: d<+s{0,1} 1: d+s{0,1}
2: ifd=0 2: ifd=0
3 K <$K;F +s$ Ry 3: 3 Funcs[®, ]
4: else 4: 0 < setup(pp)
5 - F «s Funcs[@, 9&{] 5 out < Alnsert, Delete,Qry
6: 0 <ssetup(pp) 6: else
7: out < Alnsert, DeleteQry . out <5 S(A, pp)
8: d <s$D(out) 8: d <s$D(out)
9: returnd 9: returnd

Figure 5.4: Intermediate game G for the proof of Theorem 5.2

of G and Ideal in Lemma 5.4 in terms of the probability of events E, E” and
E”. Finally, the probabilities of these bad events are computed in Lemmas
5.6, 5.7 and 5.8 respectively.

Pr[E], Pr[E'], Pr[E”]
e

Real < G = Gx Ideal

Figure 5.5: Sketch Theorem 5.2 proof.

Lemma 5.3 [21]. The difference in probability of an arbitrary ts-distinguisher D
outputting 1 in experiments of game Real-or-G (Figure 5.4) with a no-reinsertion
(Gins Gdet, Gqry, ta)-Counting filter adversary A, is bounded by the maximal PRF
advantage € of an (Gin + Gaer + Gqry, ta + ta, €)-PRF adversary attacking Ry:

Advgfj:;r—c(p) := |Pr[Real(A, D) =1] — Pr[G(A, D) =1]| <e.

Proof. Consider the PRF adversary B in Figure 5.6, who instantiates the
Counting filter that A queries using its RoR oracle, in relation to the Real-
or-G game from Figure 5.4.

When b = 0, B is running Real for A, where the PRF Rk is used to handle
A’s oracle queries to IT. When b = 1, B is instead running G for A, where
the truly random function F is used to handle A’s oracle queries to I'l. By
inspection, the advantage of B is

AR (B) = AdvRE 57 -6(D).

By assumption in Theorem 5.2, Rk is an (Gin + qder + Gary, ta + ty, €)-secure
PREF, hence no adversary 5 making at most q;;; + qg.1 + q4ry queries and run-
ning in time at most f, + t; can have advantage greater than €. Therefore,

Adv%‘fﬂ:gor_c(D) <e.
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PRF Adversary BRoR

1: F <+$RoR
2: 0 <$setup(pp)
3: return d/ <_$D(Alnsert,De1ete,er)

Figure 5.6: PRF adversary 8 for Lemma 5.3

Let us denote by G* a modified version of Ideal that runs S, but with modi-
fications marked in blue in Figure 5.7.

Lemma 5.4 For i € [qqr), let 1 be the response to A’s i'" Qry query in the
Ideal game, and let c©* be the response in the G* game. Let E be the event that the
response to A’s it" Qry query differ in line 12 of QrySim algorithm in Figure 5.7
for some i:

E := [The first mismatch in query responses is due to /%" = c¢** for some i € [ggry]].
(5.1)

For i € [qge), let bl be the response to A’s it" Delete query in the Ideal game,

let b* be the response in the G* game. Let E” be the event that A’s i'" Delete query

differ in line 6 of DeleteSim algorithm in Figure 5.7 for some i:

E’ := [The first mismatch in query responses is due to b!% £ bS* for some i € [g4.1]]-
(5.2)

For i € [giy], let al%! be the response to A’s it Insert query in the Ideal game, let
a®* be the response in the G* game. Let E” be the event that A’s i'" Insert query
differ in line 4 of InsertSim algorithm in Figure 5.7 for some i:

E” := [The first mismatch in query responses is due to al%* # aS* for some i € [g;,]].
(5.3)

The difference in probability of an arbitrary distinguisher D outputting 1 in exper-
iments of game G-or-Ideal with a no-reinsertion (qin, qdel, Gqry, ta)-Counting filter
adversary A is bounded by Pr[E], Pr[E’] and Pr[E”]. In other words,

Advii 25 '9(D) := |Pr[G(A, D) = 1] — Pr[Ideal (A, D, S) = 1]| < Pr[E] + Pr[E’] + Pr[E”].

Proof. G and G* use the same function F in all algorithms. The main dif-
ference between G and G* is that in the latter, A interacts with a simulator
that intercepts some of the queries to the simulated Counting filter, and does
some input-output bookkeeping absent in G. We show that these extra op-
erations run by S do not affect the return values of I1 and therefore, G and
G* look the same from A’s point of view.
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Oracle QrySim(x) - Ideal, G*

Oracle InsertSim(x) - 1deal, G*

Simulator S(A, pp)
1: F <s$ Funcs[®,R] 1:
2: 0 < setup(pp) ).
3: o « setup(pp) -
4: insertedpyy < {} .-
> 5:
6: insertedy,,.. < {} .
7 7:
8: FPlist + {} o
7 9:
10: CALQIN « {} 0
1 11:
12: CALQ.DEL «+ {}
13- 12 :
14: ctry, <0 B
15: ctrgy <0 "
16 : return ouf <= AInsertSim, DeleteSim, QrySim 1:

et s qrydR (Y s R, 0)

% qryF (v, 0’)

if insertedyo, [x] = T
c+ T,cC*

else if FPlist[x] = T N CALQ_DEL[x] = ctry
c+ T

else if FPlist[x] = L N CALQ.IN[x] = ctrj,
c«1

else
C CIdea/,CG*
FPlist[x] = ¢

CALQ_IN[x] < ctriy,
CALQ-DELIx] < ctryy
return ¢

Oracle DeleteSim(x) - I1deal, G*

O 0 N O U1 W

10 :
11

if insertedyy[x] =L 1:
(a", 7) « insert!dn (y <5 R,0) 2:

(a%%,0") + inserth (x,07) 3:
a4 a[deal,aG* 4:
ifa=T 5t
ctriy+=1
insertedpy[x] < T
inserted gy, [X] = ¥
else
a+ T 10 :
return a

O 0 N O

(b%*,0") + delete (x, )
if insertedyp[x] = T
(b1eal o) «— delete'd® (inserted,ajye [X], o)
else
bldeal — |
b bldeal, bG*
ifb=T
Ctrgg+ =1
inserted;y [x] =L

return b

Figure 5.7: Simulator with G*.

By inspection of algorithm InsertSim, we see that it always returns the re-
turn value of the insert algorithm when the element is not already inserted
in the filter. Since we derive a correctness bound for a no-reinsertion ad-
versary, InsertSim always returns the return value of the insert algorithm
for every insertion. Consequently, answers obtained from InsertSim in G*
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always agree with what would A obtain using the insert algorithm in G.

By inspection of algorithm DeleteSim in Figure 5.7, we see that for every
deletion it returns the return value of the delete function. Consequently,
answers obtained from DeleteSim in G* always agree with what A would
obtain using the delete algorithm in G.

Then, inspecting QrySim, we show that lines 6-7 in Figure 5.7 do not cause
discrepancies. Lines 6-7 are executed if the current element was a false pos-
itive at the time of the last call to QrySim on this element, and no deletions
were made since. As shown in the previous paragraph, since no elements
were deleted in G* since the last call to QrySim on this element, no elements
were deleted in G either. Therefore, no counters were decremented in both
games, including the counters allowing the element to be a false positive.
Since qry’ is a deterministic algorithm, qry in G would return T, and re-
garding QrySim, the element has to remain a false positive and it needs to
return T again.

Similarly, lines 9-10 ( 5.7) do not cause discrepancies. Lines 9-10 are executed
if the element was not previously a false positive and no insertions were
made since the last call to QrySim on the current element. As shown previ-
ously, since no elements were inserted in G* since the last call to QrySim on
this element, no elements were inserted in G either. Therefore, no counters
were incremented in both games, including the counters needed for the ele-
ment to become a false positive. Since qry’ is a deterministic algorithm, qry
in G would return L, and regarding QrySim, the element has to remain not
a false positive and it needs to return L again.

Since no other operations in QrySim affect its return value, the game G* is
identical to G (Figure 5.4) from the point of view of (A, D).

We now look at where G* and Ideal can diverge for the first time.

First, answers to InsertSim queries might differ. As we explained previ-
ously, if a counter reaches its maximum value in the filter and is needed
during the insertion of a new element, the element is not inserted. If the
element cannot be inserted, InsertSim return 1, while if the insertion suc-
ceeds, the algorithm returns T. Therefore, since elements inserted in G* and
Ideal are different, their corresponding counters are different, and the first
mismatch in query responses can happen in InsertSim and corresponds to
event E” defined in Equation 5.3.

Otherwise, answers to DeleteSim queries might differ. In G*, not only in-
serted elements but also false positives can be deleted, while in Ideal only
previously inserted elements can be deleted. By consequence, depending on
insertions, deletions can succeeds in only one game and the first mismatch
in query responses can happen in DeleteSim and corresponds to event E’
defined in Equation 5.2.
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Finally, otherwise answers to QrySim queries might differ. We observe in
Figure 5.7 that when answers to the QrySim algorithm are not fixed, we do
not check the same counters in G* and in Ideal. Therefore, these queries
might output different answers and the first mismatch in query responses
can happen in QrySim, and corresponds to event E from Equation 5.1

By consequence, the games Ideal and G* (and hence G) are equal from the
perspective of (A, D) at least up until the events from Equations 5.1, 5.2 or
5.3 for some i € [giy), [qaer] OF [94ry]. We denote these events by E, E’, E”, and
we have

|Pr[Ideal(A, D, S) = 1] — Pr[G(A, D) = 1]| < Pr[E] + Pr[E’] + Pr[E”].

(]

Definition 5.5 Let insert‘;artial(x, ) be the insert algorithm from Figure 2.1. There-
fore, the non-adversarially-influenced state Definition 2.5, and the false positive

probability in Equation 2.3 hold for the insertt . (x,o) algorithm.

partial
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Lemma 5.6 QrySim difference. Let the event E be defined as in Lemma 5.4. Then,

PI’[E] < ZC]qry : PrNAIH,pp (Fpmm)

Proof. We need to compute Pr[E].

Let o)) denote the state o and let ¢’ denote the state ¢’ before A’s i-th Qry
query. We calculate Pr[E] in game Ideal, with outputs ¢/ and ¢{* defined
as in lines 4, 7, 10 and 12 of algorithm QrySim in Figure 5.7 at the ith query.

We observe that event E can occur during each query of an element x;.
Therefore, we consider all queries i € [q4+,] when upper bounding Pr[E].

First, we note that we do not have to consider the case where a query on
an inserted element returns different values in both games in lines 3-4 in
Figure 5.7. Indeed, in this case, the element must be a false negative in
game G*, while still be positive in Ideal, or could have been inserted in
Ideal but not G*. In order for the first scenario to happen, deletion(s) of
a false positive(s) must have occurred previously and by consequence the
difference would have appeared first in DeleteSim and do not need to be
considered in QrySim. For the second scenario, the first difference happens
in InsertSim .Therefore, we focus on the event for elements x; that have not
been inserted into I1 at the time they are queried to QrySim (and hence could
return a false positive result).

Additionally, since we are looking for the first time outputs mismatch, we
do not take special care of the case where the outputs are necessarily equal
before the first mismatch, i.e. return value is defined in lines 7-10 in Figure
5.7. Thus, we focus on output values defined in via line 12.

We see that event E can be written as

E = "The first mismatch in query responses is due to c/” # c¢&*for some i € [qgr,]
and the queried element was not inserted”.

We compute

Pr[E] = Pr[The first mismatch in query responses is due to ¢/ # c¢f*for some i € [qqr,]

and the queried element was not inserted|]

Qqry
< E Pr[The first mismatch in query responses is due to Qry(y;)
=1

1

where y; was not inserted and /" # %],
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Emismatch

We define the event ary;

as

Egiriysi’”““h = "The first mismatch in query responses is due to Qry(y;)”.
9qry )
Pr[E] <) Pr[E;=""" where y; was not inserted and ¢/ = T N ¢f* =1]
i=1

+ Pr[EZﬁiysim”tCh where y; was not inserted and ¢/ =1 N ¢&* = T]

qary )
< Pr[E'q’fySimmh where y; was not inserted and /%" = T]|
i=1
+ Pr[EZﬁ"yS’_m“t‘jh where y; was not inserted and c“* = T]|
[ Ideal G
=) Pr(Eg," ] + Pr[Eg. ], (5.4)
i=1

where we define the event Eé‘f;fl as

Eldeul — [Emismatch

; Ideal __
ary; ary; where y; was not inserted and ¢;**" = T]|

Gx
and the event E;;| as

EG* — [Emismatch

: G+ __
0y ary; where y; was not inserted and ¢;”* = T|.

We focus now on Pr[Eé‘ri;fl ]. From the simulator and the previous explana-
tions, we have:
Pr[EMel] = pr  [Ersmatch o (¢« qryl®r(Y & R, cd):c=T).
i Ideal's coins™ 1Y
r<$R
A's coins

A’s coins represents all the adversary’s reactions to the responses they may
observe during the game. Ideal’s coins represent the randomness generated
in Ideal. Therefore, fixing A’s and Ideal’s coins determines the adversary’s
exact behaviour. It uniquely determines each state () and the elements
inserted.
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PrlEf] = r R | s coins
i s coins 1deal’s coins | M (c — qryIdR(Y < R, 0(1)) S0 = —|—)

r<sR

- Pr[A’s coins]

Pr qufiyslmtdl ‘ | A's coin‘s
R | N (c qry! (Y < R,00):c=T) ' Ideal’s coins

. . T
A’s coins Ideal’s coins

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins].

Let Ayqx represent the state o after all g;, insertions, where each element
Idy

partial function in Definition 5.5. Since Ay

was inserted using the insert

contains all inserted elements, o)) C Ay, and using the non-decreasing
membership for insertion consistency rule:

Emismatch

oo
Pr[Eldenl] < y Y pr qryi A's coins

qaryi Idy ¥ R ‘ / 1
I A’s coins Ideal’s coins re4R N (C < qry R(Y — éR/ Amax) = T) Ideal’s coins

- Pr[Ideal’s coins| A’s coins| - Pr[A’s coins].

Since in A4y all elements are inserted and mapped using counters selected
uniformly and independently at random, the adversary has no power and
the probability does not depend on A’s coins anymore:

Pr[Edea) < Y, Pr Eqpy " | Ideal’s coins
rYi - Id, r . _
Y A’s coins Ideal’s coins resR o0 (C —qry R(Y A %I Amﬂx) = T)

- Pr[Ideal’s coins| - Pr[A’s coins]

< E 2 Pr { (c ¢ qry"™® (Y <& R, Ayax) : ¢ = T) | Ideal’s coins }

. . r+sR
A’s coins Ideal’s coins o8

- Pr[Ideal’s coins] - Pr[A's coins].
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Reversing the conditional probability rule we get:

PrlEfc] < Y Pr[e4 qry"™(Y <= R, Apar) 1 ¢ = T] - Pr[A’s coins]
! s coins Ideal(’_s;{ozns
r

=  Pr e qry' (Y &R Ap) ic=T]- Y Pr[A’s coins]
Ideal’s coins

’s coins
r<sR A

=  Pr e qry!™(Y <& R, Apax) o= T]
Ideal’s coins
r<$R

Yy, .., qu 5 xR,
A s setup(pp),

(T,A) = insert!™ (Y;,A) fori€[1,.,qi]

partial

: T = qry' (Y <s R, A)

Since A contains all q;, elements randomly and independently inserted in
the filter, we see that A corresponds to the non-adversarially-influenced state
defined in Definition 2.5 with g;, elements:

F <+ Funcs[D, ],
[Xl,...,Xqin] 5 U(S € Plists(©)|‘s| = qin)

Pr[Eﬁl‘f;fl] < Pr A s setup(pp)

(b,A) «+sinsertt . (xr,A) fork=1,...,qi,

partial

: T = gqryf (x s U(D\[X1, oy Xq,]), D)

Finally, we see that this probability corresponds to the NAI false positive
probability in Equation 2.3 for g;, elements:

Pr[Eé‘f;?l] < PrNAIII,pp [FP[qin]. (5.5)
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G
We focus now on Pr[E;7 |.

We introduce G#’s coins. G* coins represents the random function F sam-
pled independently from A’s and Ideal’s coins.

G jsmatch F N Lo .
PrE;, ] = G*/sPcroins [Eqy " 0 (e« qry’ (vi, o) :c=T) N (y; not inserted)]
Ideal’s coins
A’s coins
mismatch
Eqr%‘ . , .
= ) P N (c + qryf(y;,0") :c = T) |A's coins
= s coins .
Als coins oo N (y; not inserted)

- Pr[A’s coins]

Emismatch
qryi / i
= E 2 Pr N(ce qryf(y, ) :c=T):ic=T) | A s,com‘s
A . n . Gx's coins 4 ) Ideal’s coins
s coins Ideal's coins N (yi not mserted)

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins]

< ¥ Y Pr (c qry (y;, @) :c=T):c=T) | A’ coins

Pr e | o o
s ains Ideal's coins C¥'S coins N (y; not inserted) Ideal’s coins

- Pr[Ideal’s coins|A’s coins] - Pr[A’s coins] (5.6)

Let (),x,i represent the state o’ containing all inserted elements {xy, ..., x4, } \{vi}
Idy,

where each element was inserted using the insert, 5.,

function. Since ),y i

contains all inserted elements except the currently queried y;, 0" C Qs
and using the non-decreasing membership probability for insertion con-
sistency rule:
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F . . M = M g / 1
PrES" | < Py (¢« qry (yl,Qmﬂx/,.) c=T)ic=T) | A slcom‘s
= e E, . G's coins N (y; not inserted) Ideal’s coins
s coins Ideal's coins

- Pr[Ideal’s coins|A’s coins| - Pr[A’s coins]

F <5 Funcs[D, ],
Q s setup(pp),

_ 2 2 .Pr foreachxke{x1,~-zxqm}\{yz‘}r

A’s coins Ideal’s coins

(T,Q) = insertiartial

(%, Q)

T =qry" (vi, Q)
- Pr[Ideal’s coins|A’s coins| - Pr[A’s coins]

Since Counting filters are function-decomposable (Section 2.3.1), we rewrite:

F <3 Funcs[D, ],

Q s setup(pp),
pr[ngy’;i] < 2 2 .Pr | foreach x; € {x1,.., x4, }\{Vi},
0

A’s coins Ideal's coins

(T, Q) = insert' ™ (F(x;), Q)

partial

: T =qry!™(F(y;), Q) |

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins]
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The set {x1,.., xg, }\{vi} is fixed due to A’s and Ideal’s coins. As we con-
sider all g;, insertions except the queried element y;, the state contains
[{x1,.., %4, }\{vi}| elements. Since F is a random function and using the
non-decreasing membership probability for insertions consistency rule:

PrlEgy, ] <

A’s coins Ideal’s coins

Yy, ., Y|{x1,..,xqin}\{yi}| <SR,

Q <« setup(pp),
- Pr

: dl
(T,Q) = msert;a}fﬁal(Yk, Q) fOT’ ke [1, "’q|{x1/-~/xqin}\{yi}|]

T = qryldf‘f(Y s R, Q)
- Pr[Ideal’s coins| A’s coins| - Pr[A’s coins]

Y1, .., qu +s R,

Q «s setup(pp),
SO S
A’s coins Ideal’s coins (T,Q) = irlStZTIfId§R (Yk,Q) fOi’ ke [1, vy qin]

partial

: T = qry!®™ (Y <s R, Q)

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins]

Since all g;,, elements are randomly and independently inserted in the fil-
ter, we observe that the last constructed state () corresponds to the non-
adversarially-influenced state defined in Definition 2.5 with g;,, elements:

56




5.2. Adversarial Correctness of Counting filters with deletions

Gx*
Pr[EW%‘] <
A’s coins Ideal’s coins

F <+ Funcs[D, 1],
X1 coer Xq) €8 U(S € Piiss(D)|S| = Gin)
- Pr Q s setup(pp)

(b, Q) < insertﬁamal(xk,ﬂ) fork=1,..,4qp

: T = gryf (x 5 U(D\[x1, oo Xqi,]), Q)

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins].

Finally, we see that this probability corresponds to the NAI false positive
probability given in Equation 2.3 for g;, elements:

PrlEG, ] < ), Y. Prnam,, [FP|qi] - Pr[Ideal’s coins| A's coins] - Pr[A’s coins
A's coins Ideal's coins

= Pryaty,, [FP|qi] - ), Y Pr[ldeal’s coins N A’s coins]

A’s coins Ideal’s coins

= Pryany,, [FP|qin]- (5.7)

Finally, combining Equations 5.4, 5.5 and 5.7, we get

Gary

Pr[E] < ) PrlEN“!] 4 Pr[ES) ]
i=1

qary

<Y (PrNauy,, [FPIqin]) + (Prnamy,, [FP|qin])
i1

1

=2 Aqry - PrNAIn,pp [Pp‘qm]-
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Lemma 5.7 DeleteSim difference. Let the event E’ be defined as in Lemma 5.4.
Then,

Pr(E’l < qaer - Prnany,, [FP|qin]-

Proof. Let o)’ denote the state of o’ before A’s i-th deletion. We calculate
Pr[E’] in game Ideal, with output b{dﬁal and biG* defined as in line 1, 3, and 5
of algorithm DeleteSim in Figure 5.7 at i’ deletion. Let y; be the i deleted
element.

Since we are interested in the first output mismatch between games and
looking at the Counting filter’s syntax for the delete algorithm in Figure 5.1,
we see that event E’ can be stated as

E’ = "The first mismatch in query responses is due to b/ = bS* for some i € [g401]"-

Event E’ can occur during each deletion of an element x;. Therefore, we
consider all deletions i € [q4,;] when upper bounding Pr[E’].

Pr[E’] = Pr[The first mismatch in query responses is due to b!% £ bS* for some i € [gy.1]]

del
< Y Pr[The first mismatch in query responses is due to Delete(y;) and b/"* # b<*].
=1

1

We define the event Erism“tCh as
Eggfeﬁ‘:“h = "The first mismatch in query responses is due to Delete(y;)”.

qdel

Pr[E] < Y Pr[ERSn (1 b/ = T 1 b7 =1] + PrEfai 0 p/*! =1 N b = T].
i=1

The return values differ when we are able to delete an element only in one
of the games.

We show that Pr[Eﬂife’fgtCh N bldel = TN pS* =1] = 0. In this case, the
element is present inside the filter in the Ideal game, which means that the
element was inserted and not deleted, but not in game G*. This situation is
only possible if the element has become a false negative in game G* or was
not inserted in ¢’ but was in ¢. However, since we consider the first time
outputs differ, this situation is impossible as the first difference would have
happened in a previous Delete query, when deleting an element which is a
false positive, or within some previous Insert query.
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By consequence, we only consider

qdel

Pr[E’] < Y PrEfn n bj*! =1 nbp* =T
i=1

We focus now on Pr[E’;| = Pr[EZQﬁ’ZZtCh N (bl =1 N pE* = T)).

From the Simulator and the previous explanations, we have:

PrIEY = _ Pr B 1 ((b,0") ¢ delete” (y;,0V) 10 = T) N (b} =)
Ideal’s coins
A’s coins

Erismatch o ((p,¢") « delete’ (y;, ') : b= T)

= ) Pr Ideal | A’s coins
A's coins G#’s coins N (bz :J_)
Ideal’s coins
- Pr[A’s coins]
Emismatch
! A's coins

= Y X P | n((bo) « delete’ (y;,0D) b =T)

. | .
A's coins Ideal's coins C*'S coins N (bldeul :J_) Ideal’s coins
i

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins].

From line 1 of the DeleteSim algorithm in Figure 5.7 and its corresponding
line 3 of delete algorithm in Figure 5.1, we see that ((b, ") < delete (y;,c®)’) :
b = T) if and only if (c < query’(y;,c)") : ¢ = T). Additionally, we see
in lines 2-5 of the DeleteSim algorithm in Figure 5.7 that (b =1) if and
only if y; was not previously inserted. Therefore:

Fl. o0 . o — / .
PrE;] < Z Z Pr (c < qyf (y;, )i c=T) A’s coins

Wi Ldeals aoins G¥'S coins N (y; was not inserted) | Ideal's coins

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins].

We observe that this last probability can be calculated following the deriva-
tion of Equation 5.6 of Lemma 5.6 and we omit the details. Then,

PrlE"i] < Pryay,, [FP|qin)-
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Finally, we compute

Adel
Pr[E’] < 2 Pr[E";]
i=1

< qaet - PrNany ,, [FP|qin]-
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Lemma 5.8 InsertSim difference. Let the event E” be defined as in Lemma 5.4.
Then,

” € n—1) -k ue
PHET) <20 (T i

Proof.

Let o) denote ¢ and let ¢V)' denote o’ before A’s i-th insertion. We calculate
Pr[E”] in game Ideal, with outputs a{de”l and aZG* defined as in lines 2 and 3
of algorithm InsertSim in Figure 5.7 at the i insertion.

Since we are interested in the first output mismatch between games and
looking at the Counting filter’s syntax for the insert algorithm in Figure 5.1,

we see that event E” can be stated as
E” = "The first mismatch in query responses is due to a!% £ a&*for some i € [g;,]”.

Event E” can occur during each insertion of an element x;. Therefore, we
consider all insertions i € [g;,] when upper bounding Pr[E”].

Pr[E”] = Pr[The first mismatch in query responses is due to a/*" # a&*for some i € [g,]]

Jin
< ) Pr[The first mismatch in query responses is due to Insert(x;) and aldeal oL g6,
i=1

Erismatch

We define the event Ej O/

as
Emismatch —

insert: "The first mismatch in query responses is due to Insert(x;)”.

We have

qin . .
PF[E”] < Z Pr[Emzsmatch and aldeal - TN aiG* :J_] + Pr[Emlsmatch and aiIdeal -1 N al(}* _ —|—]
i=1

insert; i insert;

qin ) '
< 2 Pr[Emzsmatch and alldeal :J_] + Pr[ mismatch and azG* :J_]
i=1

insert; insert;

Jin
Ideal G
= Z Pr[Einsgrti] + Pr[Ein:ert,-]/ (58)
i=1
where we define the event Efgggrlti as

Ideal __ [yymismatch Ideal __
Einserti - [ insert; and a; _J-]
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G*
and the event Ej,,, as

Gx  __ [gmismatch Gx __
Einsert,— - [Einserti and a; _J-]'
We focus now on Ef,‘fgfrlti. First, by definition and using the conditional prob-

ability over all A’s and Ideal’s coins , we have

PrlEldeal | = Py [EMEMAE 0 (g 0)  Insert'®™ (Y < R, o)) :a =1)]
! Ideal’s coins !
r<$R
A’s coins
mismatch
insert; / .
= r i . A’s coins
i Ideul(’_s;{oins N ((a,0) « Insert!™ (Y <~ R,0)) :a =1) |
r

- Pr[A’s coins]

= Pr moert, " ' | A's coins
2 et oins 7R | N ((a,0) < Insert™® (Y <=~ R,¢)) :a=1) ' Ideal'scoins
- Pr[Ideal’s coins| A’s coins| - Pr[A’s coins] (5.9)

Now from the previous line, we need to compute

PrR[E%"sseTﬁtCh N ((a,0) « Insert™ (Y <& R,0) : a =1)| A’s and Ideal’s coins].
T !

Let Ay,uyi represent the state o after all g;, insertions but without the ith
Idy
partial

Amax,i contains all insertions except the it" one, o)) C Apay,i and we use the
non-decreasing disabling probability for insertion:

insertion. Each element was inserted using the insert function. Since

PrR[Eff,"sseTﬁtCh N ((a,0) + Insert™ (Y <& R,¢) : a =1)| A’s and Ideal's coins]
r<s !

< Pr [Epsmiict 0 ((a,0) < Insert™ (Y <= R, Ayay,;) : a =L)|A's and Ideal's coins]

r<$R

|
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Since in A,,y; all elements are inserted and mapped to counters selected
uniformly and independently at random, the adversary has no power and
the probability does not depend on A’s coins anymore:

Pr [EpEmtch 0 ((a,0) + Insert'™® (Y <= R, Ayi) 1 a =1)|A’s and Ideal’s coins]

r<$R

= PrR[E%githtCh N ((a,0) + Insert™ (Y <~ R, Apur;) - a =1 )|Ideal’s coins]

<.

< PrR[((a, o) < Insert!® (Y <~ R, Ayori) : @ =L)|Ideal’s coins] ~ (5.10)
<%

We combine now Equations 5.9 and 5.10:

Pr[Ef,’fggrlt’_] < ) Y. Prl(a,0) « Insert'™ (Y <= R, Ayay,) : a =L |Ideal’s coins]
A’s coins Ideal’s coins re4R

- Pr[Ideal’s coins| - Pr[A’s coins]

Reversing the conditional probability rule we get:

Pr[Ef,”ffgrlti] < ) IdmIIF:rwins[(a, o) « Insert!® (Y <= R, Apari) : @ =L] - Pr[A’s coins]
Als coins
r<$R

= Pr [(a,0) < Insert!'™(Y <& R, Appri) a=1]- Y. -Pr[A’s coins
Ideal’s coins

, .
A’s coins
r<$R

=  Pr [(a,0) < Insert!™(Y <= R, Apari) s a =1]
Ideal’s coins
r<$R

Y1, Vg, -1 <8 R,
A s setup(pp),
<Pr| (T,A)  insert'™ (Y, A) foriel,..qin—1]

partial

(a,A") < insert!™ (Y <5 R, A)

ra=_1

63



5. SECURITY ANALYSIS OF COUNTING FILTERS WITH DELETIONS

Y3, .., qu—l s R,
A s setup(pp),
= Pr (T,A) + insert'™ . (Y;,A) forie[1,..,qpm —1]

partial

(a,N') + insert!™ (Y +s R, A)

| : at least one counter needed for insertion is > maxValue |

Y1, .., Y‘iin—l 5 XK,
A < setup(pp),
. Id .
<Pr| (T,A) « msertpufﬁal(Yi,A) forie[l,.,qin —1]

(a,N') « insert!™ (Y +s R, A)

:any counter in A is > maxValue

Y1, .., Y‘iin*1 +s$ R,

A < setup(pp),
= Pr
(T,A) « insert!® . (Y;,A) forie[l,.,qi —1]

partial

:any counter in A is > maxValue

In this last step, instead of considering only counters needed for insertion,
we consider all counters in the filter.
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Since we consider all g;, insertions but the it" one, we observe that A cor-
responds to the non-adversarially-influenced state defined in Definition 2.5
with g;, — 1 elements:

F <+ Funcs[D, ],
(X1, s Xq—1) <5 U(S € Prigis(D)]|S| = gin — 1)
Pr[ELI#;?l] < Pr A s setup(pp)

(b, A) «sinsertt . (xi,A) fork=1,..,qm, — 1

partial

: any counter in A is > maxValue

Applying Definition 2.7 which gives the probability that any counter is
greater than or equal to maxValue in an NAI state, we get:

Ideal e (Qin 1) K\ maxValue
PrlE: <m-(——— . 5.
r[ znserti] ( maxValue - m ) ( 11)

We focus now on Egl’;mi at the time of the insertion of element x;. Since
the majority of the steps are similar to the computation for Ef,‘fsegrlti,

explanations only when they differ. First, we have

we give

PrEfe,] = G*ISI’DCroins [Eismateh y ((a,0") « Insert’ (x;, ') :a =1)]
Ideal’s coins

A’s coins

Emismatch

- Z Pr nsers ; A’s coins
A’s coins G's coins [ N ((a, UJ) — InsertF(Xi, U'(Z)/) . a :J_) ’ ]
Ideal’s coins

- Pr[A’s coins]

mismatch / ;
Py Einsergi / | A's coins
. / j . _ / ;
s ttoab e oims G¥'s coins | 1 ((a,0”) < Insert" (x;,0W") :a =1) ' Ideal'scoins

- Pr[Ideal’s coins| A’s coins| - Pr[A’s coins].
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Let Oy represent the state ¢’ containing all distinct inserted elements
{x1, ..., x4, }\{xi} where each element was inserted using the insert;’i}fti -
function. Since (),,,,; contains all inserted elements except the current x;,
o) C Qyuaxi and we use the non-decreasing disabling probability for in-

sertion consistency rule:

Erismatch A’s coins
P E-G* < p insert; .
Eingerr,] < Z Z G coins [ N ((a,0') + Insert’ (x;, Qpari) 1a =1) | Ideal’scoins

A’s coins Ideal’s coins

- Pr[Ideal’s coins|A’s coins| - Pr[A’s coins]

< Y Y. Pr [ ((a,0") « Insert® (x;, Qpari) :a =1)

. . Gx's coins
A’s coins Ideal’s coins

- Pr[Ideal’s coins|A’s coins| - Pr[A’s coins]

| A's coins
Ideal’scoins

F < Funcs[D, ],
Q s setup(pp),
for each x € {x1,.., x4, }\{xi},

-y o

’ ; / i | F
A’s coins Ideal’s coins (T, Q) «— msertpmml

(xkr Q)

(a,Q) «+ insertt (x;, Q)

| ta=1

- Pr[Ideal’s coins|A’s coins| - Pr[A’s coins]



5.2. Adversarial Correctness of Counting filters with deletions

Since Counting filters are function-decomposable (section 2.3.1), we can
rewrite:

F <5 Funcs[D, R,
Q s setup(pp),

for each x; € {x1, .., xq,-n}\{xi},

Pr[E%em] < Z Z -Pr

Als coins Ideal’s coins (T, Q) — insert;igftiul(F(xk), Q)

(a,Q) < insert'(F(x;), Q)

ta=_1

- Pr[Ideal’s coins|A’s coins] - Pr[A’s coins]

As we consider all g;, insertions except the current element x;, the state
contains [{x1, .., x4, } \{x;}| elements. Since F is a random function and using
the non-decreasing disabling probability for insertion consistency rule:

Pr[EG*

znserti] —
A’s coins Ideal's coins

Y1 e Yy, P} 5 R
Q s setup(pp),
Pri (T,Q) « insert!® (Yy, Q) fork e [1,-~/EI|{x1,..,xqv vl

partial

(a,Q)) « insert!=(Y +s R, Q)

ra=1
- Pr[Ideal’s coins|A’s coins] - Pr[A’s coins]
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Y, .., qu_l s xR,
Q s setup(pp),

< ) Y., Pr| (T,Q)« insert!™ (Y, Q) fork € [1,..,qin — 1]

partial
A’s coins Ideal's coins

(a,Q)) < insert!'™» (Y <5 R, Q)

ca=1
- Pr[Ideal’s coins|A’s coins] - Pr[A’s coins]

Yl/ Y Yqin,1 5 §R/
Q s setup(pp),

(T,Q) «+ insert;iftial(Yk,Q) forkell,.,qim—1]

S
A’s coins Ideal’s coins

(a,QY) « insert'=(Y <5 R, Q)

: at least one counters needed for insertion
is > maxValue

- Pr[Ideal’s coins|A’s coins] - Pr[A’s coins]

Y1, .., Yqin_l +5 R,
Q s setup(pp),

< ) Y, Pr| (T,Q)« insert!™ (Y, Q) fork € [1,..,qin — 1]

partial
A’s coins Ideal's coins

(a,QY) « insert=(Y <5 R, Q)

: any counter in ) is > maxValue

- Pr[Ideal’s coins| A’s coins] - Pr[A’s coins]
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Since we consider all g;, insertions but the it" one, we observe that Q) cor-
responds to the non-adversarially-influenced state as in Definition 2.5 with
gin — 1 elements:

Pr[EG:,,. ] <

insert;l —
A’s coins Ideal’s coins

F <5 Funcs[D, ],
[Xl, ...,Xqin_l] <5 U(S S Plists(g)Hs‘ = {in — 1)
- Pr Q s setup(pp)

(b,Q) s insertimial(xk, Q) fork=1,..,qm—1

: any counter in Q) is > maxValue
- Pr[Ideal’s coins| A’s coins| - Pr[A’s coins].

We apply Equation 2.4 from Definition 2.7 which gives the probability that
any counter is greater than or equal to maxValue in an NAI state:

e (qin—1) -k Val ! ; ! :
P EG* < (N 7 Tm\maxvValue | P Id l m
([ Efeert,] < A/SZCO:MS IMVES » m - ( Vi T ) r[Ideal’s coins N A's coins]

(gin—1) -k . .
=m- (M)mﬂxwl”e Y Y Pr[Ideal’s coins N A's coins]
maxValue - m e e~
s coins Ideal's coins

_ e (qi" - 1) -k maxValue
=m- maxValue - m ’ (5-12)
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Finally, we combine Equations 5.8, 5.11 and 5.12, and we have:

qm
” Id l G
E Z Pr Eznsgrt + Pr[Emzert ]

e (gin—1 'kmax alue e (qin—1 'kmax alue
(q ) ) Val _|_m‘( (q ) ) Vl]

< Gin - [m (maxVulue-m maxValue - m

(qm_ ) k)maxValue

—2. g .
Gin =11~ (maxValue m

O

We finish the proof of Theorem 5.2. Combining Lemmas 5.3 - 5.8,

Advi} (D) = |Pr[Real (A, D) = 1] — Pr[Ideal (A, D,S) = 1]|
< |Pr[Real(A, D) = 1] — Pr[G(A, D) = 1]|+
IPr[G(A, D) = 1] — Pr[Ideal (A, D, S) = 1]|
= AV 5 C(D) + Adviy %51l (D)

VI1,4,5

< € + Pr[E] + Pr[E’] + Pr[E”]

e (g —1)-k
<e+2- Gin - M - (ma(jl‘;ame)‘m)maxValue + (2 ary _|_qu1) . P”NAIH,W(FP|QZ'71)~
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Chapter 6

Conclusion

In this work, we analysed Counting filters in adversarial environments. We
investigated attacks with different adversarial goals on Counting filters. We
defined how to achieve them, regarding the different oracles the adversary
has access to. We used an existing simulation-based framework to anal-
yse the adversarial correctness of insertion-only Counting filters, and we
extended it for Counting filters with deletions. These frameworks use a
simulation-based approach with the construction of a simulator enforcing
constraints on the filter. We derived bounds on the correctness of insertion-
only Counting filters and Counting filters with deletions in order to demon-
strate the limits of the adversaries’ abilities. These bound show the limits of
any adversary’s capability to perform pollution attacks and target-set cover-
age attacks on Counting filters.

We propose possible extensions of our work.
¢ Provide an analysis of the attacks described in Section 3.3.

¢ Provide an analysis of the tightness of bounds derived in Chapters 4
and 5, and investigate if they could be made tighter.

¢ Compare our bounds derived in the simulation-based framework with
the bounds derived in the game-based setting used by Clayton et. al.

[8].

¢ Extend our analysis to allow reinsertion in Counting filters with dele-
tions. This requires extension of the syntax and modification of the
consistency rules.

¢ Extend our framework to AMQ-PDS such as Cuckoo filters.

¢ Extend our framework to PDS such as Count-Min Sketches analyzed
by Clayton et. al. in [8]. This would also require modification of the
syntax and consistency rules.
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Appendix A

Appendix

A.1 Showing that ldeal is not NAI

In this section we propose a manipulation that the adversary can operate on
the filter in the ideal world. This shows that Ideal is not NAIL

First, the adversary computes the false positive of the current state of the
filter FP. Then, the adversary inserts a random element x. Due to the def-
inition of insertions in Ideal (line 4 of InsertSim algorithm in Figure 5.3), a
random element x’ <5 R is mapped into the filter. After insertion, and if the
insertion succeeds, the adversary computes the new false positive probabil-
ity FP’. By comparing both false positive values FP and FP’, the adversary
is able decide if he is satisfied, and if not he deletes the inserted element.
For example, the adversary is able to mount an attack enforcing that each
insertion satisfies FP" — FP > e.

We note that the adversary cannot decide later after deletion since any rein-
sertion of x is going to insert a new random element x” < .

The distribution of the filter differs from the uniformly random distrbution.
Indeed, enforcing FP” — FP > € corresponds to enforcing that a minimum e’
of counters are incremented to 1 during the insertion, which is not the case
when using uniformly random insertions. Indeed, when using uniformly
random distribution each counter is chosen with probability 1, indepen-
dently of if its current value.

We showed that the filter in Ideal is not equivalent to a filter generated with
uniformly random mapping. Therefore it does no corresponds to an NAI
state defined in section 2.3.
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A.2 Remark on attack in Section 3.4

We note that the attack performed in Section 3.4 can be simulated having
access to a Query query instead of having access to a Delete query.

Indeed, before insertion the attacker can query an element. If the query
returns "not in the filter”, the adversary inserts the element in the filter and
new counters are set > 0. Otherwise, he does not insert the element as it
means that the element is already considered in the filter and and all its
corresponding counters are already > 0. However, this method allows less
freedom. Using the Query query, we are not able to know how many new
counters are set and thus this variable cannot be controlled as in our attack.

It is trivial to see that if this attack is run using the Query query, this at-
tack is feasible in both public and private setting, and without deletions.
This differs from our implemented attack which needs a public setting with
deletions.

This last point is taken in account in the security bound derived in Chapter
4 insertion-only public Counting filters, and in Chapter 5 private Counting
filters with deletions.

A.3 Side-channel attacks on private Counting filters

Recently, some side-channel attacks were performed on private filters using
PRFE. Eventhough side-channel attacks are not considered in cryptographic
security bounds, we mention them for awareness.

Reviriego and Rottenstreich [26] proposed two pollution attacks that do not
require any knowledge of the counting filter implementation details, and
where the attacker is allowed access to the insert, delete, and reveal oracles
in Figure 2.3.

The first attack is called “lookup time attack”. This attacks utilizes the time
to complete a lookup in a sequential implementation, to identify elements
that pollute the filter.

Indeed, in an implementation where counters are accessed sequentially, the
lookup time depends on the number of elements accessed in the filter. If
an element is in the filer, all counter’s positions are accessed in the filter
during the lookup. If an element is not part of the filter, the number of posi-
tions accessed during the lookup depends on when the first corresponding
counter with value equal to zero is found. In order to increase the number
of non-zero counters in the filter inserting only one element, an attacker can
tirst do a lookup for a set of elements, and then give as input to the filter the
one element with the lowest lookup time.



A.3. Side-channel attacks on private Counting filters

However, for this attack to be achievable, the lookup time has to depend
on the number of accessed counters in the filter, such that a query with
more accesses takes more time than a query with less accesses. The differ-
ent counters must be accessed sequentially, which is not always the case.
For example, if the filter is implemented on a system that uses a memory
hierarchy, some counters might be in the cache while others are not. Simi-
larly, if the filter is implemented in parallel where each counter is mapped
to a different memory, all memories are accessed at the same time and by
consequence lookup operations are always completed in a constant time.

The second attack is called “delta on false positive probability attack”. The
insertion of an element in the filter increases the false positive probability
by an amount that depends on the number of bits set to one by the insertion
(i.e. new non zero counters). By consequence, an attacker might be able to
infer the number of counters set to one after the insertion of an element by
observing the fpp and behave accordingly.

This scheme achieves a good pollution on the filter, with a deterministic
execution time and number of operations on the filter.

The different evaluations of these attacks show that the ”delta fpp attack” is
more effective than the “lookup time based attack”.

These two attacks can be considered as side-channel attack and therefore,
do not need to be considered in security bounds.
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