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Abstract

Generating and testing large prime numbers is crucial in many public-
key cryptography algorithms. A common choice of a probabilistic pri-
mality test is the strong Lucas probable prime test which is based on
the Lucas sequences. Throughout this work, we estimate bounds for
average error behaviour of this test.

To do so, let us consider a procedure that draws k-bit odd integers in-
dependently from the uniform distribution, subjects each number to
t independent iterations of the strong Lucas probable prime test with
randomly chosen bases, and outputs the first number that passes all ¢
tests. Let g5 ; denote the probability that this procedure returns a com-

posite number. We show that g1 < log(k)k242'3’ﬂ for k > 2. We see
that slightly modifying the procedure, using trial division by the first [
odd primes, gives remarkable improvements in this error analysis. Let
qk1+ denote the probability that the now modified procedure returns a

composite number. We show that gy 1281 < k24187727=Vk for k > 2. We
also give general bounds for both g;; and gy ;; when t > 2,k > 21 and
I eNN.

In addition, we treat the numbers, that add the most to our probability
estimate differently in the analysis, and give improved bounds for large
t. With the goal of doing a similar analysis, we characterize the num-
bers with the second largest contribution to the probability estimate.

Moreover, it is known that every odd composite integer n that is not a
product of twin primes will be declared prime at most 47/15 times. Al-
though with this result we cannot directly conclude that gy ; < (4/15)",
we indeed show that gy ; < (4/15) for k > 111.
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Chapter 1

Introduction

Most modern cryptosystems make use of large prime numbers, either as
secret or public parameters. For example, the public-key cryptosystem RSA,
which is commonly used in many commerce web sites, is based on the sim-
ple number theoretic fact that it should be easy to find and multiply large
prime numbers, but it should be very difficult to factor a large composite
into primes. Prime generation is therefore a basic cryptographic operation.
A way to generate large prime numbers is to choose integers of appropri-
ate size at random and then test them for primality, until a prime number is
found. This encourages us to search for primality testing algorithms that are
polynomial in complexity. There exist several sophisticated general-purpose
algorithms that deterministically test primality, but their efficiency is not
sufficient for most applications. In practice, one therefore resorts to probable
prime tests, and therefore allows a small probability of letting a composite
number pass as a prime. In this work, we will simply refer to both proba-
bilistic and deterministic tests as primality tests.

For a variety of applications, such as prime generation, it is important to
know how the test behaves in the average case, that is, which error probabil-
ity do we expect when it is known that the input has been chosen according
to some particular probability distribution. There are also other scenarios
where the public key parameters, such as the Diffe-Hellman key exchange
protocol, must be verified. Since these parameters may have been chosen
by an adversary, it is important that the worst-case error probability of the
primality test is small.

In the seventeenth century, Fermat came up with a theorem referred to
as Fermat'’s little theorem, which is the basis of the Fermat primality test.
However, because there exist numbers, that always fail the Fermat primal-
ity test, so called Carmichael numbers, other more powerful extensions of
the test have been studied. In 1976 Miller [12] described a true primality
test that determines whether a given number is prime in runtime bounded
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by polylog(n), where n is the number tested for primality. Miller’s test is
conditional, meaning that it relies on an unproven hypothesis; in this case
the extended Riemann hypothesis. This is widely believed to be true, but
mathematicians have been trying to prove it for over one hundred years,
yet unsuccessful. In the same year, Rabin [19], [20] modified Miller’s algo-
rithm to present it as an unconditional, but randomized algorithm. Rabin’s
algorithm is always correct when inputting primes, and has a non-zero er-
ror probability when the input is composite. Fortunately, this probability of
error can be made arbitrarily small. The modified algorithm is commonly
referred to as the Miller-Rabin primality test and is the most commonly
used primality test in practice today. Shortly after the discovery of Miller,
Solovay and Strassen [23] discovered an alternative probabilistic algorithm
for testing primality with properties similar to the Miller-Rabin test, which
is also employed today. The test resembles Fermat’s test, but it does not
have the drawback of having composites which are always declared prime.
Furthermore, the result is unconditional. In 1980 Baillie and Wagstaff [18]
introduced another probabilistic primality test, the Lucas test and its stricter
variant the strong Lucas test, which is based on the Lucas sequences. In
1999, Agrawal and Biswas [2] gave a new type of randomized primality
test, which exploits a different number theoretic generalization of Fermat’s
Little Theorem. In 2002 Agrawal, Kayal, and Saxena [11] described the first
known unconditional algorithm, the AKS primality test, which can provably
determine primality, but is polynomial in complexity. Their algorithm has
been a major breakthrough as they essentially showed that primality test-
ing belongs to the complexitiy class P. It proceeds by derandomizing the
algorithm proposed in 1999. However, tests like the AKS test are only of
theoretical interest because they are too inefficient to be useful in practice.
In contrast, tests that accept composite numbers with bounded probability
are typically implemented much more frequently.

When studying primality tests, one easily sees that nearly all known primal-
ity tests are built on the same basic principle: from the input number 7, one
defines an Abelian group and then tests whether the group structure we ex-
pect to see in case 1 is prime is actually present. The Fermat, Miller-Rabin,
Solovay-Strassen and AKS primality tests all use the group (Z/nZ)* in ex-
actly this way. A natural alternative is to try a quadratic extension of Z,,
that is, we look at the ring Z,[x]/(f(x)) where f(x) is a degree 2 polyno-
mial chosen such that it is guaranteed to be irreducible if 1 is prime. In that
case, the ring is isomorphic to the finite field with n> elements, GF(1n?). Both
the Lucas test as well as the strong Lucas test are based on this approach.

The introduction of Lucas sequences in primality testing opens up more di-
rections in primality testing research. In Chapter 2, we introduce the main
concepts, with an emphasis on the Lucas sequences. In Chapter 3, we look
at the analog of the Rabin-Monier theorem for the strong Lucas test, which



quantifies the worst-case error probability. The worst-case numbers is the set
of odd composite numbers that have the highest probability of being classi-
fied as prime. Then, we proceed to analyze the worst-case numbers of the
strong Lucas test. As already mentioned above, the average case error anal-
ysis is of major importance. For this, consider an algorithm that repeatedly
chooses random k-bit number and subjects each number to t iterations of the
strong Lucas test. If the chosen number passes all ¢ tests, then the procedure
will return that number; otherwise another k-bit integer is selected and then
tested. The procedure ends when a number that passes all ¢ tests is found.
Let g;; denote the probability that such a number is composite. In Chapter
4, we establish numeric upper bounds for gy ;. We realize that by modifying
the procedure slightly, using trial division by small primes prior to running
the strong Lucas test, we get notable improvements of the bounds. Using
trial division is a common assumption as it is quite frequently used prior
to more expensive tests in cryptographic software. We then treat the num-
bers that add the most to our probability estimate differently, enabling us
to establish bounds that are good when t is large. In Chapter 5 we classify
the numbers that contribute the next most to our estimate. It is known that
every odd composite integer n that is not a product of twin primes will be
declared prime at most 41 /15 times. Even though with this result we cannot
directly conclude that g;; < (4/15)!, we will indeed show in Chapter 6, we
have g, < (4/15)" for k > 111.






Chapter 2

Preliminaries

2.1 Primality Tests, Probable Prime Tests and Pseudo-
primes

Suppose S is an easily checkable arithmetic statement and we have a the-
orem "If n is prime, then S is true about n”. If we are presented with a
large number 1, and we wish to decide whether n is prime or composite,
we may try out the arithmetic statement S and see whether it actually holds
for n. If the statement is not true, we have proved that n is composite. If
the statement holds, however, it may be that n is prime, and it also may
be that n is composite. Therefore, we have the notion of an S-pseudoprime,
which is a composite integer for which S holds. Since the test using S does
not deterministically show primality of n, we cannot call it a primality test,
but a probable prime test, as it can falsely identify a composite number as
prime. However, usually the error probability of such a test is extremely
small, whereas the running time is a lot faster than the deterministic ones,
making it very applicable in practice. Therefore, such probabilistic primality
tests are often just called primality test.

One example might be the theorem, If n > 2 is prime, then n is odd. This
arithmetic property is easily checked for any given input n. However, as
one can see, this test is not very strong evidence of primality, as far more
pseudoprimes exist for this test than genuine primes. Thus, for the concept
of “pseudoprime” to be useful, it will have to be the case that there are, in
some appropriate sense, few of them.

2.2 The Fermat Primality Test

The fact that the residue 2’ mod 1 may be rapidly computed due to modular
exponentiation is fundamental to many algorithms in number theory. Not
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least of these is the exploitation of Fermat'’s Little Theorem as a means to dis-
tinguish between primes and composites. Due to its simple nature, Fermat’s
Little Theorem is among one of the most studied primality tests.

Theorem 2.1 (Fermat’s Little Theorem) Let p be a prime number. For all a
relatively prime to n, we have

a’~1 =1 mod p.

The theorem is not true for composite numbers in general, hence it is a
good tool to investigate primality. Basically, to test whether p is prime, we
can check if a randomly chosen integer a coprime to p satisfies Fermat’s
Little Theorem. This procedure is called the Fermat test. If the theorem
does not hold for a and p, we can be sure that p is composite, and thus the
test is completed. However, if 2 and p do satisfy the theorem, we cannot
necessarily be convinced that p is prime, as the congruence can also be true
for integers that are composite. This leads us to the following definition.

Definition 2.2 A pseudoprime base a or psp(a) is a composite number n, such
that @' = 1 mod n, i.e. it satisfies Fermat’s Little Theorem using base a, even
though n is not prime.

One could speculate if it was enough to verify this for all 2 which are rel-
atively prime to n. Unfortunately, this is not the case. There are many
composite numbers, called Carmichael numbers, that pass the Fermat test
for every base a coprime to n. The smallest one is 561.

Definition 2.3 A composite integer n is called Carmichael number if it satisfies
the congruence a"~! = 1 mod n for all integers a, which are relatively prime to n.

Ahlford, Granville, and Pomerance [25] proved in 1994 that there are in-
finitely many Carmichael numbers. An alternative and equivalent definition
of Carmichael numbers is given by Korselt’s criterion.

Theorem 2.4 (Korselt’s Criterion) A positive composite integer n is a Carmichael
number if and only if n is square-free, and for all prime divisors p of n, it is true
thatp —1|n—1.

Therefore, we are interested in the following question: Given n, how many
bases a satisfty Fermat'’s Little Theorem? Let us denote the set

Z(n) = {amod n | nis a pseudoprime base a}

and its cardinality F(n) =| .#(n) | . There is a precise formula for F(n), the
proof can be found in [18].
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Theorem 2.5 Let n = [T;_ p}' be a positive integer. The number of bases a mod n,
for which n is a psp(a) is

S

Fn)=]J(n—1,pi—1).

i=1

Since only those a relatively prime to n are candidates and the Euler’s ¢
function counts exactly the numbers 0 < a < n which are relatively prime
to 1, this product can be at most ¢(1n). We also see that this product is largest
whenever p; —1 | n —1 for all i. If n is square-free, then [[;_;(n —1,p; — 1) =
@(n). Thus n must be a Carmichael number.

Carmichael numbers are rare, and if a number x is chosen at random, it is
unlikely to be one. For each positive integer x, let C(x) be the number of
Carmichael numbers that are less than x. Pomerance showed in [16] and [15]

that exp(log(x)7) < C(x) < x - exp (IOg(x) IOg(lOg(log(x)))). However, they are

log(log(x))
not rare enough to be ignored completely.

Even though the Fermat primality test is not used in practice, let us consider
its error bound. Let n < x be an odd integer which is chosen uniformly
at random, let X denote the event that n is composite and let Y be the
event that n is a probable prime base 2, where 1 < a < n is also chosen
uniformly at random. It has been shown in [22] that for x > 10105, we have
P[X | Y] < (log(x)) .

2.3 The Miller-Rabin Primality test

Because of the existence of Carmichael numbers which can never be detected
as composites by the Fermat based test, slight modifications can eliminate
the possibility of Carmichael numbers. One of the most widely used primal-
ity tests is the Miller-Rabin test, which is based on the following theorem:

Theorem 2.6 Let n > 1 be an integer, and write n — 1 = 2*q, where t is odd. Then
n is a prime if and only if for every a # 0 mod n one of the following is satisfied

a1 =1modn
or (2.1)

there exists an integer i < x with a7 = —1 mod n.

If this should hold for some pair n,a we say n is a strong probable prime base
a. Just like pseudoprimes exist for the Fermat test, they also exist for the
Miller-Rabin test.
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Definition 2.7 (Strong Pseudoprime) We say that n is a strong pseudoprime
base a, short spsp(a), if n is an odd composite and for the decomposition n — 1 =
2%q, with q odd, one of the congruences of (2.1) holds.

The following is often referred to as “the Miller-Rabin test”, which uses
Theorem 2.1 with a random choice of a.

Algorithm 1: Miller-Rabin probabilistic primality test

Miller-Rabin(n)
Input: An odd integer n > 9.

Result: This probabilistic algorithm attempts to find a witness for n
and thus prove that n is composite. If a2 is a witness, (1 is
composite) is returned; otherwise, (1 is a strong probable
prime base a) is returned.

Write n — 1 = 2*q with g odd.
Select a randoma € {1,...,n—1}.
Let b = a7 mod n.

if b ==1o0rn—1 then
| status = n is strong probable prime base a

elseif foric {1,...x—1} do
| b= b>mod n

if b == n — 1 then

then
| status = n is a strong probable prime base a

else
| status = n is composite

Return status

Algorithm 1 is an effective method for recognizing composite numbers and
can be used as a way to declare n as prime with sufficiently high probability.
Suppose n is a large odd number and we don’t know whether 7 is prime or
composite. No one is stopping us from performing the algorithm repeatedly,
say 20 times, and fail each time to produce a witness. What should be
concluded? Actually, nothing at all can be concluded concerning whether
n is prime or composite. The probability that we have failed to produce a
witness for a given odd composite is less than 4720, which we’ll see shortly.
This is less than one chance in a trillion. So yes, it is reasonable to strongly
conjecture that n is prime. But it has not been proven prime and in fact might
not be. However, for practical applications, one may be perfectly happy to
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use a number that is almost certainly prime. It is with this mindset that
people refer to Algorithm 1 as a ”primality test”. For more details see [1],
Chapter 4.

Remark 2.8 The Miller-Rabin primality test is used as a probabilistic test.
It turns out that if we knew a generalization of the Riemann hypothesis,
then we could prove that if n is a strong probable prime base a for the first
2log(n) bases then n is indeed always prime. See [10] for a proof.

Let us introduce the notion of a witness for compositeness.

Definition 2.9 (Witness for Compositeness) If n is a composite number and a
is an integer in {1,...,n — 1}, for which (2.1) fails, we say that a is a witness for
n using the Miller-Rabin theorem.

For an odd integer n we denote the set
< (n) = {a mod n | n is a strong pseudoprime base a}

and its cardinality S(n) =| .#(n) |. The following theorem was provided
independently in 1980 by Monier and Rabin, see [14] and [20].

Theorem 2.10 (The Rabin-Monier Theorem) For each odd composite integer
n > 9 we have

S(n) < zo(n).

N

For an odd composite integer n at most one quarter of the bases declare n
as a strong probable prime. This is a tight bound; there exist odd composite
integers n that have exactly ¢(n)/4 such bases. Before we prove Theorem
2.10, we first indicate why it is a significant result. A witness for 7 is the key
to a short proof that n is composite. Theorem 2.10 implies that at least 3/4
of all integers in {1,...,n — 1} are witnesses for n, when 7 is an odd com-
posite number. Since one can perform the Miller-Rabin test rapidly, it would
seem that it is quite an easy task to produce witnesses for odd composite
numbers. Indeed, the probability of Algorithm 1 failing to find a witness in
the case of an odd composite number n with t (independent) iterations is
less than (1/4)". So clearly we can make this probability vanishingly small
by choosing t large.

The following algorithm may be used for the generation of random numbers
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that are likely to be prime.

Algorithm 2: Prime Generation

Input: The required bitlength k > 3 and a security parameter t > 1.

Result: This probabilistic algorithm produces a random k-bit (that is,
a number in the interval [25~1,2F)) strong probable prime; a
number that has not been recognized as composite by ¢
iterations of Algorithm 1.

while Candidate not found do
| Choose a random odd integer n in the interval (2F=1,2F).

for 1<i<tdo
Via Algorithm 1 attempt to find a witness for n.; If a witness is
found for n, candidate not found

Return n

In order to prove Theorem 2.10, we need some results. In [14] Monier estab-
lished a formula, which counts for a given n the number of bases a such that

nisaspsp(a).
Theorem 2.11 Let pi' - ... - ps be the prime decomposition of an odd integer n.

We let
n—1=2%

pi—1=2Ng for0<i<s
where we have ordered the p; such that ky < ... < ks. The number of bases a in
which n is a strong pseudoprime base a is given by the formula

with q,q; are odd.

k-1 S
S(n) = (1+ ) 2°) [ gcd(q,4:)- (22)
j=0 =l

With Theorem 2.11, we can easily show the following Lemma:

Lemma 2.12
QD( 25 ! i=1 p:l
Moreover if not all the k; are the same, the following inequality holds:
S(n) ged(g,9i) + 1 14 1
A\ < —
(P()_zsn qi HP, llpz

Proof With ¢(n) = [T_,p/' '(pi —1) = 285 [1g;[Tp~ " and Theorem
2.11, we have

k1—1
S(n) 1+ 55 2 ﬁgcd(q,q»n L
p(n) = 2k+ ks qi pl 1Pl

10
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Since k; < k; for all i, we have that 2k1-+ks > 2k1s Therefore we have

1+ 505,120 1405720 14350 14
= +

2k1+ ks — 2kls - 2sk1 - 2sky 25 _1°

kp—1

1
This shows that Lo

2k1+ +k

by its value at k; = 1:

is a decreasing function in k;. So we can bound it

T+t os 14y tor
2k1+ ks — 2k1s

1
2571 .

2
< = =
28

Since ged(q,4i)/g; < 1 for all i, we have proven the first assertion. The
second follows in the same way, using 2K17Fks > pski+1, O

We are finally ready to prove Theorem 2.10.

Proof We distinguish two cases here. Either 7 is a prime power or it is not.
First, let us suppose 7 is a prime power, meaning s = 1. As we have excluded
the case n = 9 = 32, for which the bound 1/3 holds, either p1 >5andr; > 2
or p1 = 3 and r; > 3. With Lemma 2.12, which indicates that

the result follows directly.

Now let us suppose that s = 2. If k; < ky, the result immediately follows
from the second assertion of Lemma 2.12, which says ;((Z; < %. If k1 = ko,

we have by the first assertion of Lemma (2.12) that

S(n) _ 1ged(q, 1) ged(q,22)
p(n) 2 ¢ q2

At least one of gcd(q, g;)/q; is bounded by 1/3: If not, since all of 4,41, 42
are odd, we have that gcd(q, q;) = g; for i = 1,2. This implies that g; | g and
g2 | g. Therefore both g; and g, divide

2% =pipa — 1= (2", + 1) (2202 + 1) = 1 = 25 (g1 + 02) + 21919,

this is only possible if q; | g2 and g2 | g1, which means that g; = 4. But this
case is already excluded. Therefore

S(n)
¢(n

1
<7/
6

~—

which proves the Theorem. U

11
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2.3.1 Remarks on estimating py,

We are interested in the following question: What is the probability that a
number produced by Algorithm 2 is composite? We denote this probabil-
ity by pis. One might think that Theorem 2.10 immediately answers this
question, and that we have p;; < 4-t. However, the reasoning is flawed,
since it does not take into account the distribution of primes. Let’s illustrate
this by an example.Suppose k = 500 and t = 1. We know from the Prime
Number Theorem that the probability that a random odd 500-bit number is
prime is about 1 chance in 173. Since it is evidently more likely that one
will witness an event with probability 1/4 occurring before an event with
probability 1/173, it may seem that there are much better than even odds
that Algorithm 2 will produce composites.

Let X represent the event that n is composite, let E; denote the event that
an integer chosen uniformly at random, say from the set M of odd k-bit
integers, passes the i-th round of the Miller-Rabin test and let Y; denote
the event that it passes t consecutive rounds, Y; = E;NEyN---NE, ie.
Algorithm 2 outputs n. Theorem 2.10 states that P[Y; | X] < (3)!. What is
relevant, however, to the estimation of py; is the quantity P[X | Y;]. Suppose
that candidates n are drawn uniformly and randomly from M. As every
prime number passes the test ¢ times we have P[Y;] > P[X¢]. Then by Bayes’
Theorem

PIXPY: | X] _ Pvi|X] _ 1 <1>t L(ly
= 4

P[Y{] = Pl;] ~ P[y]\4 P[X<|

4

Thus the probability P[X | Y] may be considerably larger than (1)" if P[X¢]
is small, i.e. we assume that the primes in our set of odd integers are scarce.
We could construct such an example as follows: for a fixed t > 1, choose
k sufficiently large such that the density of primes in My is much less than
4~'. Assume also that for most composite m € M that the probability that m
passes a random bases test is about 1/4. Then, of course, the probability of it
passing t tests is about 4. Suppose that we have an n from M that passes
t tests. Since we are assuming that the primes in My are scarce, it will be
much more likely that 7 is composite rather than prime. So P[X | Y;] would
be close to 1. However, the error-probability of Miller-Rabin is usually far
smaller than (})* for all sufficiently large k and it is indeed shown by Burthe
[6] that we do have py; < 4. He showed that the flawed assumption that
led us to the conclusion that the probability of m passing a test IP[E;] was
about 1/4. In actuality the probability is usually much smaller.

PIX | Y] =

Further refinements for IP[X | Y;] allow some explicit upper bounds on py
for various values of k and t. If k is large, one gets good results even with
t = 1 using Algorithm 2. Damgard et al. [8] showed the following results:

Theorem 2.13 (i) For k > 2, we have py; < K242k,
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(i) Fork >21,3 <t <k/9ork > 88.t = 2, we have py; < k3/2\2—/;42*\/7k.

(iii) For k > 21 and t > k/9, we have py; < 55k27° + 1k15/42K/2720 4
12k2Kk/4=3¢,

(iv) For k > 21 and t > k/4, we have py; < 2k15/427k/272t,

For specific large values of k, the paper has even better results, for example
psooq < 472, Thus, if a randomly chosen odd 500-bit number passes just
one iteration of a random Miller-Rabin test, the number is composite with
vanishingly small probability, and may be safely accepted as “prime” in all
but the most sensitive practical applications.

2.4 The Lucas Primality Test

Let D, P and Q be integers such that D = P? — 4Q is non-zero and P > 0.

Let Up(P,Q) =0, U1(P,Q) =1, Vo(P,Q) = 2 and V4(P,Q) = P. The Lucas
sequences U, (P, Q) and V,(P, Q) associated with the parameters P, Q are
defined recursively for n > 2 by

u, (P/ Q) = Pun—l(P/ Q) - Quan(Pl Q) (23)
Vi (P/ Q) = PVn—l(P/ Q) - QanZ(p/ Q) (2-4)

Let a and B be the distinct roots of the polynomial X? — PX + Q. We see
that o = % and § = %. It is also easy to see that

ap =Q
x+p=P (2.5)
«—p=VD.
Lemma 2.14 (Binet formula)
_Dén _ ﬁn
(P, Q) =" =5

Vu(P,Q) =a" + B" V¥n € Nj.

Proof We proceed by induction on .

2 @2
Base case n = 2: We have Uy(P, Q) = PU;(P,Q) — QUy(P,Q) = P = “afg

and V5(P,Q) = PVi(P,Q) — QVo(P,Q) = P2 —2Q = (a + ) — 2aB =
o + B2

13
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Inductive Step. Let the claim hold for all kK < n. Then

(P, Q) =S = (@t gt ) —ap@t? - )

x—B a—P
_ “nfl_ﬁnfl 06”72—’3”72

= PU,_1(P,Q) — QU, (P, Q).

The proof for V,(P, Q) is identical. O

2.4.1 Arithmetic in Q[v/D]

We may generalize many of the ideas of the past sections to incorporate
finite fields. However, in order to fully grasp all the concepts, we need some
theory of quadratic fields.

Let L,K be fields, K a subfield of L and K/L be the field extension. We
define the degree of L/K to be the dimension of L as a K-vector space and
denote it by [L : K].

Example 2.15 Q[v/D] has Q-basis 1,+/D. Therefore [Q[v/D] : Q] = 2.

We define a number field to be a finite extension of Q and call the degree of
a number field K the degree of [K : Q]. We call a number field of degree 2 a
quadratic field.

Lemma 2.16 Let K be a quadratic field. Then K = Q[v'D] = {r +svVD | r,s €
Q}, where D is a square-free integer and D # 0, 1.

We call D square-free if it isn’t divisible by any perfect square other than 1,
equivalently, D is a product of distinct primes. When working in Q[v/D], it
is often useful to assume that D is square-free. This is no loss of generality:

if D' = n?D, then r + sv/D’ = r + snv/D, so Q[vD'] = Q[vD].

Definition 2.17 An algebraic integer is a complex number which is the root of a
monic polynomial f(x) € Z[X]. We let O be the set of algebraic integers, namely

0 ={a € C:3p(x) € Z[X] monic s.t. p(a) = 0}.
Definition 2.18 If K is a number field, then let
Ox = ONK={a € K:3p(x) € Z[X] monics.t. p(a) = 0}.
We call Ok the ring of integers of K. It is a known fact that it is a ring.

The most famous example is the ring of integers of Q, which is g = Z. For
this reason we call Z the set of rational integers.
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Definition 2.19 Let « € Q[v/D]. The conjugate of x = a+by/D is & = a —
b\/D. We define the trace and the norm of a by

Tr(a) =a+w, N(a) = an.

We are now looking for conditions when an a« € Q[v/D] is in ﬁQ[ N

= Q[\@] The conjugate of & = a + VDb is & = a — /Db. If « is a root of
a monic polynomial p(x) € Z[X], then we can show that « is also a root of
p(x): Let a be the root of p(x) = Y1 c;x', with ¢; € Z, i.e. p(a) = YL cid,
then p(@) = Yl gca' = Yl ol = Y gcial = p(x) = 0 = 0, which is
what we wanted to show. Now p(x) = g(x)(x —a)(x — &) = g(x)(x? —
(e +®)x +aw = g(x) (x> — Tr(a)x + N(a)), where Tr(a), N(a) € Z. Thus we
see, if « € Q[V/D] is an algebraic integer, we must have that it is a root of
x? — Tr(a)x + N(a)), where Tr(a), N(a) € Z. Thus we can rewrite our set
of integers in the quadratic field Q[v/D] as:

Lemma 2.20 The ring of integers of Q[v/D] is the set

OoyD) ={veQ|a’+ba+c=0;bccZ}
={aeQ|Tr(a), Na) € Z}.

The next theorem (see [24]) shows another representation of ﬁQ[ Nk

Theorem 2.21 Assume D € Z is square-free. The ring of integers OqQ1vD] is equal
to Oq(yp) = Z + 60Z = Z|bo], where

5 VD D =23mod4
"1 %2 D=1mod4.

Proof Itis easy to see that Z + 6pZ C ﬁQ[ Nl in either case dy is in ﬁQ[ Nk
It satisfies the monic equation with coefficients in Z, namely x2—D =0or
x2—x+ % = 0. The latter has coefficients in Z when D = 1 mod 4. Now
we show the reverse inclusion, ﬁQ[ VD C Z+6Z. Let x = a+ VDb €
Oq|yp|- By Lemma 2.20 we have that Tr(a) = 2a,N(x) = a®> — DV* € Z.

Q
We put a = s/2 for some s € IN, and b = m/n for some m,n € Z with

ged(m, n) = 1. Thus we get
N(@) = ()’ = (2)°D <= 4N(@)n® = ’n’ — 4n’D
< 4m*D = n*(r* — 4N(«)),

so that n? | 4m?D. But gcd(m,n) = 1, thus n? | m?D. If p were an odd prime
factor of 1, we would have p? | D, contradicting the fact that D is square-free.

15
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Thus n has to be a power of 2. Since 2 can be the only even factor of D, we
must have that n% | 8 or n? | 4. The only n that satisfy this are n = 1,2. In
either cases b = % for some m € Z.

With N(a) = a> — Db? = % — DT’”Z € Z, we have 1> = m*D mod 4. Since
squares can only be 0 or 1 modulo 4, we only have to consider two cases:
1. If D # 1 mod 4, we have that ¥ = m?> = 0 mod 4. This implies that
r and m are both even integers, hence a,b € Z, so that ﬁQ[ NG C
7 +VDZ.

2. If D = 1 mod 4, then 2 = m? mod 4, which implies r = m mod 2.
Writing r = m + 2k for k € Z we see that

(x:a+bxﬁzr+\/5m _ m+2k+n1\/5:k+sl+\/5.
2 2 2
Thus O /5 € Z + P27 O

This is another way of saying if D # 1 mod 4, then 1 and VD is an integral
basis and if D = 1 mod 4, then 1 and % is an integral basis of ﬁQ[ Nk

Definition 2.22 The discriminant of & € O /p) i disc(x) = (Tr(a))? —
4N (a).
Corollary 2.23 Let a, B € Oq /) If Z[a] = Z[P], then disc(a) = disc(p).

This means that disc(«) only depends on the subring Z[«] C Oq|yp) that

generates so it makes sense to write disc(Z[a]) = disc(«). This leads us to
the following definition:

Definition 2.24 We put Dp = disc(ﬁQ[@]) = disc(é) and call it the discrimi-
nant of the field F = Q[v/D].

The following table summarizes the basic information about the ring of inte-
gers of F = Q[v/D], where D is square-free:

D mod 4 | §y, where O = Z[dy] | Eq. for &y Dr = disc(OF)
2,3 VD 52—D=0 4D
1 1+y/D do’—d+52=0|D

Remark 2.25 We see that we can always write F = Q[v/Dg|, as vDr =
2v/D, /D, which depends on D mod 4.

For a rational integer n, the ring Oq )/ (1) = {x+nZ : x € Oy 5} isa
free Z /nZ-algebra of rank 2. The following results and their proofs can be
found in [13].
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Theorem 2.26 For any quadratic field Q[/D], (Oovp) = {a € Oyypy |
N(a) = +1}, where (ﬁQ[\/ﬁ])X is the unit group of Oy /py-

Proof Let o € Oqo[vD) If « is a unit, then af = 1 for some B € Oq1vD)-
Taking norms on both sides, N(«)N(B) = N(1) = 1in Z, so N(a) = £1.
Conversely, assume N(«) = £1. Since N(a) = ax, we get ax = £1. There-
fore +u, which lies in ﬁQ[ NG) is an inverse for «. O

In the O, /55, / (n)-algebra we consider the multiplicative group of norm 1 el-
ements, which we denote by (@’Q[ vbl/ (n))". In other words, (ﬁQ[ Nl (n))"
is the image of the set

{x € Oq/p | N(x) =1 mod n}
by the canonical map G, 5 — O yp)/ (n).
Theorem 2.27 Let p { 2D be a prime number and r > 1 an integer. The group
(6"@[\5]/#)A is cyclic of order p"~1(p — (%))
We are now ready to connect the parameters P and Q defined through the
Lucas sequence and the norm 1 elements T:
Proposition 2.28 Let D be an integer, which is not a perfect square and let OQvD]

be the ring of integers of Q[\/D]. Let n > 1 be an odd integer, relatively prime to
D. Then for every integer P, there exists an integer Q, uniquely determined modulo
n, such that P2 — 4Q = D mod n. Furthermore, the set of integers P such that

0<P<mn
gcd(P? —D,n) = lie ged(Q,n) =1

is in one-to-one correspondence with the elements T in (ﬁQ[ Nl (n))", such that
T —Lisaunitin Og /p /(n). Le.

{0<P<n:ged(P?~D,n) =} =~ {1 € (Ogyp/n)" : T—1€ (O p5/n)"}.

This correspondence is expressed by the following formulas

{r = (P++D)(P— D)™

dnby .
P=vD(r+1)(t—1)t 0D

2.4.2 Some Lucas Primality tests

In 1980, Baillie and Wagstaff (see [18]) gave a thorough treatment of the
use of Lucas sequences in primality testing. They specifically examined the
following four congruences:

17
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Theorem 2.29 Let U,(P, Q) and V,(P, Q) be the Lucas sequences. If p is an odd
prime such that (p, QD) = 1, then the following congruences all hold:

Upf(%) =0 mod p, (2.6)
u, = <Lp)) mod p, (2.7)
V, =P mod p, (2.8)
fo(%) EZQ(l_(%))/Z mod p. (2.9)

Proof Let 0 ;) be the ring of integers of the field Q[v/D]. The quotient
ring Oq /p)/ (p) is isomorphic to either I, X IF, or IF 2, depending on the
Jacobi symbol (%). We then have the following congruences:

{2’; - D;; when (’;) ~1, {Zii when (’;) — -1, (10

where the congruences are modulo p. In both cases we have
6 = ﬁp*(%)/

so that the congruence (2.6) follows directly.
All other congruences (2.9), (2.7) and (2.8) also follow directly with (2.10). ]

Sometimes it occurs that an odd positive integer n satisfies one of the con-
gruences (2.6), (2.7), (2.8) or (2.9). This leads us to the following definitions:

Definition 2.30 Let n be an odd composite integer. It is called a

— Lucas pseudoprimeof of first kind with parameters P and Q if congruence
(2.6) holds.

— Lucas pseudoprime of second kind with parameters P and Q if congruence
(2.7) holds.

— Dickson pseudoprime of first kind with parameters P and Q if congruence
(2.8) holds.

— Dickson pseudoprime of second kind with parameters P and Q if congruence
(2.9) holds.

The congruenecs (2.7) and (2.8) however, are not very useful in primality
testing (see [18]): most composite n that satisfy (2.7) have small prime fac-
tors; many composite n that satisfy (2.8) are psp(2). Most results about
Lucas pseudoprimes refer to congruence (2.6), which seems to be more ap-
proachable theoretically. For this reason, they are usually just called Lucas
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pseudoprimes with parameters P and Q, in short Ipsp(P, Q). We will summarize
some results known about Ipsp(P, Q).

For a fixed integer D, the number of parameter pairs (P, Q) which lead to a
pseudoprime for a given composite 1 are characterized by the following for-
mula (See [5]), which at first glance seems similar to the formula of Theorem
2.5.

Theorem 2.31 Let D be a fixed positive integer and let n = [T;_ p;' be a positive
odd integer with gcd(D,n) = 1. Then the number of distinct values of P modulo
n, for which there is a Q such that P> —4Q = D mod n and n is a Ipsp(P, Q) is

> D D
L(D,n) = n—|(—),pi—{—])—1].
oyl B ()

Proof Let Oy /p) be the ring of integers in Q[v/D]. With Proposition 2.28,
we know that we can count the elements 7 of (/5 / (n))" through

_( : .

T—-1€ (ﬁQ[\m}/(n))X and 7" =1 mod p:’ﬁQ[ﬁ] for1 <i<s.

With Theorem 2.27 and Proposition 2.28, the last congruence admits

d = ged (n — (S),P?’l(pi - (D> ) (2.11)

pi
- (B)o-(2)

many solutions. Among these solutions T, it is convenient to withdraw
those for which 7 — 1 is not invertible modulo p;. We will show that the
only solution affected by this withdrawal is 1. Let us first note that

o) =1 d_ pi—(2) _ .
Tp:ifl(pi_(pgi)) _1 —T"=1=T ri/ =1 mod pi ﬁQ[\/ﬁ]

Let p be a prime ideal containing p; 0, /55 For an integer k > 1, we have

T =1mod p*¥ = 1" =1 mod p**!
—_— 1= Tpi*(p%) = T*(VQI-) mod karl
k+1.

— 7=1modp

Therefore, we have T = 1 mod p’i. If p; is reducible in ﬁQ[ VD) We have

that T = 1 mod p"?, which implies that T = 7~L. In both cases, we have

that T = 1 mod p;’. The number of solutions of (2.11) is therefore ged(n —
(®),p— (2) 1. O
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Now, similar to how Carmichael numbers completely defeat the weaker
form of the Fermat test, we consider the numbers that completely defeat
the weak Lucas test:

Definition 2.32 (Lucas-Carmichael number) Let D be a fixed integer. A Lucas-
Carmichael number is a composite number n, relatively prime to 2D, such that for
all integers P, Q with gcd(P,Q) =1, D = P? — 4Q and ged(n, QD) =1, nisa
Ipsp(P, Q).

Equivalently, for every T that is a norm-1 element in 041D where T — 1 is a unit

in ﬁQ[\/ﬁ} /n, we have 7"~ = 1 mod n.
Williams showed in [26] the analogous theorem to Carmichael numbers.

Theorem 2.33 Let D be a fixed integer, then n is a lpsp(P, Q) if and only if n is
square-free and p; — (%) | n— (B) for every prime p; | n.

The question of the existence of an infinite number of Carmichael-Lucas
numbers with respect to a fixed D is still an open question. It should be
noted that if n is a Carmichael-Lucas number with respect to either D =1
or D a perfect square, then it is a Carmichael number. Thus, any result in
this direction would be a generalization of the result concerning Carmichael
numbers in [25], which in itself took 84 years to prove.

2.4.3 The Strong Lucas Probable Prime Test

In analogy to strong pseudoprimes, we define a stronger variant of the Lucas
probable prime test, which leads to strong Lucas pseudoprimes. Let P, Q €
Z such that D = P2 — 4Q, where D is not a perfect square and 6’@[ NG) be

the ring of integers of Q[v/D]. Let a, 3 € be the roots of the polynomial
X? - PX+Qin Oqyp) and for an integer n € N, let (Uy)nen and (Vi)nen
denote the Lucas sequences defined as in (2.3). Finally, for an integer n € IN,
we denote ¢(n) the Jacobi Symbol (2), when D is fixed.

Theorem 2.34 Let P and Q be integers and D = P> — 4Q. Let p be a prime
number not dividing 2QD. Put p — e(p) = 2*q with q odd. Then one of the
following is satisfied:

p U
or (2.13)
there exists i such that 0 < i < k and p | Vaig-

As with the other tests, we also have pseudoprimes for this test.

Definition 2.35 (Strong Lucas Pseudoprimes) A composite number n relatively
prime to 2QD which satisfies (2.13) is called a strong Lucas pseudoprime with
respect to the parameters P and Q. For short we write slpsp(P, Q).
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Usually we want €(n) = —1, because otherwise the strong Lucas test is
not independent from the Miller-Rabin test. We will discuss its reason in
Subsection 2.4.4. The next theorem is from [4]. It says how many pairs
(P,Q) with 0 < P,Q < n, gcd(Q,n) = 1, P2 —4Q = D mod n exist, such
that n is a slpsp(P, Q).

Theorem 2.36 [Theorem 1.5, [4]] Let D be an integer and py' ... pg be the prime
decomposition of an integer n > 2 relatively prime to 2D. Put

{n —&(n) =2 with q,q; odd ,

pi —e(p;) = 2Ngi for 1 <i<s

ordering the p;’s such that ky < ... < ks. The number of pairs (P, Q) with
0 < PQ < n gd(Qmn) =1, P2—4Q = D mod n and such that n is an
slpsp(P, Q) is expressed by the formula

s ki—1 s

SL(D,n) =] [(ged(q, i) — 1) + Z ZJSHng q,9i)- (2.14)
i=1

Using the fact that each Lucas sequence is in a one-to-one correspondence
with the norm-1 elements 7 in ﬁQ[ NG where T — 1 is a unit in ﬁ’Q[ NG /(n),
we get the following result:

Lemma 2.37 Let n > 1 be an integer relatively prime to QD and let T = af~!
the ring OQ(vD] (T is well-defined as Q = «p is relatively prime to n). For k € N,
we have the equivalences

n|Uyet=1
nlViet=-1.

In particular, if n is composite and relatively prime to 2QD, it is a slpsp(P, Q) if
and only if

71 =1mod n
or
there exists i such that 0 < i < x and 24 = _1mod n
where n — e(n) = 2*q with q odd.
Proof With the Binet formula (2.14) we have
nlVi & %e nﬁQ[ﬁ} since nﬁQ[\f] NZ=nZand V, € Z
& a4 p =B+ enogy g
& T +1enbyyp
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The last equivalence holds as afp = Q and 1 = gecd(Q,n) = ged(ap, n),
which holds if and only if ged(a, 1) = ged(B,n) = 1. Thus ¥ ¢ nZ. For the
other equivalence:

n‘ukﬁukEﬁQ[\/ﬁ]
Dék—,Bk
~ lX—lB EnﬁQ[\/ﬁ}

k k_1 k—1 k—l
o ﬁﬁg_l)) _B r(i1 ) ¢ O

k

2.4.4 The Square Root Problem

Although all theorems are true when (%) = 1, it is best to avoid this case,

as then Fermat/ Miller-Rabin test and the (strong) Lucas test are not inde-
pendent. Next we consider what is called the square root problem. Suppose
that P and Q lead to D such that (2) = 1. This does not mean that D is a
square modulo 7, but it does increase the likelihood that that is so; for if D
is a square modulo 7, then it is a square modulo each prime divisor of n
and so (2) = 1. We now analyze why is squareness bad.
When D is a perfect square

If D is a non-zero perfect square, the Lucas test reduces to the Fermat test:
Now our ring Q[v/D] becomes Q and the ring of integers of Q becomes Z,
with this also our roots &, B of the polynomial X* — PX + Q will be in Z. We
let T = alel mod n. Therefore from Lemma 2.37, we have

n|U, 1< T"1'=1modn,

which is just an ordinary Fermat test.

If D is a non-zero perfect square the strong Lucas test reduces to the Rabin-
Miller test: If gcd(n,2D) = 1, we can put T = aB~! mod n, where again
«,p € Z. Now from lemma 2.37 we get the following equivalences for
k € IN:

n|Uge TF=1modn
n|Vie T" = —1mod n.
As then for all i decompositions n —1 = n—¢(n) = 2%, pi—1 = p; —

e(p;) = 2kig; are the same, we get that 7 is a slpsp(P, Q) if and only if it is a
spsp(P, Q).
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However, there is an easy way to make sure that our chosen D is not a perfect
square. We can perform a test for squareness using Newton’s method for
square roots.

Algorithm 3: Checking for a perfect square: Newton’s method

Result: Checks if an n-bit integer D is a perfect square, i.e. (if
x? = D has an integer solution.)

Setm = [5] and i = 0;
Select random xg s.t. 2" > xo > 2"~1
while xl-2 >2"+ D do

i=i+1;

xi=3(xi1+ %)

if D = |x;?| then
| status = perfect square

else
status = not a perfect square

Return status

When D is a square modulo n

Now let D not necessarily be a perfect square, but a square modulo n, which
means that (%) = 1. We now establish a lemma that connects ordinary
pseudoprimes and Lucas pseudoprimes.

Lemma 2.38 Let n be an odd integer which is a psp(b) and psp(c). Then, when-
ever P=b+cand Q =bcmod n, nisalpsp(P,Q).

Proof Let a and B be the distinct roots of the polynomial X? — PX + Q. Then
{a, B} = {b,c} mod n, because the quadratic polynomials X?> — PX + Q and

X? — (b + ¢)X + bc have coefficients that are congruent modulo n. Since
n—1_ .n—1

(Q) = (p2714Q) = ((bic)z) =1, wegetU,1 = b b_c = 1. This shows that

n n [ -

nisalpsp(P,Q). O

Now, if P and Q are such that D = 12> mod 7, then the pair of simultaneous
equations P = b+ ¢ and Q = bc can be easily solved modulo n for b and
ctogeth = P+l and ¢ = W If, for example, n is a psp(2),
then it might well be a psp(b) and a psp(c) (assuming that ged(n,bc) = 1),
because it might be a Carmichael number, or one of b and ¢ might be £1.
This would mean, by Lemma 2.38 that n will be a Ipsp(P, Q). This is bad
because it means that the Lucas probable prime test will not be independent

of the ordinary Fermat test.
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When the Jacobi symbol is 1

Most of the following ideas are from [18]. Let n = Hp:’ be the prime
decomposition, D not necessarily be a square modulo 7, but (%) =1 We
count the number of distinct values P modulo # for which there is a Q such
that n is a Ipsp(P, Q). By Theorem 2.31 it is [[((n — 1, p; £ 1) — 1), where
n = [1p}, and the choice of £1 depends on (%) and r;. Likewise n is a psp(a)
for [T1(n — 1, p; — 1) distinct values of @ modulo n. Now, the product of the
geds (n—1,p;—1) and (n —1,p; + 1) is less than 2(p; + 1), but whenever
(%) = +1, then the gcds are equal, so that both can be large. Thus, in
many cases we would expect that if n is a Ipsp(P, Q) for many values of P
with () = +1, then n might also be a psp(a) for many values for a. The

computer calculations bear this out. See [18].

Now we do a similar analysis for the strong Lucas test. Again, n =[] p’' be
the prime decomposition, D not necessarily be a square modulo n, but (37) =
1. Letn —1 = 2%g, p; — (%) = 2kig; and p; — 1 = 2iis; with g;,5; odd. The
number of pairs (P, Q) such 0 < P,Q < n with D = P? —4Q, gcd(Q,n) =
1 and such that n is a slpsp(P,Q) is SL(D,n) = [[;_;(gcd(g,9:) — 1) +

Z;'(l:_ol 2°TTi_; gcd(q, pi — 1). The number of bases a such that 1 is a spsp(a)
is equal to S(n) = (1+ 2?1:61 2°) [T, ged(g, pi — 1). Again the product of
the geds (q,pi — 1) - (g, pi +1) < cannot exceed 2(g, p; + 1), but whenever

(%) = 1, the gcds are the same, so they both can be large.

2.4.5 The Baillie-PSW Test

Baillie, Selfridge and Wagstaff [18] proposed in 1980 a probabilistic primal-
ity test that has become known as the Baillie-PSW test. Its power to find
composites lies in combining a single Miller-Rabin test with base 2 with a
(strong) Lucas test. The idea is that the two tests might be orthogonal to
each other and thus it is very unlikely that a number n will pass both parts.
That is, n being a probable prime of the first type does not affect the proba-
bility of n being a probable prime of the second type, thus if n passes both
tests, we can be more certain that it is prime than if it merely passes several
Miller-Rabin tests, or several Lucas tests. No odd composite integers n have
been reported to pass this combination of primality test if the parameters
are chosen in an appropriate way.
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The Baillie-PSW Test

Let n be our odd integer, which we want to test for primality. We are going
to declare it as a probable prime number if and only if it passes each of the
following points:
1. If n is divisible by any prime less than some convenient limit,
for example 1000, then 7 is composite.

2. If n is not a (strong) pseudoprime base 2, then n is composite.

3. Check if n is not a perfect square and determine a pair of integers
(P, Q) through one of the following methods:

o Method A: Let D be the first element of the sequence
5,—7,9,—11,13,... for which (2) = —1.
LetP=1and Q= (1-D)/4

o Method B: Let D be the first element of the sequence
5,9,13,17,21,... for which (2) = —1.
Let P = min{m € N | m odd and m > +/D} and
Q= (P>-D)/4.
4. If n is not a (strong) Lucas pseudoprime for our choice of parameters
P, Q, then n is composite. Otherwise, n is a probable prime.

Lemma 2.39 Let n = p;m; be an odd integer. Then the following holds

ged(n—1,pi—1) =ged(n —1,m; — 1)
ged(n+1,pi+1) =ged(n+1,m; —1).

Proof Withn —1=pm; —1= (pi—1)m;+ (m; —1) = (m; — 1)p; + (pi — 1),
we get

ged(n —1,pi —1) = ged((m; = )pi + (pi = 1), pi = 1)
= ged((m; —1)pi, pi — 1) = ged(m; — 1, pi — 1)
ged(n—1,m; — 1) = ged((pi —1)m; + (m; —1),m; — 1)
=gcd((pi —1)m;,m; — 1) = ged(p; — 1, m; — 1),

where the second last equality follows from the fact that for all a,b we have
ged(a+Db,a) = ged(a, b) and the last equality holds as ged(a —1,a) = 1. For
the second equality we use a similar argument. g

Heuristic Argument: The most interesting thing about the Lucas test is that
if we choose the parameters D, P and Q as described in the second method,
then the first 50 Carmichael numbers and several other base-2 Fermat pseu-
doprimes will never be Lucas pseudoprimes, see [18].
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We give a heuristic argument why composite numbers rarely pass the Baillie-
PSW test:

Let P,Q and D be integers such that P2 —4Q = D and choose n = p1-
with ged(n, QD) and (2) = 1 such that it is both a psp(b) and lpsp(P Q)
Fermat'’s Little Theorem implies:

{bged(n—lfpf-n =1inZ/nZ
Vi,

ged(n+1,pi—e(pi) —
T =1in O [\/*] /1’1 [\/*]
where T is the element associated with the pair (P, Q) in Proposition 2.28.

We let
di=ged(n—1,p; — 1)
d; = ged(n + 1, p; — e(pi).

We have the equivalences

b” '=1mod p; & bisa (p; —1)/d;th root mod p
" =1in 0/p;0 < tisa (pi —e(p;))/dith root in (0 /p;0)".

Heuristically, these relations have a very small chance of being true when the
integers d; and d} are small compared to the order of the groups (Z/p;Z)*
and (0 /p;0)".

For ¢(p;) = 1, we have
did; =ged(n—1,p;—1)ged(n+1,p1 — 1) <2(p1 — 1),
therefore it is not possible that both gcds are large.
For e(p;) = —1, we let n = p;m;. By Lemma 2.39, we have
{gcd(n —1Lpi—1)=gcdn—1,pi—1) =ged(n—1,m; — 1)
ged(n+1,pi+1) =ged(n+1,p;i+1) =ged(n+1,m; — 1).
We conclude that
did: =ged(n—1,p; —1)ged(n+1,p; +1) < 2(m; — 1),
again by the same argument as above the gcds cannot be large, making d;
and d; rather small, which results in few pseudoprimes.

This “orthogonality” leads to the general belief that a combination of a
Miller-Rabin and a (strong) Lucas test with properly chosen parameters
could in fact be a deterministic primality test. Gilchrist [9] even confirmed
that there are no Baillie-PSW pseudoprimes less than 2%4, when using Method
A. To date no composites have been found to pass such a combined test, it
is therefore reasonable to conjecture that:



2.4. The Lucas Primality Test

Conjecture 2.40 If n > 1 is a positive integer which can pass the combination of
a strong pseudoprimality test and a Lucas test, then n is prime.

Pomerance, Selfridge and Wagstaff [7] issued two challenges for an example
of a composite number which passes both a strong pseudoprimality test base
2 and a Lucas test ($620), and/or a proof that no such number exists ($620).
At the moment, the prizes are unclaimed; no counter-example has been
found. Yet there is no proof that they cannot exist and in fact, Pomerance
gave a heuristic argument in [17] that there are infinitely many Baillie-PSW
pseudoprimes. The construction of a single example is a significant open
problem in number theory.
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Chapter 3

An Analog to the Rabin-Monier
Theorem for Lucas Pseudoprimes

3.1 The analog using ¢p

Rabin showed in [4] that there is an analog of Theorem 2.10 (the Rabin-
Monier theorem) for strong Lucas pseudoprimes. In this chapter we will go
through the details.

Recall that the Rabin-Monier theorem states that for all n > 9, we have
S(n)/¢(n) < 1/4. However, the Euler phi function ¢(n) cannot be directly
applied to the Lucas case. Thus, we will need to define a number theoretic
function, which is a variant of ¢(n).

Definition 3.1 (The ¢p function) Let D be an integer and for an integer n let
e(n) denote the Jacobi symbol (2). We introduce the following number theoretic
function, which is defined only on integers relatively prime to 2D:

¢p(p1-p2) = ¢p(p1) - ¢p(p2) if ged(p1, p2) = 1.

Theorem 3.2 (The Rabin-Monier theorem for Lucas pseudoprimes) If n is
an odd composite integer not of the form n = (2kg; — 1)(25g1 + 1), where both
factors are prime, q1,k1 € Z™ and g odd, then

SL(D,n) < ¢p(n)/4

{(pD(pr) = p"~Y(p —e(p)) for any prime p 2D and r € N

Also, the following inequality is always true: SL(D,n) < ¢p(n)/2.

When 7 is of the form n = (2fg; — 1)(2"g; + 1), where both factors are
prime and k; # 1, we will see that SL(D,n) < ¢p(n)/2 is quite an overesti-
mate, Subsection 3.1.1 focuses on this special case.

In order the prove Theorem 3.2 we will need the following lemma, which is
in analogy to Lemma 2.12.
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Lemma 3.3 Let pi'...ps be the prime decomposition of an integer n relatively
prime to 2D. Using the notation of Theorem (2.36), we have the inequalities:

H ged(q.9:) qq;)

7

251

S 2Q1H11r1/

1
ST where 6; = k; — ky.

SL(D,n)
¢p(n)

The proof of Lemma 3.3 can be found in [4]. Equipped with this lemma, we
are ready to prove Theorem 3.2.

Proof (Theorem 3.2) Let s = 1. From the second inequality of Lemma 3.3

it follows that SL(I()H';)

1
p1 > 3 and r; > 3. Therefore, SL(D,n)/¢p(n) < 1/4 follows directly. If
n =9, it is easy to verify using Theorem 2.36 that

p1—e(p1) = {

In both cases gcd(g,q1) = 1. For the first case we get that SL(D,n) = (1 —
1) +2°-1 =1and ¢p(n) = 3(3—1) = 6, and for the second case we get
that SL(D,n) = (1—1)+2°-1+2!.1=3and ¢p(n) = 3(3+1) = 12. Thus
SL(D,n)/¢p(n) < 1/4 for both cases.

2 =k=1g1=1 whene(p)=1
4 =k =2g1=1 whene(p)=-1

Now let s = 2. Lemma 3.3 yields the inequalities:
SL(D,n) < 1/6 if r; > 2 for at least one i
¢p(n) 1/4 if6) =ky—k; > 1.
Thus we are only left with the case where r; = 1, = 1 and ko —k; < 1,
meaning that k; = k;.
Let us suppose that q; # g2. The first inequality of Lemma 3.3 yields
SL(D,n) _ 1ged(q,q1) ged(q, q2)
¢p(n) —2 @ 92
We will show by contradiction that at least one of ged(q,4;)/g9; < 1/3 . For
this, let’s suppose both ngflq 1), nggq 42) > 1/3. Since all q,q1, 92 are odd, we

must have that ngtg? M) — ngt(iq 42) — 1, meaning that both g; | g and g, | g.
Therefore, both g; and g, must divide
2% =p1p2 —e(p1p2)
=(2"q1 +e(p1)) (2722 +e(p2)) — e(prp2)
=222 g1 + 29g16(p2) + 2 2qae(p1) + e(pr)e(p2) — e(prp2)
=2%14%2q,05 + 2 (qre(p2) +2%q2¢(p1))
=221 00, gy + 2K (g1 £2%¢2).
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Therefore, we have that g1 | g2 and g2 | g1, which is only possible when
g1 = g2, which is contradictory to our hypothesis that g1 # ¢».

Now let’s suppose that r1 = r» = 1, ky = ko and g1 = g». Then p; —
e(p1) = 2Mg; and py —e(p2) = 2Ny, If e(p1) = e(p2), we would have
that p; = p», which contradicts our hypothesis that n is a product of two
distinct primes. Thus, we must have that ¢(p;) = —e(p2). Without loss of
generality we assume that ¢(p;) = —1. Thus, n = (2514, +1)(2%4; — 1) and
¢p(n) = (2M41)?, which is the exception, where, using the first inequality

of Lemma 3.3, we have that SL(Dm) <1i. (M)2 <1
¢p(n) 2 71 2

Now let s > 3. The theorem holds trivially for s = 3 using either of the first
two inequalities of Lemma 3.3, which finally(!) completes our proof. 0

3.1.1 Analysis of the case n = (2f1g; — 1)(2k1g; +1)

The Rabin-Monier Theorem for the Lucas test says that S;;S(Jé’;) <1/4 for all
odd composite 7 # 9 except when 1 is of the form n = (2k1g; — 1)(2hg; +1),
where both factors are prime. Now let us analyse the case where 7 is of the
latter form. Thus, for this subsection, we suppose that n is always of the
form n = (2kg; — 1)(2Mg; + 1), with both factors prime.

Corollary 3.4 For the decomposition n — e(n) = 2*q with q odd, we have that
Kk = 2ky and q = q2, and therefore, n — e(n) = n+1 = 442,

Proof With

pr=2"—1, pi—e(p1) =21 wheree(p) = —1
p2=21+1, pr—e(p2) =21 wheree(pa) =1,

we get that e(n) = ¢(p1)e(p2) = —1, and

n=ppr= (2 —1)(2" g +1) =4b .42 -1 < 2% .g—1

=k =2ki,q9 = q%.
Thus, n — e(n) = 45 - g2 and ged(g,91) = ged (4%, 41) = 41 O
Corollary 3.5 For n of the above form, we have

4k —1
SL(D,n) = (1~ 1) + =54

and

kq _
SL(D,n) (p—1)2+%52-42

¢p (1) 4k - g
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Proof Using the fact that 2?1:61 4 = #2155 the sum is a geometric series
and applying Theorem 2.36, we have that

q ky i 2 2 4k1 — 1 2
SL(D,n) =[[((g.9) - 1)+ L 22T ]@q) = (n = )*+ ~—5— -4t
-1 j=0 =1

1

Also for ¢p(n) we have pp(n) = (p1 —e(p1)) - (p2 —e(p2)) = gk ~q%. Thus

kq
_SUDm) _ (-1 .
¢p(n) 4k g3

IXD(TZ)

The only case when ap(n) < 1/4is for ky = q; =1, as then ap(n) = 1/4.
Lemma 3.6
SL(D,n)
¢p(n)
where both factors are prime, ki,q1 € IN and g, odd.

< % for all n of the form n = (2k1q1 — 1)(2"1[71 +1),

Proof By Lemma 3.5 we have

ki
SL(D,n) (1 -1+ .43

¢p(n) k- g3
ki IS
<‘7%+4131"7%:1+%: 2 +1
k. 4k 3.4k 3

Since 1/4% is a decreasing function in k;, we can upper bound it by using
ki = 1. Thus we get
SL(D,n) 2

op(n) 3.4k

1
~. U
2

W =

1 1
< Z
3_6+

Unless k1 = 1, this is quite an overestimate. However when we fix k1 = 1,
we see that the larger q; gets, the closer this ratio gets to 1/2.

Lemma 3.7 Let k1 = 1, then we have

. SL(D,n) 1

Iim —X—~ = —.

m—e @p(n) 2

Proof

L(D —12 4l 1 1 1 1 1
l1mM:hm (ql )+23 qlzlim*—i—FiZ‘i‘*:f.
g1—00 q)D(n) g1—>00 4k g3 g1—0 6 qu 41]1 3 2
O



3.1. The analog using ¢p

When k; is kept fixed, the ratio ap(n) converges to a specific number as ¢
increases.

Lemma 3.8 Let ki € IN be fixed. Then

. SL(D,n) . 1 1
Iim ————~ = lim ———— + —.
1= @Pp (I’l) gi—o0 6 - 4k1-1 3

SL(Dn) _ 9

Example 3.9  (a) For ki = 2 then limg, (an’) = 5 = 0.375,
(b) when ky = 3, then limy, o, S22 — 33 — 0,34375,

(c) k1 =19 then Timg, oo SE02) — SSIERL ~ 0.3333333333357.

It seems to be the case as as k; increases, the ratio gets closer to 1/3.

We have now considered what happens when k; is a fixed positive integer.
However our ratio SL(D, n)/¢p(n) depends on both k; and g;. Now we fix
g1, and consider what happens when k; increases.

Lemma 3.10 Let q; € IN be odd and fixed, then

. SL(D,n) 1
lim ————~ ==
k1—o0 goD(n) 3

Proof

_1\2 2

1 . 1 2 1 1 1 1
S =1
ki—roc0 34.k1q%

S=2.0

T3 T aN AR gy +4qu% T34k 373

We can show however, that even though the ratio converges to 1/3, it is
almost always bigger than 1/3.

Lemma 3.11 For all g1,k € IN with q; odd, except when q1 = 1, we have

SL(D,n) _ 1
oo(n) 3

Proof
SL(D,n) _3(p —1)*—q 1
pp(n) —  3-4k.q 3
Since 3-4%1 . g; > 0 for all ky,q; € IN, it remains to show that 3(g; — 1)% —
g2 > 0 for all g; # 1. Solving this quadratic equation, we get that 3(g; —
1)2 — g% < 0 if and only if —(3 + ?) <q <3+ V3 meaning the only
possible value in our case, since g; is an odd positive integeris g1 =1. [

SL(D,n)

When q; = 1, then O

- 1_ 1 1
-3 3.4k1<3‘
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3.2 An analog to the Rabin-Monier Theorem using n

For the Miller-Rabin test we can directly conclude that S(n) < n/4, which
means that at least 3/4-th of the bases 1 < a < n — 1 are witnesses for the
compositeness of n. However, as we will see in Lemma 4.10, ¢p(n) is not
bounded by n. Therefore, the result of Theorem 3.2 cannot be directly trans-
lated like the Rabin-Monier theorem for the Miller-Rabin test. Nevertheless,
Arnault showed in [4] the following more powerful result:

Theorem 3.12 Let D be an integer and n a composite number relaitvely prime to
2D and distinct from 9. For every integer D, we have

4n
< —
SL(D,n) < 15
except if n is the product if n = (25, — 1)(2Mqq + 1) of twin primes with q1 odd
and such that the Legendre symbols satisfy e(261g; —1) = —1, ¢(2hg, +1) =1,
where we have SL(D,n) < n/2.
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Chapter 4

Average case error estimate for the
strong Lucas probable prime test

We have already talked about the average case error estimate of the Miller-
Rabin test and its relation to the Rabin-Monier theorem. We have seen that
the former does not directly follow from the knowledge of the latter. How-
ever, Damgdrd et al. [8] showed bounds for the average case probability,
which are stated in Theorem 2.13. As such average error estimates do not
exist for the strong Lucas test, we are interested in establishing such results.
We know by Theorem 3.12 that SL(D,n) < 4n/15 for every odd integer n,
which is not a product of twin primes. In this chapter, we make a thorough
analysis of this error probability, and establish results similar to Theorem
2.13. We obtain these bounds by closely following the methods used in [8].

Recall the definition of SL(D,n). Let ap(n) = S;gz;r)l) for n > 1, where n

is odd. Thus ap(n) < 1/4 for odd composites n # (2F1g; — 1) - (2k1g; + 1),
where both factors are prime. Let n —¢(n) = 2%g, with g odd. Also let
n = p;'...ps be the prime decomposition of an integer relatively prime
to 2D, ordering the p/s such that k; < --- < k, in the decomposition p; —
e(p;) = 2%g;, where g; is odd. This implies that k; is the largest integer such
that 26 | p; —e(p;) foralli =1,2,...,s.

Let w(n) denote the number of distinct prime factors of n and let Q)(n)
denote the number of prime factors of n counted with multiplicity. Here
we have that w(n) = s and Q(n) = Y;_; r;. We shall always let p denote a
prime number. We begin by first stating lemmas which will be used in later
proofs.

Lemma 4.1 In the factorization n — e(n) = 2%q and p; — e(p;) = 2%iq;, we have
that 2% | 2%, which implies k; < « for all i.
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Proof Since the Jacobi symbol is completely multiplicative, the following
equation holds:

S ¥i

2 g =n—em) = [T} ~e([T19) = TT[ L0 -<(p)] T Te(p"

i=1 "j=0

=I_i! [((2"1'611')” + (25ig) L e(py) + -+ (25g:)7 - e(pi)i 2
+ (2%g;) - e(p)" + e(pi) } Hs i)’

The term [T;_; e(p;)" completely cancels out, thus in every term the factor
2k appears at least once, and can thus be factored out:

I—[2k (@771 g4 @500 g () +
+ (2 gr ()R 2 g E(Pi)r"fl}

=2 T [ ) g+ @) g el +
+ 2%l g2 e (py)iT? 2k qi'E(Pi)”_l}~

Thus, we see that 2ki | 2% for all i, therefore k; < «. O

Lemma 4.2 Let ky,j,5 € IN. Then

k-1
(1+ 2 2%) s2:200
j=0
Proof This may be proved by showing that for all m € IN and fixed s € N
we have that 1+ }i7,2/* < 2-2™*. We do this by induction on m:
Base case: m = 1 : As 2 < 25 we have 1+Z}:02j's =1+1+2°5<2°425=
2-2%. So our claim holds for m = 1.

Inductive hypothesis: Suppose the theorem holds for all m < my.
Inductive step: Then as s > 1

mo+1
1+ OZ 28 =1+ 2215 4 2(mo+l)s < o gmos | o(mo+1)s
j=0 j=0
< 2% 2Mos 498 oS = 9. ¥ (motD),
which is exactly what we wanted to show. 0

Lemma 4.3 Ifn = pi'...ps > 1is odd, then

S

n 1-s . 1-r; (p — S(p),i’l — g(n)) 1-Q(n)
=21y p—e(p) =2 i1 p—e(p)



Proof We see that the 1dent1ty Yoo ( —1) = Q(n) — s trivially holds. Thus,
2(1=8) = p1=O)+Ei(ri=1) = p1-O(m) TT8 | 211, Using the fact that 2 <1 for
every prime p and r; > 1 for all i, the second inequality follows by

- - Q) s 2?1‘*1 () CE)) ri—1 1-Q(n)
2 —S p ri __ 2 ‘ < — n (7) S 2 — n .
H e LG
For the first inequality we use
s k1—1 s k—1 s

LD =T1((aa) =1+ 52 T[00) < (1+ szs) (9,9
i=1

i=1 i=1

Using this upper bound and the definition of ¢p(n), we get

SL(D,n) =T (9.9)
“D(n): qu( ) <1+22])'H

1Pl (pi —e(pi)

k11 S

=@+Zﬂﬁnﬁﬁ%%M)-

= i=1p; (pi—e(pi)

For two coprime numbers a,b € IN and for all ¢ € IN we have (c,a-b) =
(c,a) - (c,b). In the factorization n — e(n) = 2 - g, the two factors 2* and g
are coprime, thus we get

S S

L1~ ), —€(m) = 10— <(p2) ) - (€9, 2 =
ﬁ(m —e(pi),q) - (250;,2) = ﬁ(pi (i), q) - (25,29,

By Lemma 4.1 we know that k; < x foralli =1,...,s, and using the way we
have defined the order of the p;’s,i.e. k1 < --- < ks, we have

f{(pi—ew )(25,2%) Hz" pi—e(p), q>zzk1's_ﬁ1<pf—e<pf>,q>.
= f{(pi —e(py),q) <27 ﬁlm —e(pi),n —e(n)

S

= 2" T (pi — e(p), n — e(n)).

i=1

By Lemma 4.2 we know that

ki—1
1+ 12 s < 2. 2ki-ls,
j=0
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Therefore,

DCD(?’Z) _ SL(D ) (1 +k1212] S) ﬁ (pz —8(pi),q)

“op(n) i=1 P;"fl “(pi —e(pi)
k 1 s
< (14 % ois\o—kus T Pi = E(pi), n —e(n))
<(+ Jg ) H Pt (pi—e(pi)

< 2.2ki=1)s o-kis ﬁ (pir:f(Pi)r” —&(n))

=1 pi' - (pi—e(pi)
ey L (i elp)n—etn)
i1 pi pi —&(pi)

7

which proves the assertion. O

Remark 4.4 We see that the formula for SL(D, n) looks similar to the for-
mula for S(n). However, we must keep in mind that for Lucas test we
consider the factorization of p; — e(p;) = 2¥ig;, whereas for the Miller-Rabin
test we consider the factorization p; — 1 = 2%ig;, so depending on whether
e(pi) = —1,1, the k;’s and g;’s could be completely different in the factoriza-
tion.

The following lemmas and corollaries are used in a later proof.

Lemma 4.5 Ift € Rwitht > 1, then

SR
n=lil41 nn—1) [t]
Proof
i 1 k 1 1 1 1 1 _2
——— = lim —— — — = lim =7 <<
ngﬂn(n—l) k—)oon_%_HTl—l N koo Ltj H t’

where we used the partial fractial decomposition of ( 0 and the fact that

Zn(ﬁ — %) is a telescope sum. ]

Corollary 4.6 Let k,t € IN, then
2 VD < pVE2Vik (4.1)

Proof Since both sides of the inequality vtk < /t(k —1) + , /ﬁ are

positive, we get that squaring them preserves the inequality, yielding tk <
tk + =Ty This is trivially true when t,k > 1. O



4.1. A simple estimate

Corollary 4.7 For all j,k € IN, we have
jt+k;1 >2,/t(k—1).

Proof With 0 < (jvt — vk —1)? = j2t —2./t(k — 1) + (k — 1) the corollary
directly follows for j, k > 0. O
4.1 A simple estimate

Let Cy, = {n € N : n odd, composite and ap(n) > 27"}. Let My denote the
set of odd k-bit integers. For k > 2, we have | M| = 2k=2 We are concerned
with the proportion in M of those odd integers which are also in Cy,.

Theorem 4.8 If m, k are positive integers with m +1 < 2+/k — 1, then

|C N M| —
8§ X
M|

Proof From Lemma 4.3, n € C,, implies Q(n) < m, as

—m —Q(n (p—s(p),n—e(n)) —Q(n
27" < ap(n) <2 o )g b —e(p) < 217000 = 1 > Q(n).

Now let N(m, k,j) = {n € C, " My : Q(n) = j}. Thus

m
|Cn N My| =) _|N(m,k,j)].
j=2

Suppose n € N(m,k,j), where 2 < j < m. Let p denote the largest prime
factor of n. Since 21 < n < 25, we have p > 2k-V/i. Let dp(p,n) =

p—e(p) ey
e =) From Lemma 4.3 and the definition of C,,, we have

2" > S > 20(”)’15113(;9,11) = 2j’1dD(p,n),
XD (n)

so that dp(p,n) < 2m+1-J.

Given p,d, where p is a prime with the property that p > 2~1// and d
is such that d | p —e(p) and d < 2"*+17/, we want to get an upper bound
for the number n € N(m, k, j) with the largest prime factor p such that and

dp(pn) =d. Let Sy, = {ne€ My:p|nd= S ) —, composite}.

(p—e(p)n—e(n))
The size of the set Sy 4, is at most the number of solutions of the system

n=0mod p, nzilmod%(p), p<n<?2k
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i.e. at most the set Ryq, = {n € Z : n = 0mod p,n = £1 mod 7’77;(’?),;9 <
2kd

n < 2%}, via the Chinese Remainder Theorem Ry, has less than =)

elements.

Let us look at the parity of (p —e(p))/d. Let g, be the odd part of the
decomposition p — ¢(p) and let v2(p) = max{2' : 2' | p, i € IN}. We have
that

p—e(p)
d

= (p—e(p),n —e(n)) = 2"P) .1, where I is odd.

— 21/2(!7)6/1 =p-— s(p)i, where i is odd.
qp qp qp

Therefore, (p —e(p))/d is even.

If Sqp, # @, then there exists an n € Sy4, with (n —e(n),p —e(p)) =
(p—e(p))/d, and thus (p — e(p))/d. Thus, we only need to consider d and
p, such that (p — e(p))/d is even. We conclude that

2kd
IN(mk I <}, ) D a—
p>206-17i dlp—e(p) p(p —e(p))
d<om+l=j

(p—e(p))/de2Z
d
— ok __+*
d<2"Zl;17j p>2(=1)/j p(p—e(p))

dlp—e(p)
(p—e(p))/de2Z

Now, for the inner sum we have,

Yy oot o< % :
p>2(k—1)/j P(P - g(p)) k-1 (Zud + s(p))Zud
dlp—e(p) 2ud>2 1 —e(p)

P*;(P) €27

1
= Z

k=1
2ud>2 1 —e(p)

Z 1 < i 2 1
dd 5 u(u—-1) 4,5 o ’

u>2 L e 2d

where the last inequality follows from Lemma 4. Using this estimate, we get

1 2m+lfj -1
IN(m k)| <26 Y =k 2L

k-1

a2 —e(p) 27 —e(p)



4.2. The average case error probability

Using the fact that Vj,k > 1, we have that j* —2vk—1j+ (k—1) = (j —
Vk—1)2 > 0, we get the inequality

j k;,lzz\/k—l.

Using this inequality and our hypothesis that m +1 < 2v/k — 1, we have
m+1<j+ (k—1)/j. Thus

m+1—j _ m+1—j _ m+1—j k=
2 1 <2 1<2 :z.zm*J*kT'l,

— k=1

27 —e(p) 27 -1 27
The last inequality is true because for m +1—j < (k—1)/j we have
o= S ol S
s 12T < amHei
om+l-j _ 1 - om+1—j

—1)

1 1
27 —1 27

k=1

Therefore, N(m, k,j)| < 2- pktm=j= fl. Combining everything and using the
fact that | M| = 22 yields

m .
|Cmka| _ Z]:2|N(m/k/])| S 8i2m—]—k];l

|Mk| B 2k=2 =2

4.2 The average case error probability

Let D be fixed. We are trying to find a numerical upper bound for the
probability that a number chosen uniformly at random from the set of k-
bit integers is composite given that it passes t independent iterations of the
strong Lucas test with randomly chosen bases (P, Q).

Let ap(n) = M be the fraction of elements in {1,2,...,n} for which the

strong Lucas probable prime test is positive. This makes sense, as SL(D, n)
is the number of pairs (P, Q), where 1 < P < n that satisfies some properties,
and we already know that for every P there exists exactly one Q, such that
P = D? —4Q. Therefore, SL(D,n) actually only counts those P’s chosen
from the set 1,...,n.

Let X denote the event that n is composite and let Z; denote the event that n
is chosen uniformly at random from M and that it has passed ¢ consecutive
rounds of the strong Lucas test with uniformly chosen bases (P, Q(P, D)).
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Also let 77(x) denote the prime counting function up to x and let Y denote
the sum over composite integers. Using the law of conditional probability,

we have for
Z;/quk RD( )t
X N zt B (anMk>
(ZneMk ‘XD )
Lnem, 1
_ Z;eMk ap(n) < ZneMk ap(n)' - ZneMk ap(n)
ZneMk ap (”) ZpEMk D‘D(P) (2k) (Zk_l)’

it = P[X | Zt] =

(4.2)

where p is prime.

In order to get an upper estimate for gi, it will suffice to find an upper

estimate for the final sum in equation (4.2) and a lower estimate for 7(2) —
r(2k1).

The next proposition can be found in [8] as Proposition 2.

Proposition 4.9 For k an integer at least 21, we have

k
(2% — (25 1) > (0.71867)% (4.3)
We already know a lot about ap(n), but for our probability g;; we will
need @p(n). In this thesis we look at two different approaches of bounding
«p(n) using ap(n). One approach holds for the most general case, whereas
the other approach uses trial division by small primes. Naturally, the one
not making assumptions will yield a weaker estimate, which is still good
enough for small . However, we will see that for large t this estimate is
useless. Assuming that 7 is not divisible by small primes does in many
cases not impose high restrictions, as many cryptolibraries use trial division
prior to expensive primality tests in order to speed up prime generation and
primality testing.

We start to estimate ¢p(n) as follows:

S

=TT1pi " (pi—e(p:) <HP i+ 1) =TT +pi Y. @44
i=1

i=1

Then we will use our two different approaches. However, let us first investi-
gate if this is not an overestimate, i.e. if integers 1 exist such that ¢(p;) = —1
for all primes p; | n.

Lemma 4.10 For D = 2, there exists infinitely many integers n, such that ¢p(n) =
S (P pih), where n = [Ty (p} is the prime decomposition.



4.3. Treatment of the numbers with large contribution in the analysis

Proof For D = 2, we get by Gauss’ law of quadratic reciprocity that

(2)_<_1);7281_ lif p=41 mod 8
B | -1ifp=43 mod 8.

This is true as p only depends on p mod 8: if p = a2 mod 8, then p =

P21 a1 16ak+64k2 1
8

a+8kk e N, (%) =(-1)=s =(-1) = (—1)H2T_1. Therefore we
let n to be a product of primes, such that every prime is congruent to +3
mod 8; we have constructed an integer n such that (%) = —1 for all primes
p | n. Infinitely many such n’s exist, as by Dirichlet’s theorem on arithmetic
progressions, infinitely many primes p = -3 mod 8 exist. O

So we see that the bound ¢p(n) < ITi_; p?"fl(pi + 1) is tight and can in
general not be weakened.

4.3 Treatment of the numbers with large contribution
in the analysis

By equality (4.2) our goal is to upper Y7y, @p(n)". However, we do not
know how to proceed using ap(n). As we will see, taking ap(n) in the
sum instead, will enable us get good estimations, thus, we must find a way
to bound ap(n) by ap(n), see Sections 4.4 and 4.5. Therefore, the numbers
that add most to our probability are the ones with largest ap (1) value. Since
ap(n) < 1/2 for all n by Theorem 3.12, we see that the set C; is empty. C,
is not empty, we have already identified them as the set of integers {n =
(2k1g; — 1)(2%g1 + 1) : each factor is prime, k1,q; € IN}. Thus, if n < x, we
want to know how many tuples (k1,41) € IN? of such a form exist. If we can
we find an upper bound for the number of such tuples, we can also upper
bound | C; N My |, say | Co N My |< f(k) for some function f depending on
k. Depending on if and how we treat those numbers, we get variants of our
estimates:

1. We don’t treat them separately.

2. We use an upper bound of the number of twin prime, which we will
establish shortly, and treat C, differently in our analysis.

3. We count how many numbers of the form m(m + 2) for some m € IN
exist, as every product of twin primes is included in this set, and treat
them differently in our analysis.

4. We sieve them at the beginning, making sure our number 7 is not a
twin prime, which enables us to exclude C; completely.
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4.3.1 An upper bound of the number of twin primes

For variant 2 we want to count how many twin prime tuples up to x exist.
Let n € IN and let us recall the definition of ()(n) in Section 4 counting the
number of prime factors of n counted with multiplicity. For any x € IN, we
define the twin prime counting function 71, (x), which counts the number of
twin-prime tuples up to x as follows:

m(x) =[{p<x:Q(p+2) =1} .
It is conjectured that 71y (x) — oo for x — oo.
Riesel and Vaughan [21] showed the following lemma.

Lemma 4.11 For x > e*2, we have

2 (x) < 16ax
2 (7.5 + log(x)) log(x)
where « is called the Twin Prime Constant,
1 p(p—2)
®§ = 1—-—) = 2 x~0.6602...
0~ pzp) =115

Using their estimate we obtain the following lemma:

Lemma 4.12 For k > 122 we have

k/2

2

Proof Since n = p(p + 2) is a k-bit integer, p is a k/2-bit integer. Thus
we are considering the number of twin primes up to 2¥/2. We also have

16 16 . .
(7h5+10g(‘;‘(§) Tog() < log(axx)z' With Lemma 4.11 we obtain
(212) < 16a2~/2 2k/2 16a _ 16 - 4 - 0.66017 2k/2
2 pu—
(log(2t/2))2  (k/2)* (log,(e))? (log,(e))> k2
2k/2
< 20.3k—2.
for 25/2 > %2 which implies that k > 1054(2) ~ 121.186, thus k > 122 as
k € N. Therefore, we get that
2k/2

The next numbers with large ap (1) values are the elements of C3, C4 and Cs.
As we need them for future results, we bound | My N C,, | for m = 3,4,5 by
using Lemma 4.8.



4.3. Treatment of the numbers with large contribution in the analysis

Lemma 4.13 Let k > 122, then
| MNCs | < (2.52)253
| MM Cy | < (2.39)25 4
| M N Cs | < (2.37)255.

Proof Since m < 5, we have that m +1 < 2v/k —1 for k > 10, thus we may

ikt
use Theorem 4.8. Therefore, we have that % < 23 Y, 2" and

\
k—

k=1
with this | C,, N M | < 2k+1 Y, 2"7)777" . Let us bound each of those sums.
We are looking for a ¢, € R such that | My NGy, |< 2K

3 . —
| My NGy | <281 23770 okttt o5ty < gpokh
j=2

5 k 4
= 2276423 <.
With k > 122 we get
23—k —I-Z% < 0512 _|_2% <252
= 1 = 2.52.

4 .o
< QLY H T gk 2- 5t ol 0oy < ook
=2

’MkﬂCA;

= 2771 42571 421 <oy
With k > 122 we get
7_k 7_k 5 7_ 122 7_ 122 5
2274 423712424 <2274 423712 424 < ¢y

= cp = 2.39.

k1 o o5 k!

| M GCs | <25F1 Yy 27777
j=2

= 2F(23 4 025 401 407 < g2k

9_ 3k 10 _ 2k 9_k 6
= 22710423715 42420425 < 3.
With k > 122 we get

9_3k

22710 +2¥_% —|—2%_% —{—2% <237
= 3 = 2.37. O

Why counting twin-numbers does not yield an improvement

As discussed earlier we can upper bound the number of twin primes by
upper bounding the number of twin numbers, namely numbers of the form
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n = m(m+2), where m € N.

Corollary 4.14 For m € IN odd, there are at most @ suchn =m(m+2) <x

Also, we have | Co N My |< %2"/2.

Proof If n = m(m+2) < x, then m? < x. We use the fact that m is odd, thus
we have at most \/x/2 such n < x. We immediately get that | C; N M |<
%2"/2 forany k > 2 and x = 2k, O

We see that the estimate in Lemma 4.12 yields a tighter estimate, thus we
discard the approach counting twin numbers using Corollary 4.14.
4.4 Bounding gy,

In this section, we establish implicit bounds for g;; without making any
assumptions on the k-bit integer tested for primality. Let us first prove the
necessary results.

Akbary and Friggstad showed in [3] the following proposition.

Proposition 4.15

< (1.07)e" log(log(n))  for n > 278

¢(n)

Using their result we obtain an explicit upper bound for ¢p-function.

Lemma 4.16 For integers k > 79 and n € My we have

¢p(n) < n-(1.07)e"log(k),

where vy is the Euler-Mascheroni constant:

'y:lim<zf—ln )<0.58.

n—00

Proof
- i— - i+1 2 1
go(m) =TTpi " (pi—e(ps) <TTpi ' (pi+1) = HP =] (14,
i=1 i=1 i1 palle}
: 1 T pi 1 n
<n 1+ = = _ _
1—1< p1_1> Epi_l lleplp_l g —% ffl(l_%
(4.5)



4.4. Bounding gy,

The product [],, (1- %) looks familiar: for the “normal” Euler phi function
¢(n) we have:

S
=

o(n) Zﬁpi”‘l(m—l) ZIEP?' -p :Iip?@_l-) - "H<1_;)'

pi 1

Thus, we have

By Proposition 4.15 we have for k > 79,n € M

op(n) <n- (len) < n-(1.07)e" log(log(n)) < n - (1.07)e” log(log(2"))
=n-(1.07)e" log(klog(2)) = n- (1.07)e” (log(k) + log(log(2)))
< n-(1.07)e"(log(k) — 0.366) < n - (1.07)e” log(k),
which finishes our proof. U
Therefore, we immediately get
Corollary 4.17 For k > 79 and n € My we have
ap(n) < (1.07)e”log(k)ap(n).

4.4.1 First numerical results

Now that we have obtained an estimate for #p(n) using ap(n), we can pro-
ceed with our analysis.

Proposition 4.18 For any integers k, M,t with3 < M <2vk—1—-1,t > 1and
k > 79 we have

M M e
Y wem@n (n)! < 262H0-M logl (k) 4212 ogl (k) Y ) 210

Proof Note that our hypothesis implies k > 5. We know that C; N My = @.
Thus by Corollary 4.17 we have

Z/neM,ﬁD(n)t = i Z ap(n)

m=2 neMkﬁCm\Cm_l

<Y Y (07 log(k)) an(n).

m=2neMNCp\Cp-1
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We have that n € C,, < ap(n) > 2" and n ¢ Cp_1 < ap(n) < 27071,
Thus, we get for n € Cy, \ Cp—1 that 27" < ap(n) < 2~ (m=1) Using this and
the fact that 1.07¢7 < 2 we get that

i Y, ((107)e"log(k)) ap(n)’ (4.6)

m=2 nEMkmCm\Cmfl

IA
gk

((1.07)e” log (k) 2~ "V M N Cpy \ Cpur|

3
'[)

< Y log' (k)2!~ " VM N Cy \ Cora| (4.7)
m=2
M
<log! (k) (2f*Mf\Mk \ Cu| + ¥ 20D M cm\) (4.8)
m=2
M
—log' (k) (2t<1—M> M\ Cut| + Y 2@ M cm|). (4.9)

m=2

Using Theorem 4.8 and the above estimate we have

M m 1 k1
Y em@p(n)! < log! (k) (zk—2+t(1—M) 4 k142 y sz( ft)fJfT)
m=2 j=2

M M (1—t)—jokel
— logt(k) (2k72+t(1*M) + ok+1+2t Z Z o ] T)

j=2m=j
O
4.4.2 An estimate for q; ;
We begin with the following inequality:
Theorem 4.19 For k > 2 we have g1 < log(k)k242'3*\/’; .
Proof From (4.2) we have for k > 21 that
, _
g1 < —2nemn () (4.10)

7(28) — (2k1)°

Using Proposition 4.18 with t = 1 and k > 79 we get for any integer M with

3<M<2vVk—-1-1

/ - 1M, okt A —j—&t -
Y 'nem@p(n) < log(k) (2 +283 ) 27y 1)
= =i

1M, k3 =it
zlog(k)<2 + 2 (M 41— )27 )
=
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Using t = 1 in Corollary 4.7, we get j + k;—l > 2vVk—1forall j,k > 1. Thus
we have

M
Y wemn(n) < log(k) (21 7M 4 2532y (M 1)) @)
j=2

Evaluating the sum Zinz(M +1—j) = M(M—1)-271, and letting M =
|2vk —1— 1], which implies that M > 2v/k—1—2and M < 2vk—-1-1,

we have

(
< log(k) (2"“*”’:1(1 +2-(4(k—1)—6vk—1+ 2))
= log (k) (2"“*”m (8k—3—12vk— 1))
(k)kok+4-2vk-1, (4.12)

By Corollary 4.6 with t = 1 we know that
22T gt
Using this we obtain from inequality (4.12) for k > 100

Y wem @ (1) < log(k)k2* v H2VE, (4.13)

‘_

4+
With %'71\8/?7 < 423 we get by Proposition 4.9 and inequality (4.13) for k > 100,
that

 log(k)k2 -2t v 2V

i1 0.71867

< log(k)k242'3_‘/];.

But for k < 100 we have that log(k)k24>3-Vk > 1, so this upper bound is
trivially true for k < 100. U

Damgdrd et al. established in [8] an average case error estimate for the

Miller-Rabin test, namely they obtained that py; < k242~VE where Pk is the
probability that an integer chosen uniformly at random from the set My is
composite given that it has passed t consecutive round of the Miller-Rabin
test. To get an idea of how good the bounds are, we let kK = 1024 and get:

q10241 < 9.6 - 10712 using Thereom 4.19,
prooa1 < 9.1-107 1 using Theorem 2 in [8].
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4.4.3 An estimate for g,

Now we consider the average case error estimate for a number, which has
passed t consecutive rounds of the strong Lucas test with respect to ran-
domly chosen bases. We need the following lemma.

Lemma 4.20 Let f(k,t) = \/E% For fixed ko > 1, f(ko,t) is a monotoni-
cally increasing function for all t > 2 and for a fixed ty >, f(k, to) is a monotoni-
cally increasing function for all k > 1.

Proof Let us first fix kg > 1. If W > 0, then our function is monotoni-
cally increasing in t.

af(ko, t) o k7022t71 . 22t+1 11’12\/? - 2t+1 102 kTO
ot (1-21-H) 121t (1—21-t)2
kot t—1
: 2 i1 21n(2)
= 1_2H(— —+27In(2) - 1—2H) > 0.
This holds if
—E+2f+11 (2)—M>o (4.14)
t M)y o = '
and
k
i 20 (4.15)

(4.14) is equivalent to 2 > 21n( i T —_— —, which is true for t > 1.74322. Since

t € IN, we have w > 0 for t > 2. (4.15) holds for all ¢+ > 1. Thus, for
tixed to, it follows directly that our function is monotonically increasing in
k. O

Theorem 4.21 For k,t integers withk > 79,3 <t < k/9ork > 88, t =2 we
have

2 Vi
it < K> = log' (k)4>12~Vik,
NG

Proof Assume k > 79 and t > 2. When using Proposition 4.18, which says
Y wem@p(n)t < log' (k) (2"_2+t(1_M)—|—2k+1+2f IPY i m1=t)=j= fl) We
want to estimate Z%:]' 2= We do this by seeing that M 2'" (1-t) —

i 1 M
yM o om(i=t) —Z{ﬂ:lo om(1=t) — 2 ;(_2;15 ) < 12/_<21,)t since j < M. Usmg this

estimate in Proposition 4.18, we get that

/ — t k—2+t(1—M) t AR ji=
Y nem@p(n)t <2 log' (k) + T —>1= log' (k 22 , (4.16)
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for any integer M with 3 < M < 2v/k — 1 — 1. By Corollary 4.7 we have that

jt+k;122 Hk—1) Vjk> 0.

Furthermore, we choose M = [21/%1 +1]. In order to use Proposition
4.18, we need to make sure that 3 < M = [2\/]‘%1 +1] < 2vk—1-1.
3 < [24/ k’Tl + 1] is equivalent to 2 < {2\ / k%l-‘, which holds for t < k —1

when k > 1.
Now we check if M = [2\/]‘%1 +1] < 2vk—1—1. This is equivalent to

2\/E1] < 2Vk=T-2 For k > 25, we have [2/51] < [2/51] <
2vVk—1-2.

Our choice M = (2@—1— 1] implies that 2@—}— 1<M< 2\/g+ 2,
meaning that M —1 < 2@—% 1< 2\/§—|— 1. Since t < k — 1, we have
1< (/% which yields M — 1 < 3,/F <216, /&,

We also see that 1 — M = 1—({2@} +1) = —{2 k%ﬂ < —ZE.

Plugging our chosen value for M and the inequalities established above in
(4.16) we get

N k=24 (1-M) 1t gkl 2/tk—1
Y nem@p(n)f < 2820 Mogl (k) 4 151 log (k) (M —1)27 (-1
ok+2.6+2t
<2k22\/k110g() 21t]0g —24/t(k—1)

2t

Let f(k,t) = % % By Lemma 4.20 we know that for a fixed ko > 1,
f(ko,t) is a monotonically increasing function for all + > 2, and that for a
fixed top > 2, f(k, tp) is a monotonically increasing function for all k > 1.

Thus, we get with k > 79 and t > 2

2t 4
7
24'61_22“\/? > 246 _22 s 0 _ 487738 > 4877.

For x > 4877 we have 1+ x = x(1 + 1) < 22, which yields

_ o ST 4878 22 k
Y nemlin(n)t < 2k-272VHD logt(k)487724'61 i \[t (4.17)
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With Corollary 4.6 we uppper bound 272V**~1) which says that for all
t,k > 1 we have 2 2V Hk-1) ~ -2Vt

For t = 2 and k > 88, and using the fact that 21HVET is a monotonically
decreasing function for all k > 1, we have

e A=
= =2 VA <2,

For 3 <t < k/9, we have

WET 4,
< —272% 1.7.
1_o1 =377 <

T
2V k=1

In any case we have {—r—

< 2.222. Putting these estimates in (4.17), we get

4878 6 Ve fk
48777 1-21t\ ¢

4878 k
2k—2\/§+2t 1 t 2262222\/>
< o8 (k) 3877 t

forall3<t<(k—1)/2,k>79and fort =2,k > 88.
Now using Proposition 4.9 and (4.2), we get

Z /neMkED (n>t < 2k72\/§+2t logt (k)

4878 2.222 4. tf\/Esz t K32 2.12+t—+/tk
Tot < 770718672 108 4T E <log (k)74
for3<t<k/9,k>21and fort =2k > 88. ]

For the average case error estimate for the Miller-Rabin test we know from
[8] that py; < k3/2%42_m. For k = 1024 and t = 16 we get:

J102416 < 2.49 - 107°* using Theorem 4.21
pP1o24,16 < 7.42 - 108 using Theorem 3 in [8].

4.4.4 An estimate for g ; treating the numbers with large contri-
bution to the estimate differently

We now establish an estimate for i ; by treating C,, which add the most to
our estimate, differently. However, we will see that it is not an improvement
over the already established results.

Theorem 4.22 For k > 122 and t > 9, we have q;; < log' (k) ((0.35)k2_4t +

_k
(28682 2 | (3.51)215k + (3.33)2 %~k + (3.30)2 %5k,
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Proof By taking M = 5 in (4.6), which says Y./ ,cpm,@p (1) < 2t0-M)| M| +
yM , 2@=mt M N Cpy| we have

Y nem@p(n)t <log'(k) [27“ | Mg | + | MiNGCa | 427" | M N Cs |

+272 | My NGy | +2*3f\Mkmc5|].

We use the bounds | My NCy, |< cm2k_§ established in Lemmas 4.12 and
4.13, which yields in

k/2

_ o 2 _k
Y nem@n(n)" < log!(k) |2 42062 T +252.27

123921 1237 2"?] . (4.18)

Now using (4.2) and Proposition 4.9, we get

G < Y nem@p(n)t
1 (26) — (26
klog' (k) k—2-4t 24/ K-k
4239285 4 237.0k%)
(28.68)2" 2
k

+(3.33)27 % ik + (3.30)2*3f*§k). O

< log'(k) ((0'35)k2_4t + +(351)27t4

The following result complements Theorems 4.19, 4.21 and 4.22.
Theorem 4.23 For integers k, t with k > 122 and t > k/9 we have

(28.68)272

gks < log' (k) ((0.35)k2*4f + =

+(351)27t 5k + (3.35)2*2f*§k).
Proof We bound the last term of Theorem 4.22 (3.30)2*3“% by c- 2-2t-% for
some ¢ € R.

(3.30)2735 = (3.30)2 725wt = (3.30)2 Hr w2 i, (4.19)

t > k/9 implies 2~ < 275. With k > 122 we get

k

(33)2737% = (33)2 T+ho i < (33)2 drAy iR
< 00027572,
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Using Theorem 4.22, we get

_k
g < og! (k) ((035)12 4 4 ZEOV2 2

+(3.33)27 2 ik + (0.02)2*2t*§k)

+(351)271 5k

k

_k
(2868272 +(351)27 3k + (3.35)2 %4 )D

= log' (k) ((0.35)k2*4f + =
Using k = 1024 and t = 115, we get

qrt < 7.7-107%8
Py <29-107171,

As t gets larger, the estimate becomes useless. For example for k = 1024
and t = 256, we already obtain for our estimate from Theorem 4.23 that
Grr < 3.1-102.

4.5 Bounding gy ;

We have seen that the estimate of g ; in Section 4.4 is good when t is small,
however is useless for large t. Therefore, we are looking for a new bound
for @p(n). Let us first state a lemma:

Lemma 4.24 Let n be relatively prime to 2D and let p; be the I-th prime. If n is
not divisible by all of the first | odd primes, then

1 w(n)
¢p(n) < (1 + ~> n,
Pi+1

which implies

1 w(n)
wp(n) < (1 + ) ~ap(n).

Pr+1
Proof For ny,n, € N with ged(ny, np) = 1, we have the relation

¢p(n1,n2) = @p(n1)pp(n2).

It is thus sufficient to only treat the case n = p”. We have

oo(p") _ P Hp—elp)) 4 _ep) 4,
P’ P’ P
With p > pj11, the result follows directly. 0

< |
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Example 4.25 If our odd prime n is not divisible by 3 and relatively prime to 2D,
we get

w(n)
ap(n) < (g) an(n). (4.20)

w(n)
« 21 w(n P 8(}7),1’1 — s(n)) < 217w(n).
o TS S

Also since n € Cy,, we have 27" < ap(n). Combining the two inequalities
yields

27" <ap(n) < 21-w(n)
which gives us w(n) —1 < m, thus w(n) < m. O

Definition 4.27 Let My denote the set of odd k-bit integers that are not divisible
by the first odd | primes. Let qy;; be the probability that a composite integer n,
which is chosen uniformly at random from My passes t rounds of the strong Lucas
test with randomly chosen bases (P, Q).

With Lemmas 4.24 and 4.26, we are ready for the next theorem.

Theorem 4.28 For any integers k, t,1 we get

1 mt
Y went, ®@p (1) <Z Y ( § )27("171);

m= ZHGMk]ﬁCn,\Cm,l pl+l

Proof By Lemmas 4.24 and 4.26 and the fact that when m € C,, \ Cp—1 we
have that 27" < ap(n) <271, we get

Z/nEMk,IED(n)t - i Z ED(n)t

m=2 neMk,mCm\Cm,l

<% (tegn) ety

m=2 VlEMk,]mcm\Cmfl pl+1
00 t
<Y, ¥ (tr50)2e o
m=2 HEMk,lﬂcm\Cm—l pl+1
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Lemma 4.29 For any integers k,t, M, with3 < M < 2v/k —1 — 1, we have

/ — t < pk—2+t - ToN™
Z nEMk,llxD(n) <2 Z T+ - 2
m=M+1 Pi+1
M m mt ke
2 Y (1)
m=2j—2 Pr+1

Proof We know by Theorem 4.28 that

e, T (1) < Z 5 (1 n ~L)mtz—(m—l)t

m=2n€M;NCpn\Cp—1 Pr1

-y Y (H#)WZ‘W—”*

m=M+1 I’ZEMk/[ﬂCm\Cm—l pl+1
M
1 mt
v, L ()
ZZnEMklﬂcm\Cm—l Pin
e mt
< F (1 b ) e g
m=M-+1 Pi
M mt
B ) e
m—2 Pr+1
< k=2t i <1+L)mt2—mt
B m=M+1 P
) (L
m=2j=2 pH'l

Where the inequality (4.22) follows from Theorem 4.8.

4.5.1 An estimate for g,

(4.21)

(4.22)

Now let us look at the case t = 1 in more depth. In order to establish a new

estimate, we need the following lemma:

Lemma 4.30 Fort =1,3 < M <2vk—1—1, we have

1 M+1

)

Z lneMk,zaD (”) SzkiliM (

Pr1

M
4 2k —2vk=14l (1 - i) M(M —1).

Pi+1
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Proof For t = 1 we have from Lemma 4.29 that

m=M+1 Pr+1
M m 1 \m (4.23)
+242y Y (14 —) 27—
m=2j=2 Pr+1

Evaluating the first part of the sum and using that 1+ =1~ > 1 yields
M1 Pr+1
m 2-M (1+%) M+1
) 1 —-m __ Prit -M 1
Zm:M-i-l (1 + ﬁz+1> 27" = 27(1+;l ) w2 (1 + ) :

Praa
PI+1

For the second part of the sum in (4.23) using Corollary 4.7 with t = 1,
where we have j + k;—l > 2k —1 for all j and k, we get that

M m 1 \™m . ka1 M M 1 \m
2k+2 1+ — 2 ] - S 2k—2\/m+2 1+ —
mZ_lzj; < Pz+1) ] Jg mz_j < Pz+1)

With m < M, we get

% % (H;)m < (1+1)M§ fl = (1+~L)M2*1M(M—1),

=2 m=j Pi+1 P+ =2 m=j Pra

which concludes our proof. U

Theorem 4.31 For k > 2, we have

_ 1 2vVk—1-2
qr,11 < k24:1'8 \/E(]. + ﬁll> .
+

Proof With Lemma 4.30 we get that

1 M+1

Y e @ (n)! <2TM(14 —)
' Pi+1

M
+ ok-2vE-T41 (1 + pl) M(M—1).
1+1

Choosing M = |2vk — 1 — 2], with this we have that M > 2v/k —1 — 3 and
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M < 2vVk —1—2. Thus we get

k—1-M 1M v M
Y nem Ep(n) <26TM(1p ) ok VRl (1 + —) M(M —1)
P+ Pi+1
< zk—Z\/k—l—t-Z(ﬁlJrl +1,MH
B Pra
M
t 2k2VE-T4 (1 + L) (4k —10vVk — 1 +2)
Pi+1
M+1
< zkfzm“@ b ) (1+2k—5Vk—1+1)
Pi+1
M+1
S 2k—2\/k—1+2 (1 + ~]‘ > (zk)
Pr+
< ok=2vk=1+3 (1 + L)z” k_l_lk‘
B Pr+1
Combined with inequality (4.2) we have
2vk—1-1
_ 29-2vk—143 1
_ Z/HEMk,Z“D(n)t k2 (1 T ﬁH—l)
Ul = TRy — m(2k-1) = 0.71867
2vk—1-1
< k247\/k71+1.73 (1 + ;) ] (424)
Pi+1

Let us simplify this expression. Corollary 4.6 says that for all k > 1 it holds
that 22vk-1 < 2_2\/%%. Thus for k > 53, we have
22k _ o 2Vkt s 4 VEH0.07

7

B 1 \2Vk—1-2
Gt < 12418 \/l?<1+ ; +1>
S

which shows that the theorem is true for k > 53. However,
2Vk—1-2
k241.8—\/E<1 + ~1 )
Pr+1
for k < 59, so the theorem is trivially true for k < 59. O

> k2418 VE S

Let us look at the bound for gi ;1 in Theorem 4.31 in more detail. When the

(I +1)-th prime is fairly large, (1 + ﬁ[1+1> is approximately equal to 1. For

2vVk—1-1
) < 1.09. When

example for k = 1024, | = 128, we get that (1 + -1

Pr+1
multiplied with the dominant factor 4_\&, this number is almost negligible.
Thus

1 \2vEk—1-1
Giin < k241,8—x/E<1 n ~7)
Pr+1

~ k241.8—\/?
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Example 4.32 When k = 1024, the version 3.0 of OpenSSL checks if our 1024-bit
integer is divisible by the first 128 odd primes. The 129-th odd prime is 733. With
this we have

734 2v/1023-1
75)
Using Theorem 3 in [8], we would get for k = 1024 with the Miller-Rabin test that

J1024,1281 < (1024)2418~ 1024( <76-1071.

P1o241 < K242k < 952.10713,
Thus we already have an improvement over the estimate of the Miller-Rabin test.

For k = 1024 we also see that this is an improvement over Theorem 4.19, as there
we have qigp41 < 9.6 - 10712,

Corollary 4.33 Let n be an odd integer, not divisible by the first 128 odd primes.
Then for all k > 2, we have that gy 1281 < k241.87727—k

Proof Using (4.24) we have that

k1281 < k24— Vk=1+1. 73(734)(2F 1).

733
We have that
734 (2vk-1-1) 734
pu— —_— — - < _ _ . .
tog, ( (535 ) (2vk=1-1)log, (7= < (2vk—1-1)0.0009
Thus
Jrios1 < k241.73—\/k—1+0.0009(2\/ﬁ—1) < k241.7z91—0.9982\/1ﬁ_ (4.25)

Using the inequality vk < 0.9982v/k — 1 + ﬁ, which holds for all k > 2,
we get for k > 5 in (4.25)

Jeist < k2417291-0.9982Vk—T k241'7291’\/%+31W < k241'72917\/%+3lﬁ < 24188k,

But k24188-Vk > 1 for all k < 60, so the bound holds trivially for all k < 61.0J

Example 4.34 When k = 2048, the version 3.0 of OpenSSL checks if our 2048-bit
integer is divisible by the first 384 odd primes. The 385-th odd prime is 2659. With
this we have

2+/2047—1
iggg) <298.10°2.

Using Theorem 3 in [8], we would get for k = 2048 with the Miller-Rabin test that

[]20481 < (2048)2418 \/204 (

Pooasasal < 2.99-107%,

We again see that this estimate of the strong Lucas probable prime test is a bit better.
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4.5.2 An estimate for g;

Now let let t > 2. In this section we will establish bounds for g ; ;. Theorem
4.36 is better for smaller ¢, whereas Theorem 4.38 yields a better estimate for
larger t.

Corollary 4.35 Let

1
2f —pf > =
[ ZP
Proof Using the fact that p < § < 2, we get

2 .
E_gbS ot (2 1)y > o (222 1) = of (2 1) = =
2-pzpC-Dzp - =pG -1 =50

Theorem 4.36 For any integers 2 < t < (k—1)/9, k > 21,1 € N we have

2vkt+t
Toi < 47V (14 ! )

Pra1

Proof By Lemma 4.29, we know that

/ - b onk—24t 1oN™
Z ﬂEMkJ(XD(n) SZ Z ( ~ ) 2

m=M+1 Pr+1
M "t (4.26)
4 k1t =) =j=5~
]Zémzz]< Pl+1>

for any integer 2 < M < 2vk—1 — 1. Let us again use the notation p =
ﬁ1+1' Let us first look at the left hand side of the sum (4.26). Using

Corollary 4.35, which says 2! — p' > 10!, we get that

00 - Mt ,tH(M—1) szt tH(M-1)
k—2+t toy—mt _ pk—2+t [ k—2+t P
m=
— Zk_l_(M_l)t‘O(M_z)t. (428)

Now let look at the right hand side of the sum (4.26). Using ZM 2m(1-t) <

(1) +t
2]2[_2 , and m < M we obtain

. 2k+1+2tth M

k+1+t A mtom(1—t)—j—51 —jr—k1
2 Z; Z‘P 2 < Toi_o 'Zéz I (4.29)
j=2m=j i
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: oy k=1
Now, we shall use Corollary 4.7, which states that ji + %= > 2./ t(k—1) for

all j,k > 0. Further, we let M = [2\ / k%ﬂ Thus, to have M > 3, we must
restrict f to t < k — 1. Further, for k > 9, we have

M= {2 k%w < {zy/k_Tl] <2vVk—1-1.

Moreover, we have M > 24/ k%l and M —1 < 24/ k%l From (4.26), using
(4.27) and (4.29), we get

ok+ 142624 /t(k—1)

Y e, @p(n)! < pk=1=(M-1)t ,(M-2)t | s oM (M — 1)
< ok=1t=23/Hk=1) 20/ (kD) (4.30)
2k+2+2t 24/t(k-1) ﬁH \/‘
2t -2
— ok—1+t- A/ﬁp V(k=1)t+t <p—2t+ ;gjz \/f>

<2k 1+t—24/t(k— 1p v/ (k— 1f+t(1+223jt2\/§>. (431)

The function 2t 5 \[ is monotonically decreasing for all ¢t > 1, thus we have

fort>2
23+t \/7 25 \/7 7\/} n 75[

We have for k > 1 that 1+ 47k < \f(l +4175) = /K482, We also use
Corollary 4.6, which says that for all ¢,k > 1 that 272V Hk=1) < p=2Vitkp\/t/(k=1)
For t < (k—1)/9, we get

2V (k=1) < oV1/9 — 125992 < 1.26.
Thus, we get from (4.30)

ZlneMk,,ED(”)t < 2k71+tp2\/(kfl)t+t41.8127\/ﬁ(1‘26)\/];
_ 2k+tp2\/l§+t41.312—\/§(1.26)\/E
Using (4.2), we get
Y nemy @p(n)t ok ttp2vkirtg1312-Vik(1 26\ /kk
it < — o oty = -
m(2k) — m(2k-1) (0.71867)2
1 >2\/E+t

_ 41.72—\/§k3/22t<1 4
Ps+1
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Example 4.37 Let our odd k-bit integer not be divisible by the first 128 odd primes.
Then Theorem 4.36 says that for 2 <t < (k—1)/9

734>2\/15+t

< 4172tk 3/20t (7
qk,128,+ = 733

For k = 1024 and t = 16, we get

J1024,128,16 < 2.92-107%,

Compared with Theorem 3 from [8], which says that py; < k% 2%42*‘@, we have
P1024,16 < 742 - 10_68.

4.5.3 A good estimate when t is large

We are now using a different approach to bound gy, which is a lot more

powerful when ¢ is large. In order to achieve such an estimate, we treat

the four “worst” categories separately, namely C,,C3,C4 and Cs. We use
Lemmas 4.12 and 4.13, which state that for k > 122, we have

2k/2

| MyNCs| < (252)2F

| MNCy| < (2:39)2°

| MyNCs | < (237)2F 5.

Q= W @I

Theorem 4.38 Let k > 122 and p =1+ L then

f’s+1 4

6t
k k
KLt < 2—1.52340—4t % k+p2t24.84257—§—tk—1 +p3t21.82—§—2tk
st Zt o pt

q
+p4t21.747§73tk +p5t21.737§74tk.
Proof Let us choose M = 5. With equation (4.21) we get
) 5
Z/neMkrlaD(n)t < 2k*2+t Z pmtzfmt + Z pmtzf(mfl)t ‘ Mkmcm ‘ ) (432)

m=6 m=2

Evaluating the first sum yields

ok—2+t i ptp—mt — 2k—2+tP6t275t — pk—2-4t p*

2f—pf 2f—pt’

m=6
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Thus, we get

6t
Z/nEMk,IRDO/Z)t §2k7274t2tp_ pt +p2t27t ‘ Mkmc2 ‘ _|_p3t272t ‘ Mk ﬂC3 |

+ M2 | My N Cy | +0227% | My NG5 |-
(4.33)
Using Lemma 4.12 and 4.13, we get

ot 20.62
Y en, Ap(n)! < 2824 P p2f2§—f% + p3t2k—572(2.52)

2t — pt k
4 pH2ki731(2.39)  pStok 54 (3 37).

Using (4.9), we get

< Z/neMk,,ED(”)t
= 7@ - @)
6t 92 (., 20.62 ¢y 2.52
< ot % k4 o2to—5-t 1 Bty—5—2t
=2 o ozser Pt ozsert TP T o7iser
239 | sy bow 237

0.71867 0.71867
< 91523404t % k+p2t24.842577§7tk71 _|_p3t21.827§72tk

2t — pt
_|_p4t21.74—§—3tk_|_p5t21.73—§—4tk' (4.34)

+ p4t27§73t

The following Corollary is useful for when ¢ is very large.

Corollary 4.39 Let t > k/9 and k > 122. Also let p = 1+ 1. We then have

f’s+1 ’

Geie < 9—1.52340—4t " k+p2t24.84257f§ftk71+p3t22.143267§72tk+p5t273.98f§f3tk
it = 2t pt '

Proof Fort > k/9 and k > 122 the last term of equation (4.34) can be bound
through

k k. k
pBIDLT3=E =4t < pStp173— {453t

_ p5t21.737§+%73tf§
k 11k
< P51 73531

k 11122
< 51173 -3t

k
< St 572=E3
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Thus we get

Gy < 271523404t ZtP_thtk + p2t24.84257—§—tk—1 + p3t21.82—§—2tk

+ p4t21.747§73tk + pStk275.727§73t)
6t
-1 4 P . kg 82—k
< 9152340 4t2t_ptk+p2t2484257 N R
+ p5t2—3.98—§—3tk' 0

4.5.4 An estimate excluding the case of twin primes

We are interested in what happens with our average case error probability
estimate when we use the fourth variant as discussed in Section 4.3. We
make sure that our 7 is not a product of twin primes, which can for example
be achieved using Newton’s method. However, we see that this does not
make a big difference.

Corollary 4.40 Let n be a k-bit integer, where n is not of the form n = m(m + 2)
foran m € N. Also let p = 1+ 1. Then

Pr+1”

Gerr < 2—1.52340—4t2tP6tptk+p3t21.82—§—2tk+p4t21.74—§—3tk+p5t21.73—’5<—4tk_

This follows directly from the proof of Theorem 4.38, where our sum in
(4.32) starts at m = 3.

Let k = 1024,t = 115,s = 128,p = 22. We get

q1024,128,115 < 5.95 - 10169 using Theorem 4.38

J1024128115 < 1.05 - 10716 using Theorem 4.36

q1024,128,115 < 5.95 - 10169 using Corollary 4.40
P1o24.115 < 5.06 - 10719 using Theorem 3 in [8]
P1024,115 < 2.90 - 107171 using Theorem 6 in [8].

4.6 Outline of the average case proofs of the Miller-
Rabin test by Damgard et al.

In Subsection 2.3.1 we have talked about the average case error estimate
for the Miller-Rabin test py;, and stated some bounds established in [8] by

Damgérd, Landrock and Pomerance: They have shown that px; < k242~ Vk
for all k > 2, and that py; < K3/ 227242*‘/@. We have already mentioned that



4.6. Outline of the average case proofs of the Miller-Rabin test by Damgard et al.

the bounds we have obtained for the strong Lucas test have been proven do-
ing a similar analysis. We now give a rough sketch of the proof by Damgérd
et al. Recall the result from Theorem 2.11, which enabled us to count S(n).
Let « = S(n)/¢(n) for n > 1, n odd and let B,, denote the set of odd com-
posite integers n with a(n) > 27™. They have shown the following theorem:

Theorem (Theorem 1 in [8]) If m, k are positive integers withm +1 < 2v/k —1,
then ‘ | .
Bmka 8 2 Y k—l/
[BuOMi| 8 2 gy §5 meij-e-1)/7
AR Y
Now, let us define ®(n) = S(n)/(n — 1). For the average case error probabil-
ity we have

_ Z/nEMkE(n)t Z;EM;( E(n)t _ Z;EM;( E(n)t
Pot = ¥ o @) = Dy a(p)  m@) - n@y ¢

It is clear that ¢(n) < n—1 for all n € N. Thus, we directly see that
w(n) < a(n). Using this, they have upper bound the final sum in 4.35:

YhewEn' =Y. Y &'<Y ¥ )

m=3 neMkﬂB,,,\Bm_l m=3 nEMkﬂBm\Bm_l

< Y 27U M By \ Byt |

m=3

M
<2MYUMA\Bu |+ Y 27"V | MynBy | (436)

m=3

They have bound inequality (4.36) using Theorem 1 in [8] and then they have
demonstrated various inequalities in order to establish the average case error
bounds. Moreover, in inequality (4.36) they treated B3, which add the most
to the estimate for the Miller-Rabin test, differently.

The approach in this thesis broadly follows the same direction. We do nu-
merous adjustments of Theorem 1 from [8], which enabled us to proof The-
orem 4.8. As gi; includes ap(n), we need to find a way to upper bound
¢p(n) using n. However, we see by Lemma 4.10, that ¢p(n) < n does
not hold in general, therefore we needed to find other ways to do this ap-
proximation. Using the estimate by Akbary and Friggstad (see [3]), which
says that ﬁ < (1.07)e" log(log(n)) for n > 278, we obtained the bound

pp(n) < (1.07)n - e7log(k). From there on we presented many mathemati-
cal inequalities, which enabled us to prove Theorem 4.19 and Theorem 4.21.
However, for large ¢, the theorem is useless, as logt (k) increases faster than
the rest decreases. Then, we found a way to upper bound ¢p (1), namely
doing trial division by small primes before performing the strong Lucas test.
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Pr+a

w(n)
This gave us the estimate ¢p(n) < (1 + S ) n, where f; is the I-th

w(n)

prime. When [ is chosen appropriately, the | 1+ =1 is close to 1. We

Pra
again argumented similarly in order to find explicit upper bounds for gy .

We then used the same technique to treat the numbers with largest contribu-
tion to the estimate for the strong Lucas test differently in the proof.



Chapter 5

Classifying C;

The numbers that comprise C, have been characterized in [8]. In Subsec-
tions 4.4.4 and 4.5.3 we used this knowledge to get improved estimates for
grt when t is large, treating C, differently in the analysis. Now in this sec-
tion, we classify the members of C3, with the goal of proceeding similarly.
However, we will see that the Lucas-Carmichael numbers, see Definition
2.32, belong to this set. Unfortunately, establishing bounds for them is still
an open question in number theory, thus we will not be able to proceed
further. Once bounds are found, the derivation is straightforward, see in-
equality (4.33) in the proof of Theorem 4.38.

For the remainder of this chapter, let D be an integer and n = p'...pg
be the prime decomposition of an integer n relatively prime to 2D. Let
n—e(n) = 2% and p; — e(p;) = 2%g;, with g,g; odd, ordering the p;’s such
that k; < --- < k,. For integers m,n, B, we mean by mP || n that mP | n and
mP+1 § n.

Let us first establish all results we need to classify C3. By Lemma 3.3, we
know that we have the following inequalities:

LT ged(4.9:)
SLD,m) _ ) 1 "
—_— S 2s—1 H?:l Tri—1s (51)
¢p(n) P

1
25— TFoy+. T / where J; = k; — ky.

We also need the following lemmas.

Lemma 5.1

¢D(n) i=1 qi

SL(D,n)) < psTIHYE (ki—k) ﬁ ged(q,9i)
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Proof From Lemma 4.2 we know that (1 + Z;-ﬁ:_ol 215) < 2.2(ki=1s Thys we

get
k—1 s
SL(D,n) (chd q9,qi) — 1) + Z ZJSHng q9,9:)
i=1 j=0 i=1
k-1
(1 + t 2]s> chd g,q;) < 21tta—Ds chd(q, q:)
i=1 i=1
and

v

7o:fp?%m—am>

Combining them we get

m—wm:ﬁﬂ%

Il
—

SL(D, 1) _ p1+(k-1)s 178409 80d(q,9i) _ pst14x, (- DT 8cd(@.9) (5
¢p(n) w1 2Ngi i1 i 0
Lemma 5.2 Let n = pypo and 6, = ky — ky. Then
2kq — 22k1+52q1q2 + 2k1 (fh + 252[]2)‘
Proof
2% =p1p2 — e(p1p2)
=291 +&(p1)) (2972 + e(p2)) — e(p1p2)
=2%1%24,g2 + 2 que(pa) + 22 qae(p1) + e(p1)e(pa) — e(prp2)
=210, + 2 (q1€(p2) + 2%q08(p1))

=210, 4y 4 2M1 () £ 2%¢5). O
Lemma 5.3
SL(D,n) 1 1 soged(g,q) —1 2% —1 2 ecd(q,q:)
= +
(PD(H) 2k1+k2+"-+k5 E P;’,-fl (E [11‘ 25 H ql

Proof We have

S

¢D(n) — H Hp 2 _ 2k1+kz+ ks qunp

i=1

Together with
k1 -1 S
SL(D,n) (chd 7,00 1) + Z 215chd 9.4:)
25k1 _
= (chd(q,qi) —1) +5— chd 9, 9:)
i=1
we get the desired result. 0
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Now we can prove the main theorem of this chapter.

Theorem 5.4 The following numbers comprise Cs:
1. n=9,25,49.

(2 — 1)(2hgr + 1),
2. n=pipa = (2“9, +e(p1)) (3 251g1 + e(p2)),
(

291 +e(p1))(2- 291 +e(p2)) with (q1,k1) # (1,1),
where all the q1's are odd and ki € IN and each factor is prime.

3. n=45,63,99,117,333.

4. n = pypaps is a product of three distinct prime factors, p; — e(p;) | n — e(n)
and there is some integer ky such that 26 || p; — e(p;) for all i € {1,2,3}.

Proof 1. Let s = 1. Then #n is of the form n = p?, where r; > 2. By the
second inequality of (5.1), we know that ap(n) < —. Thus if r; > 3,
p

then ap(n) < § and n ¢ Cs. If 1 = 2, then ap(n) < 4 for p; > 7.
Thus the only candidates for n € C; are n = 32,52, 72.

2. Now let s = 2 and py,po > 3. Ilf py =3, thenr; < 2and r, <1,
otherwise by the second inequality of (5.1), we have that ap(n) < 1.
If p1,p2 > 5 we again have by the second inequality of (5.1), that
r; = 1, because otherwise ap(n) < % . % = 11—0. Thus either n = p1p»
with p1,pp >3 0rn = 32;92. The latter case is treated in 3.

Now let n = pyp, with p; —e(p1) = 2Mg; and py — e(p2) = 2F2qo. If
ko > ki + 2 we have by the third inequality of (5.1), that ap(n) < %.
Thus either ko = ky or kp = ky + 1.

If k1 = ko, we have by the first inequality of (5.1) that either both

ged(gq) _ ged(gm) _ 1 op 8ed(04) ged(@.9;) _ 4
M 2 qi aj

for the other j # i, because otherwise ap(n) < .

= 1 for exactly one i and

If ko = kq + 1, it must hold that ngL(Z’ql) = ngKSZ’@) = 1, otherwise by

Lemma 5.2 we have that ap(n) < %, which implies that n ¢ Cs.

For n = p1pa, we are left to check the four cases: k1 = kp and g1 # q»,
ki =kyand g1 = g2, ko = ki +1and q1 # g2 and k» = k1 + 1 and
q1 = 42-

Now let us first assume that k; = k; and q; # ¢». Either both % =

% = 1 or one of the fractions is % and the other one is 1.
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Let ng‘(]? a) — nggq 42) — 1, which is equivalent to g1, 4> | 9. Thus, 41,42
both divide by Lemma 5.2 with J, = 0

26 = 25110, £ 2 (1 £ 2).

This is only possible if g1 = g, which is contradictory to our assump-
tion that g1 # go.

For the other case, since the primes are ordered with respect to the
size of the k;, but here k1 = kj, the order is irrelevant, we let without
loss of generality g1 = gcd(g,41) and g2 = 3gcd(q,42). The former is
equivalent to q; | g and the latter is equivalent to %fh | g. Thus, q; and
%qz both divide by Lemma 5.2 with é, = 0

2°q = 24 (q1 + q2).

It follows that g1 | g2, which implies that there exists some a € IN
such that g1 -4 = g2, and that %qz | 2. This implies that there exists
some b € N such that 1420 = g;. Solving the two equations yields in
a =3and b = 1, thus g = 3g,. Therefore, p; —e(p1) = 2¥4; and
pa — e(p2) = 2M134;. Thus

n = (21 +¢(p1))(23q1 + e(p2)) with e(p1), e(p2) € {£1}.

Now let us check if an n of such a form is actually in C3. By Lemma
5.3 we have

p—-13p-1 4-1y 1 ,q-1\21 41
ap(n) = 4k1( 7 72 R >_4k1(( 71 ) 3779 )
We consider two cases: q1 =1land q; # 1. Let g; = 1. Since 41 1<,
we get ap(n) = L < 1, son ¢ Cs. Now let g1 # 1. Thus, aD( ) =

2
1 (( =1 1 4’<1 1 4"1 1) — _1 48t 5 1
F((q) 3T )241«13( T )—m Py e 1
where the inequalities follow from the fact that boht 211 and 4k1;1

are monotonically increasing functions in g; and k; respectlvely Thus
n € Cs.

Now let ky = k1 and g1 = q1. Then p; —e(p1) = 2Mg1 and p — e(p2) =
2ki1g;. In order for p; and p; to be distinct primes, we must have that
e(p1) # €(p2). Without loss of generality we assume that ¢(p;) = 1
and thus ¢(p;) = —1. Therefore, n = (2519, —1)(2Fg; +1). By Lemma

3.11, we know that SL(I(D;;) 1 for all odd q; # 1. When q; = 1, then

SL(Dm) _ 1 _ . 1 . . . .

ORI 3 R Smce 545 is monotonically increasing in ki, we
- 1_ 11 141

have that ap(n) = 3 ‘4,{1 >3~ 5g =3 > 5 Thus,necCs.



Now let ko = k; + 1, which means that 6, = 1, and let g1 # 2. We

know that ngéq 1) ngéq"’Z) = 1, which is equivalent to q; | g4 and

g2 | g. Therefore, g1, q» both divide by Lemma 5.2 with 6, = 1
28q = 221 gyq, £ 251 (g1 £ 29).

Thus it must hold that g1 | 292 and g2 | ¢1. Since g7 is odd, we must
have that q; | g2, which is only possible when ¢; = ¢, which is a
contradiction to our assumption that q; # g».

Now let us consider the remaining possible case, namely when k, =
ki +1 and g1 = g2. We again have that q; | g and ¢ | q. Therefore,

p1—€(p1) = 25141 and pp —e(p2) = 25 = 2(2%q1) = 2(p1 —e(p1)).
Therefore,

n=pips = (291 +e(p1))(2- 21 + (p2)) with e(p1), e(p2) € {£1}.

Let us check if such an # is in Cz3. By Lemma 5.3, we have that

-1\ 1 41
an(n) = = ) et e

We consider two cases: q1 = 1land q; # 1. With g1 = 1, we obtain

ap(n) = 64"1 This is > g L if and only if k; > 1. For k; = 1, we obtain

ap(n) = g, the only possibility is n = (2 +¢1)(4+¢€2) = 3-5. With
qp #1 and the fact that (g1 —1)/g1 is monotonically increasing, we
obtain

Xp

.4k1+ 6 - 4k

2 1 4 1
(‘hql).z
ki _ ki _
g 1 4 1_1<32 4 1)
1
~3

>

2.4k T gkhg T 3\3.4k T 4k.2
3.4k 41 1 1 1
( )_6+18-4k1>§‘

4k . 6
. Let s = 2 and this time p; = 3 and r; = 2, meaning n = 32p2. Since
3 —¢(3) = 2Mg;, but £(3) = £1, we have that 3 — ¢(3) € {2,4}, which
implies that g1 = 1 and ky € {1,2}.

By the third inequality of (5.1), we have for k; > ki +2 that n ¢ Cs,
thus either ky = ky or k; = ki + Inewline Now let k; = k. Again
it must hold that either ng[(;z’q‘) — 8edlmp) _ q o % =1 and

q2
ged(9,92)
q2

= 3, since q1 = 1.
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We have

2%g =n —¢e(n) = 3%ps — £(3%p2)
= (2 +¢(3))2(242q2 + ¢(p2)) — &(p2)
= (2% 4+ 271¢(3) +1) (242, + €(p2)) — e(p2)
:(23k1+52q2 +22k1+1+(52q28(3) +2k1+52q2 +5(P2)(22k1 +2k1+1€(3))

+&(p2) — e(p2)
:q2(<23k1+52 + 22k1+1+528<3) + 2k1+52) + (22](1 + 8(3)2k1+1). (53)

Now let us look at the case where w = 1, meaning g, | g. With

this go | 2¥g, thus it must also divide (5.3), which implies that g |
2% 4 2ki+l - Since ky € {1,2}, it follows that for k; = 1 either g, | 8
ife(3) = 1orgqy | 0if ¢3) = —1, and for ky = 2 either qo | 24
if e(3) = 1orgqy | 8ife3) = —1. Since g must be odd, the only
possibilities are when (ki,42,€(3)) = (1,1,1), (k1,92,€(3)) = (2,1, £1)
or (k1,q2,€(3)) = (2,3,1). However, with k; = 1, it must hold that
e(3) = 11, otherwise 2F + ¢(3) # 3 and for k; = 2, it must hold
that ¢(3) = —1, otherwise 26 + ¢(3) # 3. Thus we are only left with
(k1,92,€(3)) = (1,1,1) and (k1,42,€(3)) = (2,1,—1). This analysis
holds for both k, = k; and k, = k; + 1. Therefore, we get

p2 =2 +e(p2) =

kg +1=2"14+41=1,3, ifki=k =1,0=1¢3)=1

kg +£1=22.1+41=3,5, ifkj=k =2,q0=1,¢3)=—1
2ty +1=22.141=3,5 ifko=k+1L,k=1g0=1¢3)=1
2kitlgy +1=2%141=7,9 ifky=k +1,k =2,90=1,¢3) = —1.

Since py is a prime different from 3, we discard all other cases and are
left with p, € {5,7}.

Now let us look at the case where % = %, meaning %qz | g.
Here it must hold that k; = k;. By the same reasoning as above
we have 3¢, | 221 +£2M+1 which implies g, | 3(2%1 £ 20+1). For
ki = 1, we have either qo | 24 if ¢(3) = 1 or q» | 0 if ¢(3) = —1,
for k1 = 2, we have either q, | 72 if ¢(3) = 1 or g2 | 24 if ¢(3) =
—1. Again since g, must be odd, the only possible combinations are

for (ki,q2,¢(3)) = (1,1,1), (k1,42,¢(3)) = (1,3,1) or (ki,42,2(3)) €
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{(2,1,1),(2,1,41),(2,3,+1),(2,9,1)}. Thus we get

p2 =2%qy +e(p2) =

kg +1=2-1+£1=1,3 ifky =1,g0=1and ¢(3) =1
kg +1=2-3+1=5,7, ifky =1,g0 =3and ¢(3) =1
2kgy+£1=22.1+41=3,5, ifk;=2,90=1ande(3) = +1
2kgy +£1=22.341=11,13, ifk; =2,90 =3 and ¢(3) = £1
(2919, £1=22.9+1=35,37, ifky=2,qp=9and¢(3) =1.

Again we discard the cases where p, = 1, composite or divisible by 3
and are left with p, € {5,7,11,13,37}.

We see that for n = 32p, with p, > 5 prime and n € C3, n must be of
the form: n € {32-5,32-7,32-11,32-13,3% .37} = {45,63,99,117,333}.

71,12

. Now let s = 3 with n = p;'p?p3’. By the second inequality of (5.1),
it must hold that r; = 1 for all i € {1,2,3}, otherwise we would have
ap(n) < {5. Therefore, n = pipops with p; # p; Vi # j. By the
first inequality of (5.1), we have that % =1 for all i € {1,2,3},
otherwise ap(n) < %, in which case we would have that n ¢ C3. Thus
we must have that g; | g Vi € {1,2,3}. By the third inequality of (5.1),
we must have that k; = ky = k3, as else ap(n) < %.

Therefore, we have ky = ko = k3 with g; | g for all i € {1,2,3}. Itis
clear that g | 2%g, thus g; | 2q. But we know by Lemma 4.1 that 2k | 2~
for every i, this implies that 2%g; | 2¥g, which is the same as saying
that p; — e(p;) | n —e(n).

Let us check if such an # is indeed in C3. Using Lemma 5.3 and the
fact that k1 =k, = k3, gq; | gand r; =1 fori =1,2,3 we get

1 Sogi—1 2% 1
aD(n):23k1<,_l 0 + 7

i=
S 23k] _ 1
i=

1 g—1 1
23k111 qi +§. 23k

2%k 1 Pho1 221 _ 7
3k 3k, PXE

Since
Thus

is monotonically increasing in ki, we get

1 &rg;i—1 1 28501

ap(n) = + 5
D() 23k1g qi 7 23k1
1 -1 11

> - —.
_23,(111:{ ; +5> 3

With this we indeed have that n € Cs.
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5. Now let s > 4. By the second inequality of (5.1), we immediately have
that ap(n) < %, thus n € Cs. O

The numbers of the fourth form in Theorem 5.4 are by Theorem 2.33 the
Lucas-Carmichael numbers with three prime factors, that have the addi-

tional property that there exists some k; € IN such that 2 || p; — &(p;)
foralli=1,2,3.



Chapter 6

Further investigations on the strong
Lucas probable prime test

We know by Theorem 3.12 that SL(D,n) < 3% for every odd composite
integer n which is not a product of twin-primes. Therefore it is tempting to
directly conclude that g4 ; < (%)t. For the same reason as in Subsection 2.3.1,
we cannot proceed in this way. However, if we first check that n # p(p + 2)
for some p € IN and 7 is not divisible by the first 128 odd primes, then for
k > 67, we indeed have gy ; < (%)t. If we relax the assumption of not being

divisible by small primes, we can show that g ; < (%)t for each k > 111.

Let X represent the event that an integer n, which is not a product of twin-
primes, is composite, let D; denote the event that an integer chosen at ran-
dom from My passes the i-th strong Lucas test, and let Z; denote the event
that it passes t consecutive rounds of the test, i.e. Z; = DyNDyN--- N Dy

5
P[X | Z]. The next lemma and its proof is based on [6] adapted for the
strong Lucas test.

t
Thereom 3.12 states that IP[Z; | X] < (%) , and what is relevant is g; =

Lemma 6.1 Let n be an odd integer, that is not a product of twin primes and let
jteZ withl <j<t—1 Then

Proof We let X' denote set of composites and @p (1) = SL(D,n)/n. Recall
that for odd composite n we will have have ap(n) < 4/15. We note that
P[XNZ] =202 o @(n).
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For1 <j<t—1, wehave

P[X N Z]
=P X|Z = ————
qk/t [ | t] ]P[Zt]
 PIXNE|PXNE_] P[XNEj]PXNE|
XNE_1 XNE_, =~ XNE XNE;
Now
PXNE] ZnEX'ﬂMkRD(n)i < Lnex'nm, sap(n) ! 4
XNEi1  Lyexem @)1 7 L cxay @p(n)~t 15

Let X denote the complement of the event X, which expresses the event that
a number is prime. Since a prime in M; always passes each strong Lucas
test, we see that IP[X° N Z;] = P[X¢] = IP[X° N Z;]. Therefore,

wes (i) "o viz) ~ () wopla)
Thus,
P[Z;] - P[Z;] _ P[Z;] _ 1 _ 1
P[Z] — P[XeNZ] PXNZ] PX|Z] 1—q
which completes the proof of the lemma. U

Theorem 6.2 Let the odd integer tested for primality not be a product of twin
primes and not be divisible by the first 128 odd primes. Then for all t > 1 and

k > 67 we have N
<[(—=).
et = (15)

=1,
Proof Taking j = 1 in Lemma 6.1 we get that g;; < (14—5) L

T g So to

t
show that g ; < (%) it thus suffices to show that g, ; < 4/19. By Corollary

433 we have g, < k24187727-Vk  With this we can easily calculate that
Irj < 15 for each k > 91. By taking j = 2 in Lemma 6.1 we get that q;; <

(14—5) T2 for + > 3. With this it suffices to show that g1 < 4/15 and

1=qk,
gr2 < 16/225. Using Theorem 4.36 with t = 2 we get for all k > 21 that
2vk2+2
Gr2 < 4168617—V2k3/24 . (%) , so that g, < 16/225 for each k > 37.

By Lemmas 4.30, 4.9 and inequality (4.2) with p;;; = 733 and choosing
M = 10, we get that

_ Z/neM,ﬁD(”) _ 2—1—M(%)M+1 + 2—2\/1{—1-"—1 + (%)MM(M _ 1)
Ul = 20k — (k1) = 0.71867




With this we have g5 < 4/15 for all k € {67,...,386}. So we have shown
t
that gy, < (%) for all k > 67, which completes the proof. O

Theorem 6.3 Let the integer tested for primality not be a product of twin primes
t
Then gy < (%) foreacht > 1and k > 111.

Proof The proof is identical as the proof from Theorem 6.2. By Theorem
4.19, we have for k > 2 that g1 < log(k)k?423~Vk, 50 ;1 < 4/19 for each
t

k > 136, thus by Lemma 6.1 we have that g, < (14—5) . Now we show that
k1 < 4/15 and g, < 16/225 for k > 111, which again by Lemma 6.1 is

t
sufficient to conclude that g;; < (14—5) . By inequalty (4.11), we have that

Y nem@p(n) < log(k) (2’<+M + 22Vl (M 41— j)), combined
with inequality (4.2), we have

-1-M 3-2vk—1 vM .
< Y nem@p(n) < log(k) 'k(2 +2 \/72].:2(]\/[ +1 _]))
W= 7@k = (@) = 0.71867 :

Choosing M = 13, we get that q,7 < 4/15 for k € {111,...504}. Now by
Theorem 4.21 we have for k > 88, t = 2 that q;» < % logt(k)44'615_m. So
we get that g;, < 16/225 for k > 88, which concludes the proof. O
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Chapter 7

Conclusion

In this Master’s thesis, we established the framework needed to find aver-
age case error bounds for the strong Lucas test: We considered a procedure,
which chooses randomly k-bit integers from the uniform distribution, sub-
jects each number to t iterations of the strong Lucas test and outputs the
first number that passes all ¢ tests. Let gx; be the probability, that this pro-
cedure outputs a composite integer. The bounds we obtained are g;; <
log(k)k?423~Vk for k > 2 and gy, < logt(k)%ﬁlzlﬂ’f*m for k > 21 and
t > 2. If the integer is divisible by a small prime it is computationally less
expensive to rule out the candidate by trial division than by using the strong
Lucas test. We saw that the bounds of the procedure improved after we im-
posed the additional requirement to check for divisibility by the first odd I-
primes in the step before running the strong Lucas test. Let g;; ; be the prob-

ability that this updated procedure returns a composite number. Let 7; de-
2vk—1-2
note the I-th odd prime. We showed that gy ;1 < k241:8-Vk (1 + L)

P+
)2\/E+t

foralll € Nand k > 1 and gy, < 41'68617_mk3/22t(1 + for all

Pi+1
k>2land t > 2.

The bounds using the second case are comparable to the bounds in [8] of
the Miller-Rabin test. Next, we did an error analysis treating the numbers
that add the most to our probability estimate differently, which resulted in
good bounds for large t.

We then classified the integers with the second largest contribution to our
estimate, hoping to do a similar analysis as we did for the numbers with
the largest contribution. Unfortunately, Lucas-Carmichael numbers belong
to this set. This is problematic as there is still the open question of bounding
the number of Lucas-Carmichael numbers less than a given integer x. Thus,
were were not able to proceed further.
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In the last chapter, we showed that for odd composite integers n, which are
not a product of twin primes, the bound g;; < (4/15) holds for k > 111.
This result is remarkable because it does not follow directly from SL(D, n) <
4/15, as it does not take the distribution of primes into account. Of course as
stated above, we were able to show that gy, is, in fact, smaller than (4/15)"
for all sufficiently large k.

During the scope of this work, average case error bounds for the strong
Lucas test were found. Yet, many open questions that look promising for
future projects remain. For example, future works could be to bound the
set of odd k-bit integers, which are not divisible by the first odd s primes.
This could result in improved estimates for the strong Lucas test. Once
there exist bounds for the number of Lucas-Carmichael numbers, one could
tighten the established bounds for large t. Moreover, one could try to obtain
bounds for the average case error probability for the “normal” Lucas test
and investigate bounds using incremental search for the (strong) Lucas test.
Furthermore, one could analyse if it is possible to get improved estimates for
the Miller-Rabin test using the modified procedure that includes division by
small primes. The most interesting future work however, is to get average
case error bounds for the Baillie-PSW test.
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