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Cellular	Networks	-	Security	



The	explosion	of	mobile	phones…
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The mobile experience is expanding everywhere 

1 Source: GSMA Intelligence, Apr. ‘14; 2 Source: Machina Research, ‘13; 3 Source: Gartner, Sep. ‘13 

Billions of Mobile Connections Billions of Mobile Experiences 
“ ” 

~7 Billion 
Mobile connections, 
almost as many as 
people on Earth1 

~25 Billion 
Interconnected devices 

forecast in 20202 

>100 Billion 
App downloads 

completed in 20133 

~270 Billion 
App downloads 

expected in 20173 



EvoluUon	of	Cellular	Networks
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Powered by evolving mobile technologies for better experiences 

N/A <0.5 Mbps1 63+ Mbps2 300+ Mbps3 

Analog Voice Digital Voice + Simple Data Mobile Broadband Faster and Better 

Mobile 2G 
D-AMPS, GSM/GPRS,  

cdmaOne 

Mobile 3G 
CDMA2000/EV-DO, 

WCDMA/HSPA+, TD-SCDMA 

Mobile 4G LTE 
LTE, LTE Advanced 

Mobile 1G 
AMPS, NMT, TACS 

Richer Content 
(Video) 

More 
Connections 

1 Peak data rate for GSM/GPRS, latest Evolved EDGE has peak DL data rates capable of up to 1.2 Mbps; 2 Peak data rate for HSPA+ DL 3-carrier CA; HSPA+ specification includes additional potential CA + use of multiple antennas, but no announcements to 
date; 3 Peak data rate for  LTE Advanced Cat 6 with 20 + 20 MHz DL CA; LTE specification includes additional potential CA + additional use of multiple antennas, but no announcements to date 



Security	of	1G	AMPS	(Advanced	Mobile	Phone	Service)

• No security!

• Used a combination of Electronic Serial Number and Cellular 

Telephone Number to identify itself on the network

• All communications (control and voice) were done using 

analog tones

• Eavesdropping

• Mobile Cloning
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GSM

GSM	(Global	System	for	Mobile	CommunicaUons)	is	sUll	the	
most	widely	used	cellular	standard	
• >	600	million	users,	mostly	in	Europe	and	Asia;	limited	

coverage	and	support	in	USA	
• Based	on	TDMA	radio	access	and	PCM	trunking	
• Use	SS7	signalling	with	mobile-specific	extensions	
• Provides	authenUcaUon	and	encrypUon	capabiliUes	
• Third	generaUon	(3G)	and	future	(4G)	



GSM

900	MHz	(or	1800	MHz)	band		
• uplink	frequency	band	890-915	MHz	
• downlink	frequency	band	is	935-960	MHz	
• 25	MHz	subdivided	into	124	carrier	frequency	channels,	

each	200	kHz	apart	
Time	division	mulUplexing	(TDMA)		
• allows	8	speech	channels	per	radio	frequency	channel		
• Channel	data	rate	is	270.833	kbps	
• Voice	transmi>ed	at	13	kbps	

Handset	power	max.	2	wa>s	in	GSM850/900	and	1	wa>	in	
GSM1800/1900		
Cell	size	up	to	35	km	



GSM	Architecture

Mobile Stations Base Station  
Subsystem 

Exchange  
System 

Network  
Management 

Subscriber and terminal  
equipment databases 

BSC MSC 
VLR 

HLR 

EIR 

AUC 

OMC 
BTS 

BTS 

BTS 

EIR - Equipment Identity Register AC = Authentication center 

HLR = Home Location Register VLR = Visitor Location Register 



GSM	Security	Goals

Operators		
• Bills	right	people	
• Avoid	fraud	
• Protect	Services	

Customers	
• Privacy	
• Anonymity	

Make	a	system	at	least	secure	as	PSTN?		



GSM	Security	Goals

ConfidenCality	and	Anonymity	on	the	radio	path	
Strong	client	authen'ca'on	to	protect	the	operator	against	
the	billing	fraud	
PrevenUon	of	operators	from	compromising	of	each	others’	
security	
• Inadvertently	
• CompeUUon	pressure	



my	grandgrandma	...

Two	issues:		
• Talking	for	free:	How	do	you	prove	that	you	are	the	

costumer	of	a	network?		
• Talking	on	someone	else’s	expense:	How	do	you	differ	

between	two	costumers?	

=>		we	need	a	way	to	disUnguish	between	users	
(authenCcaCon)	



SIM	(Subscriber	IdenUficaUon	Module)

Subscriber	IdenUficaUon	Module	(SIM)	
• Smart	Card	–	a	single	chip	computer	containing	OS,	File	

System,	ApplicaUons	
• Owned	by	operator	(i.e.	trusted)	



SIM	Cards

Typical	specificaUon	
• 8	bit	CPU	
• 16	K	ROM	
• 256	bytes	RAM	
• 4K	EEPROM	
• Cost:	$5-50	

Smart	Card	Technology	
• Based	on	ISO	7816	defining	
• Card	size,	contact	layout,	electrical	characterisUcs	
• I/O	Protocols:	byte/block	based	
• File	Structure	



GSM	Mobile

Mobile	Equipment	(ME)	
• Physical	mobile	device	
• IdenUfiers	

• IMEI	–	InternaUonal	Mobile	Equipment	IdenUty	
Subscriber	IdenUty	Module	(SIM)	
• Smart	Card	containing	keys,	idenUfiers	and	algorithms	
• IdenUfiers	

• Ki	–	Subscriber	AuthenUcaUon	Key	
• IMSI	–	InternaUonal	Mobile	Subscriber	IdenUty	
• TMSI	–	Temporary	Mobile	Subscriber	IdenUty	
• MSISDN	–	Mobile	StaUon	InternaUonal	Service	Digital	

Network	
• PIN	–	Personal	IdenUty	Number	protecUng	a	SIM	
• LAI	–	locaUon	area	idenUty



The	Key	is	in	the	Card

Ki	–	Subscriber	AuthenUcaUon	Key	
• Shared	128	bit	key	used	for	authenUcaUon	of	subscriber	by	

the	operator	

Key	Storage	
• Subscriber’s	SIM	(owned	by	operator,	i.e.	trusted)	
• Operator’s	Home	Locator	Register	(HLR)	of	the	subscriber’s	

home	network	



GSM	User	AuthenUcaUon

A3 

Mobile phone Radio Link GSM Operator 

A8 

A5 

A3 

A8 

A5 

Ki Ki 

Challenge RAND 

Kc Kc 

mi Encrypted Data mi 

SIM 

Signed response (SRES) 
SRES SRES 

Fn Fn 

Authentication: are SRES 
values equal? 



GSM	User	AuthenUcaUon

AuC	–	AuthenUcaUon	Center	
• Provides	parameters	for	authenUcaUon	and	encrypUon	

funcUons	(RAND,	SRES,	Kc)	
HLR	–	Home	LocaUon	Register	
• Provides	MSC	(Mobile	Switching	Center)	with	triples	

(RAND,	SRES,	Kc)	
• Handles	MS	locaUon		

VLR	–	Visitor	LocaUon	Register	
• Stores	generated	triples	by	the	HLR	when	a	subscriber	is	

not	in	his	home	network	
• One	operator	doesn’t	have	access	to	subscriber	keys	of	the	

another	operator.	



A3	and	A8	(AuthenUcaUon	and	Session	Key)

Both	A3	and	A8	algorithms	are	implemented	on	the	SIM	
• Operator	can	decide,	which	algorithms	to	use.	
• Algorithm	implementaUon	is	independent	of	HW	and	operators.	
• A8	was	never	made	public	

A3 

RAND (128 bit) 

Ki (128 bit) 

SRES (32 bit) 

A8 

RAND (128 bit) 

Ki (128 bit) 

KC (64 bit) 

COMP128 

RAND (128 bit) 

Ki (128 bit) 

128 bit output 
SRES 32 bit and Kc 54 bit 

Logical	implementaCon	 
of	A3	and	A8 

COMP128	is	a	keyed	hash	
funcCon



A5	(ConfidenUality)

A5	is	a	stream	cipher	
• Implemented	very	efficiently	on	hardware	

Design	was	never	made	public	
• Leaked	to	Ross	Anderson	and	Bruce	Schneier	

Variants:	A5/1	–	the	strong	version,	A5/2	–	the	weak	version,	A5/3	
GSM	AssociaUon	Security	Group	and	3GPP	design	
Based	on	Kasumi	algorithm	used	in	3G	mobile	systems	

A5 

Kc  (64 bit) Fn (22 bit) 

114 bit 

XOR 
Data (114 bit) 

A5 

Kc  (64 bit) Fn (22 bit) 

114 bit 

XOR 
Ciphertext (114 bit) Data (114 bit) 

Mobile Station BTS 



A>ack	History	(AuthenUcaUon	and	ConfidenUality)

1991:	First	GSM	implementaUon.	
April	1998	
• The	Smartcard	Developer	AssociaUon	(SDA)	together	with	U.C.	

Berkeley	researchers	cracked	COMP128	algorithm	stored	in	
SIM	and	succeeded	to	get	Ki	within	several	hours.	They	
discovered	that	Kc	uses	only	54	bits.	

August	1999	
• The	weak	A5/2	was	cracked	using	a	single	PC	within	seconds.	

December	1999	
• Alex	Biryukov,	Adi	Shamir	and	David	Wagner	have	published	

the	scheme	breaking	the	strong	A5/1	algorithm.	Within	two	
minutes	of	intercepted	call	the	a>ack	Ume	was	only	1	second.	

May	2002	
• The	IBM	Research	group	discovered	a	new	way	to	quickly	

extract	the	COMP128	keys	using	side	channels.



A>ack:	ExtracUng	the	Key	from	the	SIM	card

A>ack	Goal	
• Ki	stored	on	SIM	card	
• Knowing	Ki	it’s	possible	to	clone	SIM	

Cardinal	Principle	
• Relevant	bits	of	all	intermediate	cycles	and	their	values	

should	be	staUsUcally	independent	of	the	inputs,	outputs,	
and	sensiUve	informaUon.	

A>ack	Idea	
• Find	a	violaUon	of	the	Cardinal	Principle,	i.e.	side	channels	

with	signals	does	depend	on	input,	outputs	and	sensiUve	
informaUon		

• Try	to	exploit	the	staUsUcal	dependency	in	signals	to	
extract	a	sensiUve	informaUon	



A>ack:	ExtracUng	the	Key	from	the	SIM	card

Traditional  
Cryptographic  

Attacks 

Input 
Crypto Processing 

Sensitive Information 

Output 



A>ack:	ExtracUng	the	Key	from	the	SIM	card

Side Channels 
• Power Consumption 
• Electromagnetic radiation 
• Timing 
• Errors 
• Etc. 

Side Channel Attacks 

Input 
Crypto Processing 

Sensitive Information 

Output 



A>ack:	Fake	BS

• IMSI	catcher	by	Law	Enforcement	
• Intercept	mobile	originated	calls	
• Can	be	used	for	over-the-air	cloning	

Used	to	be	...

Today:	  
USRP,	OpenBTS



Signalling System #7



A>ack:	LocaUon	Tracking	using	SS7

•	Signalling	System	#7	(SS7)	is	a	protocol	suite	used	by	most	
telecommunicaUon	service	providers	to	talk	to	each	other	

• 	Standardized	in	1980’s.	Trust	model:	Service	providers	trust	each	
other.	No	authen:ca:on	built	in.	

• 	SS7	access	can	be	bought	from	telecom	providers	for	a	few	hundred	
dollars	a	month.	Also,	many	unsecured	SS7	hubs	present	on	the	web.

SS7: Locate. Track. Manipulate.

Carrier B

Basestation Subsystem

Carrier A

Core Network

Network overview

7

MSC/
VLR

HLR

Basestation Subsystem

SMSC

MSC/
VLR

SS7

Core Network

MSC/
VLR

HLR

SMSC

MSC/
VLR

SS7
SS7 interconnect

This talk



A>ack:	LocaUon	Tracking	using	SS7

SS7: Locate. Track. Manipulate.

Visited networkHome 
network

Cell Level Tracking with SS7/MAP

17

provideSubscriberInfo req

provideSubscriberInfo resp

• When the attacker knows the IMSI of the subscriber and the Global Title, the 
MSC/VLR can be asked for the cell id of the subscriber

HLR MSC/
VLR

Paging Request

Paging Response

sendRoutingInfoForSM
req

sendRoutingInfoForSM
resp

Step 1:  Get IMSI and address of current MSC

Step 2:  Request the cell id of the subscriber to the current MSC
Several online services allow locating the subscriber using the paging 
response. 



SS7:	Denial	of	Service

SS7: Locate. Track. Manipulate.

Denial of Service

• It is not only possible to read subscriber data - it can also be modified, since 
most network’s VLR/MSC don’t do any plausibility checks

• Control every aspect of what a subscriber is allowed to do: enable or disable 
incoming and/or outgoing calls / SMS or data or delete the subscriber from the 
VLR altogether

30

Visited network

insertSubscriberData req
deleteSubscriberData req /

cancelLocation req

MSC/
VLR

Get IMSI / VLR
address from HLR

X
•	A>acker	can	modify	subscriber	data	as	well.	No	checks	implemented	
by	most	telecom	providers.	

• 	Once	IMSI	and	VLR	addresses	are	available	to	the	a>acker,	he	can	
control	all	kinds	of	service	availability	to	the	subscriber	e.g.,	disabling	
outgoing	calls	etc.



SS7:	IntercepUng	Calls

SS7: Locate. Track. Manipulate.

Intercepting calls with CAMEL

37

Caller network

MSC/
VLR

+345678...
+210987...

• MSC sets up call to +210987..., which bridges it to the original +345678...

• Both subscribers can talk to each other, while the attacker records the 
conversation

Voicecall to
+210987... Voicecall to

+345678...

Setup
+345678... initialDP

+345678...
connect

+210987...

SS7: Locate. Track. Manipulate.

Intercepting calls with CAMEL

34

Caller network

insertSubscriberData req
with address of attacker

as gsmSCF

MSC/
VLR

• Attacker overwrites gsmSCF address in subscriber’s MSC/VLR with it’s own, 
“fake gsmSCF” address

Attacker overwrites service control 
function’s address with a fake one

Attacker can redirect the call to a 
proxy relay which can then fully 
record the conversation



Universal	Mobile	TelecommunicaUons	
System	(UMTS)		

3G



UMTS

UMTS	(Universal	Mobile	TelecommunicaUons	System)	
Uses	W-CDMA,		
• 1885-2025	MHz	for	the	mobile-to-base	(uplink)	and	

2110-2200	MHz	for	the	base-to-mobile	(downlink)	
• supports	up	to	14	Mbps	(in	theory)	(with	HSDPA),		
• users	in	deployed	networks	can	expect	up	to	384	kbit/s	for	

R99	handsets,	and	3.6	Mbit/s	for	High-Speed	Downlink	
Packet	Access	(HSDPA)	handsets	



UMTS	Security

Reuse	of	2nd	generaUon	security	principles	(GSM):	
• Removable	hardware	security	module		

• In	GSM:	SIM	card	
• In	3GPP:	USIM	(User	Services	IdenUty	Module)	

• Radio	interface	encrypUon	
• Limited	trust	in	the	Visited	Network	
• ProtecUon	of	the	idenUty	of	the	end	user		
• CorrecUon	of	the	following	weaknesses	of	the	previous	

generaUon:	
• ATacks	from	a	faked	base	staCon	
• Cipher	keys	and	authenCcaCon	data	transmiTed	in	clear	

between	and	within	networks	
• EncrypCon	not	used	in	some	networks		
• Data	integrity	not	provided	



GSM —> UMTS
•	SIM	—>	USIM	
•	BTS	—>	eNodeB	
• 	BSC	—>	RNC	(Radio	Network	Controller)	
• 	Backend	(MSC,	GMSC,	SGSN,	GGSN	all	remain	the	same)

BSC MSC GMSC

BTS

HLR, AuC, VLR

SGSN GGSNRNC

eNodeB

GSM BSS

UMTS RAN Core Network

PSTN

Internet



UMTS	AuthenUcaUon	(with	a	Visited	Network)

Generation of  
cryptographic material  

Home Environment Visited Network Mobile Station 
Sequence number (SQN) RAND(i) 

Authentication vectors 

K: User’s 
secret key 

IMSI/TMSI User authentication request 

Verify AUTN(i) 
Compute RES(i)  

User authentication response  RES(i) 

Compare RES(i) 
and XRES(i)  

Select CK(i) 
and IK(i)  

Compute CK(i) 
and IK(i)  

K 

K 

RAND(i)||AUTN(i) 

Network authenticated!

User authenticated!



GeneraUon	of	AuthenUcaUon	Vectors		
(by	the	Home	Environment)

Generate SQN 

Generate RAND 

f1 f2 f3 f4 f5 

K 

AMF 

MAC (Message  
Authentication 

Code) 

XRES 
(Expected 

Result) 

CK 
(Cipher 
Key) 

IK 
(Integrity 

Key) 

AK 
(Anonymity 

Key) 

AMF: Authentication and Key Management Field 

Authentication token: AUTN = (SQN⊕AK)|| AMF|| MAC 

Authentication vector: AV = RAND|| XRES ||CK || IK || AUTN 



User	AuthenUcaUon	FuncUons	in	USIM

USIM: User Services Identity Module 

f1 f2 f3 f4 

K 

XMAC  
(Expected MAC) 

RES 
(Result) 

CK 
(Cipher 

Key) 

IK 
(Integrity 

Key) 

f5 

RAND 

AK 

SQN 

AMF MAC 

AUTN 

•  Verify MAC = XMAC 
•  Verify that SQN is in the correct range 



More	About	AuthenUcaUon	and	Key	GeneraUon

In	addiUon	to	f1,	f2,	f3,	f4	and	f5,	two	more	funcUons	are	
defined:	f1*	and	f5*,	used	in	case	the	authenUcaUon	procedure	
gets	desynchronized	(detected	by	the	range	of	SQN).	

f1,	f1*,	f2,	f3,	f4,	f5	and	f5*	are	operator-specific	
However,	3GPP	provides	a	detailed	example	of	algorithm	set,	
called	MILENAGE	

MILENAGE	is	based	on	the	Rijndael	block	cipher	
In	MILENAGE,	the	generaUon	of	all	seven	funcUons	f1…f5*	is	
based	on	the	Rijndael	algorithm	



AuthenUcaUon	and	Key	GeneraUon	
FuncUons	(f1...f5*)

rotate 
by r4 

OPc 

c4 

EK 

OPc 

rotate 
by r2 

OPc 

c2 

EK 

OPc 

rotate 
by r3 

OPc 

c3 

EK 

OPc 

rotate 
by r5 

OPc 

c5 

EK 

OPc 

rotate 
by r1 

OPc 

c1 

EK 

OPc 

EK 

SQN||AMF OPc 
EK OP OPc 

f1 f1* f5 f2 f3 f4 f5* 

RAND 

OP: operator-specific parameter 
r1,…, r5: fixed rotation constants 
c1,…, c5: fixed addition constants 

EK : Rijndael block cipher with  
128 bits text input and 128 bits key 



Signaling	Integrity	ProtecUon

f9 

MAC-I 

IK 

SIGNALLING MESSAGE 

COUNT-I 

FRESH 

DIRECTION 

Sender 
(Mobile Station or 

Radio Network Controller) 

f9 

XMAC-I 

IK 

SIGNALLING MESSAGE 

COUNT-I 

FRESH 

DIRECTION 

Receiver 
(Radio Network Controller 

or Mobile Station) 

FRESH: random input 



f9	integrity	funcUon

COUNT || FRESH  ||     MESSAGE                            ||DIRECTION||1|| 0…0 

KASUMI IK KASUMI IK KASUMI IK KASUMI IK 

KASUMI IK    KM 

PS0 PS1 PS2 PSBLOCKS-1 

MAC-I (left 32-bits) 

•  KASUMI: block cipher (64 bits input,  
   64 bits output; key: 128 bits) 
•  PS: Padded String 
•  KM: Key Modifier 



EncrypUon

48 

f8 

KEYSTREAM 
 BLOCK 

CK 

BEARER 

COUNT-C 

LENGTH 

DIRECTION 

PLAINTEXT 
BLOCK 

f8 

KEYSTREAM 
 BLOCK 

CK 

BEARER 

COUNT-C 

LENGTH 

DIRECTION 

PLAINTEXT 
BLOCK 

CIPHERTEXT 
BLOCK 

Sender 
(Mobile Station or 

Radio Network Controller) 

Receiver 
(Radio Network Controller 

or Mobile Station) 

BEARER: radio bearer identifier 
COUNT-C: ciphering sequence counter 



f8	keystream	generator

KASUMI KASUMI KASUMI KASUMI KASUMI CK KASUMI CK KASUMI CK KASUMI CK 

KASUMI CK     KM 

KS[0]…KS[63] 

Register 

KS[64]…KS[127] KS[128]…KS[191] 

BLKCNT=0 BLKCNT=1 BLKCNT=2 BLKCNT=BLOCKS-1 

COUNT || BEARER || DIRECTION || 0…0 
KM: Key Modifier 
KS: Keystream 



Conclusion	on	UMTS	Security

Some	improvement	with	respect	to	2nd	generaUon	
Cryptographic	algorithms	are	published	
Integrity	of	the	signaling	messages	is	protected	
Quite	conservaUve	soluUon	
2nd/3rd	generaCon	interoperaCon	will	be	complicated	and	might	open	security	
breaches	
All	that	can	happen	to	a	fixed	host	aTached	to	the	Internet	could	happen	to	a	3G	
terminal	
Privacy/anonymity	of	the	user	not	completely	protected:	IMSI	is	sent	in	cleartext	when	
the	user	is	registering	for	the	first	Ume	in	the	serving	network	(trusted	third	party	can	
be	a	soluUon)	
A	user	can	be	enUced	to	camp	on	a	false	BS.	Once	the	user	camps	on	the	radio	
channels	of	a	false	BS,	the	user	is	out	of	reach	of	the	paging	signals	of	SN	
Hijacking	outgoing/incoming	calls	in	networks	with	disabled	encrypUon	is	possible.	The	
intruder	poses	as	a	man-in-the-middle	and	drops	the	user	once	the	call	is	set-up	



Long-Term Evolution (LTE)
4G



LTE	System	Architecture

devices, while still using similar techniques. Notably, we show
how popular social network messaging applications (e.g., Face-
book messenger [3] and WhatsApp [4]) can be used in such
attacks. Our third attack allows an active attacker exploiting
vulnerabilities in the specification and implementation of LTE
Radio Resource Control (RRC) protocol [5] to accurately
pinpoint the target user via GPS co-ordinates or trilateration
using base station signal strengths as observed by that UE. We
believe that all LTE devices in the market are vulnerable to
this attack.

In the second class, we describe three further attacks where
an active attacker can cause persistent denial of service against
a target UE. In the first, the target UE will be forced into using
2G or 3G networks rather than LTE networks, which can then
make it possible to mount 2G/3G-specific attacks against that
UE. In the second, the target UE will be denied access to all
networks. In the last attack, the attacker can selectively limit a
UE only to some types of services (e.g., no voice calls). The
attacks are persistent and silent: devices require explicit user
action (such as rebooting the device) to recover.

We have implemented all our attacks (except one) and
confirmed their effectiveness using commercial LTE devices
from several vendors and real LTE networks of several carriers.
The equipment needed for the attacks is inexpensive and
readily available. We reported our attacks to the manufacturers
and carriers concerned as well as to the standardization body
(3GPP). Remedial actions are under way while writing.

Specification of a large system like LTE is a complex
endeavor involving many trade-offs among conflicting require-
ments. Rather than merely report on LTE vulnerabilities and
attacks, we also discuss possible considerations that may have
led to the vulnerabilities in the first place. Based on this we
suggest some general guidelines for future standardization as
well as specific fixes for our attacks.

• Fine-grained location leaks: New passive and active
techniques to link users’ real identities to LTE tem-
porary identities assigned to them and to track user

locations and movements to much higher levels

of granularity than was previously thought possible.
(Section V)

• Denial-of-Service (DoS) Attacks: New active DoS

attacks that can silently and persistently down-

grade LTE devices by preventing their access to
LTE networks (limiting them to less secure 2G/3G
networks or denying network access altogether) or
limiting them to a subset of LTE services. (Section VI)

• Implementation & Evaluation: Inexpensive software

and hardware framework to implement the attacks
based on srsLTE, OpenLTE, and Universal Software
Radio Peripherals (USRP) (Section IV), and evalua-
tion of the attacks using commercially available LTE
phones in real networks. (Sections V–VII)

• Security Analysis: Discussion outlining possible un-

derlying reasons for the vulnerabilities, including
perceived or actual trade-offs between security/privacy
and other criteria like availability, performance and
functionality, as well as recommending fixes. (Sec-
tion VIII).

II. OVERVIEW OF LTE ARCHITECTURE

We briefly describe LTE infrastructure as well as security
and paging mechanisms to assist readers in understanding the
vulnerabilities and attacks we present in this paper.

A. LTE infrastructure

We consider a simplified LTE architecture involving com-
ponents required to set up access network protocols between
a base station and mobile devices. We hide other details of
the architecture which are not relevant from the point of view
of understanding our attacks. Figure 1 depicts this simplified
architecture which contains three main components: User
Equipment (UE), Evolved Universal Terrestrial Radio Access
Network (E-UTRAN), and Evolved Packet Core (EPC). All
three components are collectively referred to as Evolved Packet
System (EPS) according to 3GPP terminology. In the interest
of simplicity, throughout this paper we refer to the whole
system as LTE. The three components are described below
(A list of common acronyms related to LTE appear in the full
version of this paper [6]).

Fig. 1. LTE system architecture

User Equipment: UE refers to the actual communication
device which can be, for example, a smartphone . A UE
contains a USIM (Universal Subscriber Identity Module)[7],
which represents the IMSI and stores the corresponding au-
thentication credentials [8]. This IMSI is used to identify an
LTE user (generally referred to as “subscriber” in 3GPP ter-
minology) uniquely. The USIM participates in LTE subscriber
authentication protocol and generates cryptographic keys that
form the basis for the key hierarchy subsequently used to
protect signaling and user data communication between the
UE and base stations over the radio interface.

E-UTRAN: E-UTRAN consists of base stations. It manages
the radio communication with the UE and facilitates commu-
nication between the UE and EPC. In LTE, a base station
is technically referred as “evolved NodeB (eNodeB)”. The
eNodeB uses a set of access network protocols, called Access
Stratum (AS) for exchanging signaling messages with its UEs.
These AS messages include Radio Resource control (RRC)
protocol messages. Other functions of eNodeB include paging
UEs, over-the-air security, physical layer data connectivity, and
handovers. Each eNodeB is connected to the EPC through an
interface named S1.

MME in EPC: EPC provides core network functionalities by
a new all-IP mobile core network designed for LTE systems. It
consists of several new elements as defined in [9]. However, for

2

#RSAC

LTE Network
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•	eNodeB:	RF	component	of	LTE	
• 	MME:	Mobility	Management	EnUty	
(Primary	Signalling	Node)	

• 	HSS:	Home	subscriber	service.	
Similar	to	HLR	in	2G



CharacterisUcs	of	LTE	Security

•	Re-use	of	UMTS	AuthenUcaUon	and	Key	Agreement	(AKA)	
• 	Extended	Key	Hierarchy	
• 	Possibility	for	longer	keys	
• 	Greater	backhaul	protecUon



LTE	Security	Architecture	(AuthenUcaUon)
#RSAC

Device & Network Authentication 
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� Authentication and Key Agreement 
(AKA) is the protocol used for 
devices to authenticate with the 
carrier to gain network access 

� The cryptographic keys needed to 
encrypt calls are generated upon 
completion of the AKA protocol 

3GPP 33.401 - 6.1.1: EPS AKA is the authentication and key 
agreement procedure that shall be used over E-UTRAN. 

Network Authentication:  
AUTNue  = AUTNhss

User Authentication:  
RES  = XRES

KASME : Key Access Security Management Entries



Key	Binding
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EPS AKA: KASME 

eNB 

eNB 
eNB 

MME 

UE 

HSS/AuC 

SAE GW Home Network (HN) 

Serving Network (SN) 

K 

K 

CK, IK 

CK, IK 

K ASME 

K 

K ASME 

K ASME 
256 bits 

SN Id 

•  Bind CK and IK 
from UMTS AKA 
with Serving 
Network identity  
 Serving 
Network 
Authentication 



LTE	Key	Hierarchy	
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Basic Key Hierarchy 

eNB / MME / S-GW 
IPSec keys for 

User Plane and 
Control Plane K eNB - UPenc 

CK, IK 

K 

K ASME 

K NASenc 

K eNB - RRCint K eNB - RRCenc 

UE / MME 

UE /  eNB 

UE / HSS 

USIM /  AuC 

K NASint 

Home Network (HN) 

Serving Network (SN) 256-bit 
K eNB 

256-bit 

RRC: Radio Resource Control



Derived	Keys
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 Derived Keys 

eNB 

eNB 
eNB 

MME 

UE 

HSS/AuC 

SAE GW 

Serving Network (VN) 

K 

K 

CK, IK 

CK, IK 

K ASME 

K ASME K NASenc K NASint 

K eNB 

K eNB - UPenc K eNB - RRCint K eNB - RRCenc 

HeNB 

K eNB 

K eNB - UPenc K eNB - RRCint K eNB - RRCenc 

Home Network (HN) 

K NASenc K NASint 

K ASME 

KDF is a one-way hash function (SHA256)



LTE	Ciphering	and	Integrity



Security	Algorithms
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Security Algorithms 
•  Two different mandatory 128-bit EPS ciphering and integrity 

algorithms for CP an UP from day one 
–  Snow3G (UMTS based, UIA2 and UEA2) and  
–  AES (by US NIST, FIPS standard 197) algorithms 

•  Algorithm-id:  
–  "0000"      128-EEA0  NULL ciphering algorithm 
–  "0001"      128-EEA1  SNOW 3G 
–  "0010"      128-EEA2  AES 
–  "0001"      128-EIA1  SNOW 3G 
–  "0010"      128-EIA2  AES 



Keys	in	LTE	Handovers
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KDF 

KDF 

Keys in LTE Handovers (HO) 
•  LTE Security reduces the key 

scope and lifetime to minimize 
the threat of key compromise 

1.  Forward key separation 
•  New KeNB key (called NH) from 

MME 
2.  Backward key separation  

•  Key chaining with one way hash 
function 

3.  Key separation for different 
target eNBs/cells 
•  Phycal cell id (PCI) and 

frequency bindings 

1.  "Forward Key Separation" 

2.  "Backward Key Separation" 

3. “Key Separation" 

Source eNB Target eNB 

Source eNB 

Target eNB 

Target eNB 

Target eNB 

Target eNB 

KeNB*A 

KeNB*B 

KeNB*C 

KeNB*D 



VerUcal	and	Horizontal	KDF

HUT 2009-12-09 "LTE Security Tutorial" / Dan Forsberg 38 / 54 

Handover: Next Hop (NH) Key 
•  KeNB0 = KDF(KASME, NAS uplink COUNT) 
•  NH0 = KDF(KASME, KeNB0) 
•  NHNCC+1 = KDF(KASME, NHNCC) 
•  Derived in MME and delivered to the eNB as KeNB 

K eNB - UPenc 

K ASME 

K eNB - RRCint K eNB - RRCenc 

UE / MME 

UE /  eNB 
K eNB 

NH K eNB 

Horizontal key derivation 

Vertical key derivation 

* 



LTE	A>acks:	RenegoUaUon	A>acks

#RSAC

Renegotiation Attacks
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� Threat: Rogue base stations can force a 
user to downgrade to GSM or UMTS. 
� Significant weaknesses exist in GSM 

cryptographic algorithms.

� Mitigation: 
� Ensure LTE network connection. 

Most current mobile devices do not 
provide the ability to ensure a user's 
mobile device is connected to an LTE 
network. 

� A ‘Use LTE only’ option is available to 
the user

� Use a rogue base station detector
•	Rogue	base	staUon	can	force	a	UE	to	downgrade	to	2G	where	
significant	weaknesses	exists



LTE	A>acks:	LocaUon	&	IdenUty	Leaks

•	Paging	refers	to	the	process	used	when	MME	needs	to	locate	a	UE	in	
a	parUcular	area	and	deliver	a	network	service,	such	as	incoming	
calls.	

• 	MME	sends	a	broadcast	signal	with	the	corresponding	IMSI/T-IMSI	to	
all	eNodeBs	in	a	specific	tracking	area	

• 	UE	decodes	the	paging	message	and	if	its	IMSI	is	present,	generates	a	
“random	access	procedure”.	

• 	A	passive	a>acker	can	collect	set	of	IMSIs	in	the	area	by	simply	
sniffing	over	the	LTE	air	interface	(coarse	grained	locaUon	tracking).	

• 	Once	coarse	grained	locaUon	is	available,	the	a>acker	can	force	the	
UE	to	a>ach	to	a	rogue	eNodeB	and	esUmate	its	fine	grained	locaUon	
esUmate	through	unauthenUcated	reconfiguraUon	requests



LTE	Security	Summary	

•	Security	at	different	protocol	layers	
• 	Deep	key	hierarchy	
• 	Key	separaUon	in	intra-LTE	handovers	
• 	Use	of	trusted	base	staUon	plaxorms	(implementaUon)		
• 	Future	proof	strong	security	algorithms	
• 	and	many	more…

Book Reference: 
LTE Security 
Dan Forsberg, Günther Horn, Valtteri Niemi, and Wolf-Dietrich Moeller



Security Issues of Telephony Systems
Caller ID spoofing 

Problems with Phone Calls…

2

All of these problems have a single root cause: 
Users cannot authenticate the calls they place or receive



Spoofing	caller	id	is	easy…

IP Networks

PSTN

Cell Network

Gateway

Gateway

Intermediary 
Telco 

Networks

Internet

VOIP
Carrier

Web 
Services

VOIP 
Proxy

Modern Telephone Systems

4

•Majority	of	scammers	use	VOIP	to	spoof	the	caller	id		
•Many	apps	available	today



AuthenUcaUon	in	Telephony	Networks

•	No	authenUcaUon	of	ID	
• 	Challenging	to	implement	as	protocols	change	as	the	call	is	
established	and	placed	over	the	telephony	network.	

• 	Data	is	modified	as	it	flows	through	the	network	(e.g.,	different	
codecs)	

• 	No	common	channel	for	transmizng	data	across	networks

How to guarantee that real Bank of 
America is calling?



AuthLoop:	Cryptographic	AuthenUcaUon	over	
Voice	Channel

•	Why	not	standard	TLS	handshake?

Florida Institute of Cyber Security (FICS) Research 17

Strawman: SSL/TLS
• With a reliable data channel in place, why can’t we use TLS?
• Problem: Using a standard TLS handshake is too slow 
 
 
 
 
 
 

• Solution: A protocol with the guarantees of TLS 1.2 …  
                  But a fraction of the bandwidth requirement

Site Name Total Bits Transmission Time 
at 500 bps

Facebook 41,544 83.088 s
Google 42,856 85.712 s

Bank of America 53,144 106.288 s
Yahoo 57,920 115.840 s

Average 48,688 97.232 s

•	SoluUon:	Stripped	down	TLS	(no	long	HMACs,	cipher	agreement)	
• 	The	data	exchange	has	to	be	implemented	as	FSK	(other	modulaUon	
schemes	unreliable	due	to	changes	in	codecs	as	the	signal	traverses	
the	network)	

Florida Institute of Cyber Security (FICS) Research 12

The Problem: Modern Codecs
• Modern codecs make high-fidelity, low bitrate audio possible.
• But these codecs make the transmission of anything other than human voices 

completely unreliable  
 
 
 

• Almost all of the traditional digital comm. techniques go out the window
• Amplitude not preserved (ASK, QAM, TCM, & PCM)
• Phase discontinuities not preserved (PSK & QPSK)

a) 1-second chirp sweep from 300 - 3300 Hz before AMR-NB encoding

b) 1-second chirp sweep from 300 - 3300 Hz after AMR-NB encoding
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