Key Distribution in Sensor Networks
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Symmetric-key and PK crypto in sensor nets

e Use PK for all operations
+ simple key distribution
— sensors need to be able to perform PK crypto

e PK for key establishment (DH) and SK for the rest
+ simple key distribution
— sensors need to be able to perform SK and PK crypto

e Use SK for all operations
— key distribution becomes an issue
+ sensors need to be able to perform only SK crypto



(S)Key distribution in sensor networks [Eschenauer, Gligor]
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1 key for all network nodes

+ low storage (1key)

+ efficient broadcast authentication
- no resilience to compromise

- easy to add new nodes



(S)Key distribution in sensor networks [Eschenauer, Gligor]

Some node pairs end-up with the same keys
- lower storage (sqrt(n) keys)

+ some resilience to node compromise

+ easy to add new nodes



(S)Key distribution in sensor networks

Main idea:

— instead of preloading 7 keys in each node, preload just a small
subset of values (k<<n) that make sure that most nodes
(probabilistic) or all nodes (deterministic) establish keys

Placed between two extremes:
— single master key (1)
— distinct pair-wise keys for all node pairs (%)

Main issues
— Computation (per key established)
— Communication (per key established)
— Memory (sensor storage)
— Key sharing graph connectivity

— Resiliency (how many sensors need to be compromised before the
entire pool is disclosed)

— Scalability



[EG] Scheme

Basic probabilistic key pre-distribution
e Eschenauer and Gligor (EG), CCS 2002
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[EG] Scheme

® Key setup prior to deployment:
keys are generated and loaded into memory (the whole pool is known
only to the authority)

® Shared-key discovery after deployment:
each sensor node broadcasts a key identifier list to one-hHop
neighborhood (more than one pair may share the same key)

® Ppath-key establishment:
if two sensor nodes still do not share a key




[EG] Probability of sharing a key
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Figure 2: Probability of sharing at least one key
when two nodes choose k keys from a pool of size P
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[EG] Key Graph and Key Sharing Graph

e Key graph Gy(V,E) is defined as follows:
— V represents all the nodes in the sensor net

— For any two nodes i and j in V, there exists an edge between them if
and only if :

e 1)iand jshare at least one common key
e Key sharing graph G(V,E")
— iand j have an edge if and only if
e 1) And 2) They are within wireless transmission range
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[EG] Key Graph and Key Sharing Graph

e Key graph Gy(V,E) is defined as follows:
— V represents all the nodes in the sensor net
— For any tow nodes i and j in V, there exists an edge between them if and
only if :
e 1)iand jshare at least one common key
e Key sharing graph Gg(V,E")
— iand j have an edge if and only if
e 1) And 2) They are within wireless transmission range

Better connected Key sharing graph = increased communication ability/security
Better connected key graph = increased vulnerability to compromise ...
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[EG] Connectivity vs. Resiliency

e The contradictory requirement on Key Pool size |P|
e Larger key pool size — better resiliency
e Smaller key pool size — better connectivity
e The key pool size is restricted by network size
 |P| <k?/In(1/(1-p))
p is the probability that two nodes share a key (k— number of
stored keys)

e p>0(InN)/n
N is the number of sensor nodes in the network and nis the
average node degree.

e As /N increases, in order to maintain connectivity, p would
increase, which leads to shrink in /P/

e Property of resiliency does not scale with network size
e pshould be non decreasing as network enlarges.
e compromising & nodes compromises Ap links
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Deterministic Approaches

® Used to design the key pool and the key chains to provide better
connectivity

® Matrix Based Scheme [Blom 1985]
® Polynomial Based Key Generation [Blundo et al. 1992]
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Secure Routing in Wireless Networks

Material From L. Buttyan and JP Hubaux (Security and Cooperation in Wireless
Networks)



Ad hoc network routing protocols

e topology-based protocols

— proactive
e distance vector based (e.g., DSDV)
e link-state (e.g., OLSR)

— reactive (on-demand)

e distance vector based (e.g., AODV)
e source routing (e.g., DSR)

e position-based protocols
e greedy forwarding (e.g., GPSR, GOAFR)
e restricted directional flooding (e.g., DREAM, LAR)

e hybrid approaches
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Example: Dynamic Source Routing (DSR)
e on-demand source routing protocol

e two components:

— route discovery

e used only when source S attempts to send a packet to destination D

¢ based on flooding of Route Requests (RREQ) and returning Route Replies
(RREP)

— route maintenance

e makes S able to detect route errors (e.g., if a link along that route no longer
works)
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DSR Route Discovery illustrated

A > *: [RREQ, id, A, H; (]

B = *: [RREQ, id, A, H; (B)]

C - *: [RREQ, id, A, H; (C)]
D - *: [RREQ, id, A, H; (D)]

E > *: [RREQ, id, A, H; (E)]

F > *: [RREQ, id, A, H; (E, F)]
G = *: [RREQ, id, A, H; (D,G)]

H = A: [RREP, <source route>: (E, F)]

where <source route> is obtained
e from the route cache of H
e by reversing the route received in the RREQ

— works only if all the links along the discovered route are
bidirectional

— IEEE 802.11 assumes that links are bidirectional
e by executing a route discovery from H to A

— discovered route from A to H is piggy backed to avoid infinite 25
recursion



Example: Position-based greedy forwarding

e assumptions

— nodes are aware of their own positions and that of their
neighbors

— packet header contains the position of the destination

e packet is forwarded to a neighbor that is closer to the
destination than the forwarding node destination [

— Most Forward within Radius (MFR)

— Nearest with Forward Progress (NFP)
— Compass forwarding

— Random forwarding
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e additional mechanisms are
to cope with local
(dead-ends)

minimums
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Secure Routing:
Attacks



Attacks on routing protocols (1/2)

e general objectives of attacks

— increase adversarial control over the communications
between some nodes;

— degrade the quality of the service provided by the
network;

— increase the resource consumption of some nodes
(e.g., CPU, memory, or energy).

e adversary model
— insider adversary
e can corrupt legitimate nodes

— the attacker is not all-powerful
e it is not physically present everywhere
e it launches attacks from regular devices
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Attacks on routing protocols (2/2)

e attack mechanisms

— eavesdropping, replaying, modifying, and deleting control
packets

— fabricating control packets containing fake routing information
(forgery)

— fabricating control packets under a fake identity (spoofing)

— dropping data packets (attack against the forwarding function)

— wormholes and tunneling

— rushing

o types of attacks
— route disruption
— route diversion
— creation of incorrect routing state
— generation of extra control traffic
— creation of a gray hole
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Route disruption

o the adversary prevents a route from being discovered between two
nodes that are otherwise connected

e the primary objective of this attack is to degrade the quality of
service provided by the network

— the two victims cannot communicate, and

— other nodes can also suffer and be coerced to use suboptimal
routes

e attack mechanisms that can be used to mount this attack:
— dropping route request or route reply messages on a vertex cut
— forging route error messages
— combining wormhole/tunneling and control packet dropping
— rushing
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Example: Route disruption in DSR with rushing

tination




Route diversion

e due to the presence of the adversary, the protocol establishes routes that are different
from those that it would establish, if the adversary did not interfere with the execution

of the protocol

e the objective of route diversion can be

— to increase adversarial control over the communications between some victim
nodes
o the adversary tries to achieve that the diverted routes contain one of the
nodes that it controls or a link that it can observe

e the adversary can eavesdrop or modify data sent between the victim nodes
easier

— to increase the resource consumption of some nodes
e many routes are diverted towards a victim that becomes overloaded
— degrade quality of service

e by increasing the length of the discovered routes, and thereby, increasing the
end-to-end delay between some nodes

e route diversion can be achieved by
— forging or manipulating routing control messages
— dropping routing control messages
— setting up a wormhole/tunnel 32



Creation of incorrect routing state

e this attack aims at jeopardizing the routing state in some

nodes so that the state appears to be correct but, in
fact, it is not

— data packets routed using that state will never reach their
destinations

e the objective of creating incorrect routing state is

— to increase the resource consumption of some nodes

¢ the victims will use their incorrect state to forward data packets,
until they learn that something goes wrong

— to degrade the quality of service

e can be achieved by
— spoofing, forging, modifying, or dropping control packets
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Example: Creation of incorrect routing state in DSR

Route (A, D, F, H) does not exist!

A > *: [RREQ, id, A, H; ()]
B > A: [RREP, <src route>, A, H; (D, F)]
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Generation of extra control traffic

 injecting spoofed control packets into the network

e aiming at increasing resource consumption due to the
fact that such control packets are often flooded in the
entire network
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Setting up a gray/black hole

e an adversarial node selectively drops data packets that it should forward

o the objective is
— to degrade the quality of service

e packet delivery ratio between some nodes can decrease
considerably

— to increase resource consumption

o wasting the resources of those nodes that forward the data
packets that are finally dropped by the adversary

e implementation is trivial
— adversarial node participates in the route establishment
— when it receives data packets for forwarding, it drops them
— even better if combined with wormhole/tunneling

36



Black hole attack
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Secure Routing:
Securing Routing Protocols



Some secure ad hoc network routing protocols

e SRP (on-demand source routing)

e Ariadne (on-demand source routing)

e endairA (on-demand source routing)

e S-AODV (on-demand distance vector routing)

e ARAN (on-demand, routing metric is the propagation
delay)

e SEAD (proactive distance vector routing)
e SMT (multi-path routing combined error correcting)

e Watchdog and Pathrater (implementation of the “detect
and react” approach to defend against gray holes)

e ODSBR (source routing with gray hole detection)
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SRP (Secure Routing Protocol)

e SRP is a secure variant of DSR

e uses symmetric-key authentication (MACs)

— due to mobility, it would be impractical to require that the source
and the destination share keys with all intermediate nodes

— hence there’s only a shared key between the source and the
destination (?)

- only end-to-end authentication is possible
—> no optimizations

e SRP is simple but it does not prevent the manipulation of mutable
information added by intermediate nodes

— this opens the door for some attacks

— some of those attacks can be thwarted by secure neighbor
discovery protocols

40



SRP operation illustrated

A = *: [RREQ, A, H, id, sn, mac,y, (]
B> *: [RREQ, A, H, id, sn, mac,y, (B)]

C = *: [RREQ, A, H, id, sn, macy, (C)]

D = *: [RREQ, A, H, id, sn, mac,y, (D)]
E->* [RREQ A, H, id, sn, mac,y, (E)]
F>* .[RREQ A, H, id, sn, macay, (E, F)]
G = * : [RREQ, A, H, id, sn, mac,y, (D, G)]

H > A: [RREP, A, H, id, sn, (E, F), macyal

macyn: Message Authentication Code covering RREQ, A, H, id, and sn
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Ariadne
e Ariadne is another secured variant of DSR

e it uses control message authentication to prevent
modification and forgery of routing messages

— based on signatures, MACs, or TESLA

e it uses a per-hop hash mechanism to prevent the

manipulation of the accumulated route information in
the route request message (mutable information)
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Ariadne with signatures

C A o
A: hy=m AH(RREQIAIHIid) =
A > * :[RREQ, A, H, id, h,, 0, 0 ] ]
E: he =H(E| hy)
E-> *:[RREQ, A, H, id, h, (E), (sig;) ]

F : hF — H(F | hE)
F > *:[RREQ, A, H, id, h, (E, F), (sig;, sig) ]

H > A:[ RREP, H, A, (E, F), (sigg, sigy), sig,] (sentvia F and E)

Each signature is computed over the message fields preceding it
27



Ariadne with standard MACs

A : hy,=mac,,(RREQ|A|H]|id)
A > *: [ RREQ, A, H, id, h,, (), 0]

E: he =H(E|h,)
E-> *:[RREQ, A, H, id, hg, (E), (macg) ]

F > *:[RREQ, A, H, id, hy, (E, F), (macg,, macg,) ]

H-> A:[RREP, H, A, (E, F), mac,, |

28



Ariadne with TESLA illustrated
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A = *:[RREQ, A, H, id, h,, 0, 0 ]
E 9 *: [ RREQ, A, H, id, hg, (E), (macKE)]
“: [ RREQ, A, H, id, h, (E, F), (macKE » macy ) |

H - F: [ RREP, H, A, (E, F), (macy, ., macy_ ), macy,, (|

F > E: [RREP, H, A, (E, F), (macy_,, macy, ), macy,, (K¢) |
E > A:[RREP, H, A, (E, F), (macy, ,, mac,, ), mac,,,, (K¢;, Kg;) ]
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endairA

D target verifies:
: » there’s no repeating ID in the node list
: e = * last node in the node list is a neighbor
B - e : ;G each intermediate node verifies:
-~ S e its own ID is in the node list
= : “ o there’s no repeating ID in the node list
n o n E " n » next and previous nodes in the node list are
C A ¢ 7 H neighbors
n « all signatures are valid
F source verifies:

» there’s no repeating ID in the node list
« first node in the node list is a neighbor
« all signatures are valid

A - *:[RREQ, A, H,id, 0]
E-> *:[RREQ, A, H, id, (E) ]
F-> *:[RREQ, A, H, id, (E, F) ]

H > F:[ RREP, A, H, id, (E, F), (sigy)]
F-> E:[RREP, A, H, id, (E, F), (sigy, sig)]
E-> A:[RREP, A H, id, (E, F), (sigy, sig¢, sigg)]
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Conclusion: Secure Routing Protocols

e Secure against Active-1-x attackers
o Efficient symmetric cryptography
o Generally better than DSR without optimization

e Source routing fits secure ad hoc network routing
better than other routings

— Sender can circumvent potentially malicious nodes
— Sender can authenticate every node in Route Reply

e No built-in resiliency to wormhole attacks
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