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Researchers use spoofing to 'hack’ into a
flying drone

American researchers took control of a
flying drone by "hacking" into its GPS
system - acting on a $1,000 (£640) dare from
the US Departiment of Homeland Security
(DHS).

A Unlversity of Taxas at Austin team used
'spacfing” - a technique where the drone
mistakes the signal from hackars for the ong
sent fram (GPS satellites

Dromes are masthy used for military operations

The same method may have heen used to

bring diwn a US drona in Iran in 2011. Related Stories

Analysts say that the deme shows the potential danger of using drones.

Tests begin on
Drones arg unmanned aircrafl often contrelled trom a hub located EEERERNIL A= Sepehnewal/AP | View Ceplion
thousands of Klometres avay Drones: What are they

and how do they work?
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http://www.bbc.com/news/technology-18643134
http://www.csmonitor.com/World/Middle-East/2011/1215/




m Ziirich



ETH i



ANDY GREENBERG SECURITYQg 03.21.16 10:33 AM

RADIO ATTACK LETS HACRERS
STEAL 24 DIFFERENT CAR
MODELS

M

If: T_‘
- correct ke \
- reply witl ,,'

then: Dt

- open doc

’ YD MIT

Toges=Austiger (HF THESUNDAYTIMES Tcmolsy LesEchos €l New dlork Eimes VX
ETH:zurich




urich

ETH:

.

R o'
»

« MmN
- I~aTm
-

0.006 meter

T
.
€
8

LB

£

A

0

:uum—tsmmn:c;n:rcnOy

f

(=

*Distance

| 3

&
A
|

tance

W

is

Secure Distance Measurement Radio
D



on Air Traffic Control and Possible Countermeasures

Daniel Moser, Patrick Leu, Aanjhan Ranganathan, Srdjan Capkun Vincent Lenders Fabio Ricciato
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USABLE 2FA BASED ON AMBIENT SOUND

engadagel

Two-factor system uses ambient
sounds to verify your login

‘E) 5 273

My laptop and phone record. No interaction required...
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SW/HW hacking of Legacy and Embedded Systems

= Fridges, lightbulbs, insulin pumps, energy substations, PLCs, ...

MEDICAL DEVICES ARE THE
NEXT SECURITY NIGHTMARE

P

NEWS

loT malware behind record DDoS attack is now
available to all hackers

The Mirai trojan enslaved over 380,000 loT devices, its creator claims

O60OCO6O®OO0

tech UUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU
FDA confirms that St. Jude's cardiac

devices can be hacked

by Selena Larson @selenalarson
(D January 9, 2017: 3:53 PM ET

mend 1.6K
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Recommended Readings

RF Engineering for Wireless Networks, Daniel Dobkin (Ch. 2)

Complex to Real complextoreal.com (Signal fundamentals &

Modulation)
Software Defined Radio for the Masses (Part 1)

Electronic Warfare 101, David Adamy (Ch 3 and 4)

CyBOK Physical Layer and Telecommunications Security

https://www.cybok.org/media/downloads/Physical Layer and Telecommunications Security KA_-

Issue 1.0 September 2019.pdf



http://complextoreal.com
https://www.cybok.org/media/downloads/Physical_Layer_and_Telecommunications_Security_KA_-_Issue_1.0_September_2019.pdf
https://www.cybok.org/media/downloads/Physical_Layer_and_Telecommunications_Security_KA_-_Issue_1.0_September_2019.pdf

Building Blocks of a Wireless System
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Attacker can control ...
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Radio Frequency Signal

Radio Communication (RF)

Communication using EM radiation with waves at
frequencies 3kHz-300GHz

Waves are created by an alternating current at a
desired communication frequency

s(t)= A sin(2rift + 6)
A = amplitude, f = frequency (Hz),

t — t|me., e — phaSe T/\z\/TA\\/time A sin(27ft)
T = period = 1/f NN

\/ v A sin(2nft + w/2) = A cos(2xtft)

/\. /\ /\ A sin(2xf t), £ =21
VAVAVAY -

Al :
\/ \_/ A/2 Sln(2TCft)

amplitude

A = wavelength = c/f
(the distance that the
signal travels during




Wireless Communication Basics

Baseband: Signal containing only the information that we
want to communicate
Carrier: Typically, a pure sinusoid of a particular frequency
and phase that carries the information

Modulated Signal: A carrier that has been loaded or
modulated with the information signal.

Carrier

Modulated
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Wireless Communication Basics

Bandwidth: measure of frequency
content of the signal. E.g., human voice

(baseband) contains frequencies from 30
Hz to 10 kHz.

N-1
Signal Energy E =Y|x]|

n=0
Signal Power P, =%=%?§\xn\2
Energy per bit g A0

b Rb
bit raé



Time and Frequency Transforms
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Time and Frequency Transforms

Euler formula:

Frequency Spectrum is the plot of the

e
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jeot

- Jwt

= cos(wrt)+jsin(wr) cos(wr) = e’ + e

= COS(—wr) + jsin(—wt)

= cos(wt) — jsin(wr) sin(wr)y<

amplitude projected onto

the complex exponential ewt

e.g. cos(wt)

Fourier Transform transforms a
signal that has a physical sine and
cosine representation into a space

of complex exponentials e®t

X(w) = Flx(1)] =/ x(t)e '“'dt

-0
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Time and Frequency Transforms

How to visualize complex exponentials?
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I-Q Signal Representation

B |

Pl

ACTANTAN AL S na AWOe ST
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A.cos(2af 1 +¢)

L
s *

Ampolituda Frequancy Phase
A A
Angle

(Fracuency = Rate ¢f Change cf Angle)

=> (1Q)

i

Az 1l s mar g

cos(e + B) — cos(er) cos(f) — sin(e) sin(g]

Acos(2rf.t @) = Acos(Zrf.tlcos(e)  Asin(Zaf.t)sin{o)

i =Acosiyp)
[ ¢ — Asin(@)
Avos(2u (Ul +a) = Teos(200 ) — Gsin(2a f 1)

whers s the amplitude of the ir-phase camier
@ is the armplitude of the quadrature-phase carvler
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%
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http://www.ni.com/tutorial/4805/en/



I-Q Signal Representation

Precisely varying the phase of a high-frequency carrier sine wave in a hardware circuit
according to an input message signal is difficulit.

sdne 0Ams s pEe & tns aAms J. 2% J4ms 4911

cos(er + ) — cos(er) cos(8) — sin(e) sin(5) asinz + becosz = esin(z — ©)
Acos(2rf.t @) = Acos(Zrftl cos(w) Asin(Zaf.t)sin{w) where {he original amplitudes a and b sum in quadrature to vield the combined amplitude c,
A - c=+a’+b°,
(& Q i=Acosiyp)
s Saerivcae DY and, using the atan2 function, the initial value of the chase angle x + @ is obtaired by

[ ¢ — Asin{g)

. ; p = atan2(h, a).

Avos(2u (Ul +a) = Teos(2000) — Gsin(2a f 1) i ( ‘ )

wherz s the amplitude of the ir-phase camier

@ i the amplitude of the quadrature-phase carler https://lwww.allaboutcircuits.com/textbook/radio-frequency-analysis-design/
/ S ar = x Tare- £e Cart



https://www.allaboutcircuits.com/textbook/radio-frequency-analysis-design/

I-Q Signal Representation

Precisely varying the phase of a high-frequency carrier sine wave in a hardware circuit
according to an input message signal is difficulit.

DiGITAL
DATA IN
Convert Twe

Consecutive Bits
To Two Parallel Bits

Acos(2rfit | @) = Acos(2rf.tlcos(p)  Asin(Zaf,t)sin(o)

whers lis the amplitude of the ir-phase camier

cos{e + B) — cos(e) cos(B) — sin(e) sin()

A
ﬁ(’i' ’ Q i =Acos’yp)

[ ¢ — Asin(e)

Avos(2u il +a) = Teos(200 1) — Gsin(2a f 1)

@ is the amplitude of the quadrature-phase carrler

asinr + becosz = csin(x — ©)

where the original amplitudes a and & sum in quadrature to vield the combined amplitude c,
c=+a® +1,

and, using the atan2 funclion, the initial value of the chase angle x + p is obtaired by

@ = atan2(h, a).

https://lwww.allaboutcircuits .com/textbook/radio-frequency-analysis-design/
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Modulation Techniques

Baseband
—
L

ASK(£) = s(¢)sin(2ft)

- sin(27f,t) for bitl
Eﬂq”_{gmzqy) for bit 0

Digital world of bits and
information

Bit baseband amplitude

Analog world of signal
symbols

Carrier amplitude

|
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Modulation Techniques
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Figure 12 — M-PSK modulations, a. BPSK, b. QPSK, c. also QPSK, d. 8PSK

Integrity, fingerprinting, LPlI communication ...



Frequency and Bandwidth of a Signal

Spectral Response
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Note: Different modulation techniques will require
different bandwidths for the same data rate.



Frequency and Bandwidth of a Signal

Spectral Response
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Negative frequencies, complex representation :D
http://whiteboard.ping.se/SDR/IQ
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Frequency and Bandwidth of a Signal

Spectral Response
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Complexity Only Increases E.g. OFDM

Orthogonal Frequency-Division Multiplexing

A

FIGURE 1 OFDM SUBCARRIER SPACING.
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Inside the radio wave spectrum

Almost every wircless technology - from cell phones to garage door openers - uses radio waves to communicate. Most of the white
Some services, such as TV and radio broadcasts, have exclusive use of their frequency within a geographic area. areas on this chart
But many devices share frequencies, which can cause interference. Examples of radio waves used by everyday deviceSire reserved

. for military, federal
Auctioned 2.4 GHz band wer I'l)1td d
spectrum Used hy more than 300 gOvELIpR=nLan
| y han . , industry use
consumer devices, including
) Garage Wireless microwave ovens, cordless L)
Broadcast TV door Cell medical Cell phones and wircless Wi-Fi  Satellite Security
Channels 2-13 openers phones lelemetry phones  networks (Wi-Fi and networks TV alarms
1 Bluetooth) 1
3 5¢0 1 1.5 3 4 5 5D 300
kHz MHz cHz Giiz ciie | Gz i GHz Gz GHz
i | | | II | | | ‘ | | | | | | | | | | | | | 1 1 | | | l_‘1| 1 I 1 1 | I
| : ]
| Signals in this

% ﬁ Zone can
only be

AMradio  Remote-  BroadcastTV GPS satellite Weather Cable TV Hignway Police  gont short.
535 kHz controlled UHF channels {Global positioning radio radar  satellite toll tags  radar unobstructed
to 1,700 kHz Loys 14-83 systems) lransmissions G50 ST
distances
PERMEABLE ZONE SEMI-PERMEABLE ZONE LINE-OF-SIGHT ZONES
Frequencies in this range are considered Diffult for signals
more valuable because they can penetrate to penetrate dense , S
dense objects, such as a building macde ohjects Signals in this zone can
out of concrete travel long distances, but

could be blocked hy trees
and other objects

Visible
Microwaves Infrarcd |Ig‘1t UItravlolct X-rays Gamma rays
Lowest % o > S LLLLLAEL, e # Highest
frequencies RADIO WAVE SPECTRUM _ requencies
3 kHz wavelength 300 GHz wavelength =
0 9 eI What is a hertz?

The electromagnetic spectrum X cre Doz LOElenen
Radio waves occupy part of the electromagnetic Pl MUY . FoCOlEs SORTACID WAVES Q. oy ee
spectrum, a range of electric and magnetic waves TedUENC frequeq:y :Iisl‘(t‘:: distance from wave crest to
of different lengths that travel at the speed of light; %
other parts of the spectrum include visible light and s oscon 1 kilohertz (kHz) = 1,000 hertz
x-rays; the shortest wavelengths have the highest Distanc% 1}::;‘2?(22'( s 1 megahertz (MHz) = 1 million hertz
frequency. measured in hertz ' o 1 gigahertz (GHz) = 1 hillion hertz

Saurse: New America Faundatian, MCT, Hawstuffuvorks.cam et 5
Graphic: Nathaniel Lavine, Sacramentn Ree @ 2008 MCT




Building Blocks of a Wireless System
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Source: Dobkin, RF Engineering for Wireless Networks



Antennas and Propagation

°°°

Isotropic Omnidirectional Directional
0 dBi +4 dBi +12 dBi

| e

omni/dipole yagi horn cantenna




Antennas and Propagation

e (Gain vs Beamwidth

ANGLE TO FIRST SIDE LOBES
| 10 dB

ANGLE TO FIRST NULL

1/2
eak power

SIDE LOBES 398
O\ =
) \| BORESIGHT
N e : : B

10-dB BEAMWIDTH 3-d'B BEAM

B o
ST it

BACK LOBE
MAIN LOBE

MAIN BEAM GAIN it

///K

peak power

Antenna parameter definitions are based on the geometry of the antenna gain

pattern.

Gain in dB for 55% Efficiency

N
o

10

2 4 .6 8 1 2 4 6 8 10 20 40 60 100

3-dB Beamwidth in Degrees

Figure 3.4 There is a well-defined tradeoff of gain versus beamwidth for any type of

antenna. This chart shows the gain versus beamwidth for a parabolic antenna
with 55% efficiency.

©D. Adamy, A First Course on Electronic Warfare



Phased Arrays (Beam steering antennas)

- phase of the signal to each antenna is adjusted such that all
the signals will be in phase when viewed from a certain
direction

- can steer the antenna array to transmit signals or receive
signals from specific direction

Scan Angle &
— —

Example applications

- MIMO (e.g., 802.11ac,

Equiphase Front

: 5G,..)
- selective target jamming
Antenna
v V Elements Can they be used to achieve
& & security (e.g., confidentiality)?

[ Phase Shifters/
Time Delay Devices

d

*Spacina



Building Blocks of a Wireless System

SIGNAL
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interference
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Source: Dobkin, RF Engineering for Wireless Networks



Generic Transmitter Architecture

2412 - 2462 MHz 374 MHz “O" MHz
[ !
RF section [ IF section | baseband section
[ l
[ l
antenna [ |
[ l
. [ l
harmonic i channel ; lowpass
filter - select filter - filter
mixer mixer D-to-A converter
ﬂ_ == ES X<
~ = ax = .
power amplifier amplifier
amplifier
local
oscillator
2038 - 2088 374 MHz
MHz

Key Properties: Transmitted power, carrier frequency, information
bandwidth, modulation type



Generic Receiver Architecture

2412 - 2462 MHz 374 MHz “O" MHz
I l
RF section [ IF section I baseband section
[ l
I l
antenna ! !
[ l
[ !
. | channel | lowpass
Iow-qouse - select filter - filter
amplifier mixer mixer A-to-D converter
—-%—D S = =<
— l/ — ~— .
band select amplifier amplifier
filter
local
oscillator
2038 - 2088 374 MHz
MHz

Key Property: Receiver sensitivity (depends on the antenna,
low noise amplifier, mixer)



Software Defined Receivers (SDR)

* low-cost (starts from $20)
* traditional components such as mixers, amplifiers, modulator,

demodulators implemented in software
* signal processed in PC
» flexible, low-power...

increasingly important in modern day electronic warfare
e.g., GPS spoofing now possible with less than $100



Security of Wireless Networks
(a few pointers)



Wireless Networks

 We step back now. Do we need encryption/MACs/signatures
to protect confidentiality and authenticity of messages in
wireless networks?

Can the attacker eavesdrop and insert/modify
messages on a wireless channel?

And why is the arrow pointing at B?



Radio Signal Propagation and Losses

 Channel equation: Calculating the signal strength at the receiver

Effective Radiated Power

Under attacker’s Might be %nder attacker’s control!!!
control!!! A ERP

Under attacker’s control!!!

3 Spreading

= © & o e,
E S §-§ Atmospheric §.§ s §
eg | EO LOes TG | 88
T < o Q
~ o

}

Signal Strength (in dBm)

LINK LOSSES

_Q
_Q
H

RCVR

To calculate the received signal level (in dBm), add the transmitting antenna
gain (in dB), subtract the link losses (in dB), and add the receiving antenna gain
(in dB) to the transmitter power (in dBm).

Path through Link

©D. Adamy, A First Course on Electronic Warfare



Wireless Communication: Basics

ommunication frequencies are typically known
If not, can be discovered by broadband receivers
e can try to “run or hide” (FHSS,DSSS)

MARITIME
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http://www.ntia.doc.gov/files/ntia/publications/spectrum_wall_chart_aug2011.pdf

Wireless Communication: Basics

Decibel: dB, dBi, dBm, ...

« dBm = dB value of signal strength / 1 miliwatt (mW)
used to describe signal strength.

 dBW = dB value of signal strength / 1 watt (W)
used to describe signal strength.

* dBi = dB value of antenna gain relative to the gain of an isotropic antenna
(0OdBi is the gain of an isotropic antenna)

A linear number is converted into dB, by the following formula:

* N(dB)=10log1o(N)

* N(dBm)=10log1o(N/1TmW)

e e.g. TW = +30dBm

* Note: log(x)+log(y)=log(xy);

log(x)-log(y)=log(x/y)

A linear number is converted into dB, using the following formula:
N(dB) = 10log10(N)

N(dBm) = 10log10(N/1mW)

e.g. TW = +30dBm
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® Channel equation:

A enp
« Example
+ Transmitted Power (1W) = +30 dBm i 15 5| =& 5|
» Transmitting Antenna Gain = +10dB  §| < N
e Spreading Loss = 100 dB EEIN [
 Atmospheric Loss =2 dB ;dé')t(}?zzhmmt;hi:j(”;B:n %i;ffﬂ;33(1;2f:ii?ff;fﬂi:::eg”;ﬁ
® Receiving Antenna Gain = +3 dB OD. Adamy, A Frst Course on Electronic Warfare

® Received Power

= 4+30dBm + 10 dB — 100 dB — 2 dB + 3 dB
= =59 dBm

Receiver sensitivity: The weakest signal from which the
receiver can still provide the proper specified output.

Under attacker’s control!!! (somewhat)
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® Propagation of EM radiation
* |n free space the power density of an EM wave obeys the
inverse-square law wrt the distance from the source:
p x1/dz?

» Confidentiality
 Reduce transmission power
e “Make sure” that the attacker is not “too close”
* Authentication
e Attacker is “too far” to be able to send/modify
messages!
® Does that work?
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» Spreading losses:

1005 g--h 10,000
50 — * 3
: 200 - 5,000~
= =+ ’ & V4
bl & = = . Under attacker’s control!!!
G ¥ X
_— N _'_'_ N ]
g oy 5 200 L —" (somewhat)
= Q -
s 5 3 S 1,000=
g od S 160—F 0 =
g 2 S 3 Q ]
Q 1 == g = o a
w 3 ) 3 ]
5= - 20—
- E %
2 — 3 =
13
.05 ES
2= 80 —1- .
01— = 10—

Spreading loss can be determined by drawing a line from the frequency (in
GHz) to the transmission distance (in km) and reading the spreading loss
(in dB) on the center scale.

©D. Adamy, A First Course on Electronic Warfare

« Calculation (freespace LoS): Ls(dB)=32.4+20log1o(d in km)+20log1o(f)
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* Confidentiality

 Reduce transmission power

 “Make sure” that the attacker is not “too close”
* Authentication

» Attacker is “too far” to be able to send/modify messages!
® Does that work? Sometimes, Generally NO!

e Bluetooth communication >1km
e WiFi> 10km g ’




Wireless Communication: Basics

e |s this important?

* Yes, if e.g., you want to do e-banking over your WiFi
- integrity/confidentiality (security)

* You can get fined if you don’t secure access to your
network - personal liability (DE) - requlatory

* |f you had an RF-enabled implant it might be (most
are today!) - safety

 YES, if an application is security/safety critical

- Biotronik Defibrillator Txts Your Doctor
Ay ¥ Inson an Ocipher ¢, 260 [ ey

mg

|| ey ) -i
3 \ World's First WIFI Pacemaker B = - or
;/ ' A
} '\l o - rars W)
' -~ % ‘ ' b S TR O
€ 3 10m warl  S—
<) oem A wornar in New Yok recemtly - [ wele T 200 HET
s o0 umax il 3
Secure Pairing meerives the world s first poesmakes . e kd \
. < 5 o - 9
Secure Reconfiguration that can be moattored wirelessly anc y )
them aerssd nenately by ber ) ¥ Bl
Secure Remote Monitoring coetor. Reyond smple teoking, if

sartous abnormalitias develop the
eevies wil LaneneTly phane the
phvEcian for immediate zHontion.

- Encryption and MAC/signatures will help? Yes, but ...
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* Encryption and MAC/signatures will help? Yes, but ...
o Let’s introduce authentication and confidentiality

 Example: Passive Keyless Entry and Start Systems

4

e
&
. .J:

Active keys Passive Keyless Entry and Go
Need to be close (<100m) and press  Need to be close (<2m) and the car opens.
a button to open the car. Need to be in the car to start the car.
Physical key to start the car. No need for human action!

Passive Keyless Entry and Start System:
* The key is “in the pocket” and when the user is near, the car opens
- When the key is in the car, the car can be started by pressing an ignition button)

- Implemented by all major car manufacturers
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 Example: Passive Keyless Entry and Start Systems
» Sketch of the protocol:

short range (<2m)
Fresh Challenge
(LF, 120-135 KHz)

el

Reply (Authentic and Confidential)
(UHF, 315-433 MHz)
long range (<100m)

If the correct key
is authenticated, B
open the door. e

What is wrong with this protocol?
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 Example: Passive Keyless Entry and Start Systems
 Problem: An attacker relays all communication
* Wired or Wireless

130KHz Amglification co Amplification e
sand and filtering Up mixing and fillering 2 5 Gl I7 antenna
e - V
/ -
R Attacker' I I L,./
i 5 30 cm I/,/‘-\_/ 56l 7 Signal - 100m
'l \ Cenewwr
. Z Signal relayed

at2.5Gllz

130K117 N\ Amplification Amplification

‘ signal .\ and Filtaring Sy ‘ and filtaring
| b 4 -. | 1

g \ \l 25 (3Hz Anlenna
S0, Attacker 2 :

"2-8 m’ 23 N 25611 signal
™| Generator
s S

Relay Attacks on Passive Keyless Entry and Start
Systems in Modern Cars
NDSS 2011
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 Example: Passive Keyless Entry and Start Systems
 Problem: An attacker relays all communication

Table 1: Experimental results distances summary. Legend: v’ relay works without amplification,
‘A’ with amplification, -’ not tested, "’ value will be updated

Car model Relay cable Key to antenna distance ()
7m 30 m 60 m No Amplifier | With Amplifier

open | g0 [ open | go | open | g0 open go | open o0
Modecl 1 v v v v v v 2 0.4 s :
Model 2 v v A A A A 01 0.1 2.1 2.1
Model 3 v v v v v v - - - -
Model 4 v v - - - - - - - -
Maodel 5 v v v v v v 2.5 1.5 § h
Model 6 v v A A A A 06 0.2 3.5 3.5
Model 7 v v A A - - 0.l 0.1 6 6
Model 8 v A v A - - 15 0.2 4 3.5
Model 9 v v v v v 2.4 2.4 8 8
Moaodel 10 v v v v /

The range should have been <2m!
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 Example: Passive Keyless Entry and Start Systems
* |s this a sophisticated attack?
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 Example: Passive Keyless Entry and Start Systems
 Countermeasures:
* Shield the key (immediate)
 Remove the battery key (immediate)

e Build a new system (e.g., based on distance
bounding)
uses time as a side information to check the
distance / detect the attack
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« Example: Passive Keyless Entry and Start Systems
* Wait, was this even an attack?
 What kind of authentication are we talking about here?
Message”? Entity?
* Which security properties does this protocol verify?

® PKES systems assume that communication implies physical
proximity - and this is NOT correct

* Property needed: authenticated proximity verification
* Property verified: message authentication



