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Building Blocks of a Wireless System

direction of the receiver. The environment then makes a complete mess of the nice
transmitted signal.

The receive antenna converts the propagating wave, and much of the other junk in the
environment, into a voltage, which the receiver filters, amplifies, and demodulates to
recover something bearing a resemblance to the original input signal. Let us briefly
discuss each of these components of the link. The transmitter must be designed to
operate at the desired frequency. High frequencies offer more absolute bandwidth (and
thus more data) for the same percentage bandwidth and can use smaller antennas.
However, more advanced and expensive components are needed. The choice of
frequency is usually strongly constrained by regulatory requirements, cost, and
mechanical limitations. The bandwidth of the transmitted signal must be large enough,
in combination with the expected (S/N), to provide the desired data rate, but one is
again typically constrained by the requirements of regulatory bodies and by the choices
made in separating the available band into chunks available for specific users:
channelization. For example, 802.11b operates within the ISM band from 2.4 to
2.483 GHz. The total bandwidth is thus 83 MHz. However, the available bandwidth is
partitioned into three noninterfering 25-MHz slots to allow three multiple
noninterfering networks in the same place. Within each channel, the actual signal
energy is mostly contained in a region about 16 MHz wide and can carry up to 11 Mbps.
The transmitter can be designed with various architectures, denoted by the nature of
the frequency conversion operations used to get the data onto the carrier. The
modulation of the carrier by the data can take place in a single step (a direct conversion

transmitter) or multiple steps (a superheterodyne transmitter). The modulated signal

Figure 2-40: Element of a Radio Link
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Radio Frequency Signal
Radio Communication (RF)  
• Communication using EM radiation with waves at 

frequencies 3kHz-300GHz

• Waves are created by an alternating current at a 

desired communication frequency 

s(t)= A sin(2πft + ϴ) 
• A = amplitude, f = frequency (Hz),  

t = time, ϴ = phase

• T = period = 1/f 

• λ = wavelength = c/f  

(the distance that the  
signal travels during  



Wireless Communication Basics
Baseband: Signal containing only the information that we 
want to communicate

Carrier: Typically, a pure sinusoid of a particular frequency 
and phase that carries the information 

Modulated Signal: A carrier that has been loaded or 
modulated with the information signal. 
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the gain. So to transmit a signal of 1 KHz vs. 1 GHz, would require an antenna that would have to be 106 
times larger. So even doubling, tripling the area won’t make up for the advantage offered by the use of the 
higher frequency.  The use of a high frequency carrier allows us to use smaller antennas. In satellites a Ku-
band signal requires only a 0.3 meters diameter dish vs. C-band which requires a dish of app. 2 meters. So 
that’s one reason we use carriers. The other reason is the some media are not friendly to all frequencies. 
The optical fiber is one obvious example of that. 
To transmit baseband information over a carrier requires a process called modulation. Modulation is 
described as the process of mapping the information signal on to the carrier signal. These higher frequency 
signals that facilitate transfer of information over a variety of media are called carriers. The frequency of 
the carrier is usually much higher than the information signal.  The choice of a carrier is function of the 
medium it must pass through. For wired communications, the carrier may be in KHz range and for wireless 
and satellites they are in MHz and GHz frequencies. In United States carrier frequencies one can use are 
prescribed by law for efficient use of the spectrum.  

 
Figure 1.9 – A carrier is a pure sinusoid of a particular frequency. 
 
A carrier is a pure sinusoid of a particular frequency and phase. Carrier signals are produced by voltage 
controlled oscillators (VCO). In majority of the application, when we talk about carriers, they are analog 
signals, assumed to be continuous, constant in amplitude and phase and lasting an infinite time. Phase of a 
carrier and even its frequency can drift or change either slowly or abruptly, and so in reality they are not 
perfect. The imperfections in the carriers cause problems in removing the information signal at the receiver 
and so methods have been devised to both track and adjust the carrier signal. 
The carriers are carriers in that they carry the information signal. This process of “carrying the 
information” is called modulation. The carrier by itself has no information because it changes in a fixed and 
predicable manner and information implies change of some sort. So in a modulated signal, we can swap 
one carrier for an another one (assuming no regulatory constraints) and it would make no difference. 
However, there is one requirement a carrier must meet: its frequency must be at least two times the highest 
frequency in the information signal. This is a fundamental requirement that comes from sampling theory. 
Modulated Signals 
A modulated signal is a carrier that has been loaded with an information signal. To transfer information, it 
is the modulated signal that travels from place A to B. The information signal in its original shape and form 
is essentially left behind at the source. A modulated signal can have a well defined envelope as shown here 
in Fig. 1.10a and 1.10b or it can be wild looking as shown in Fig. 1.10c.   
The process of modulation means taking either an analog or a digital signal and turning it into an analog 
signal. The difference between a digital modulation and analog modulation is the nature of the signal that is 
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modulating the carrier. The carrier is always analog. In digital modulations, we can see the transitions, Fig. 
1.10a and 1.10b, whereas in analog modulated signals the transitions are not obvious, Fig. 1.10c. 
Modulation is analogous to another process called D to A, or digital to Analog Conversion (D/A). The D/A 
conversion is typically done at baseband and does not require any change in the frequency of the signal, 
whereas modulation necessarily implies a frequency translation.  

 
Fig. 1.10a – A modulated carrier signal (digital input) 

 
Fig. 1.10b – Another modulated carrier signal (digital input) 
 

 
Fig. 1.10c – Yet another modulated carrier signal (analog input) 
 
Bandwidth 
Bandwidth can be imagined as a frequency width, sort of the fatness of the signal.  The bandwidth of a 
carrier signal is zero.  That is because a carrier is composed of a single frequency. A carrier signal is devoid 
whereas information signals are fat with information. The more information in a signal, the larger the 
bandwidth of the information signal. To convey information, an information signal needs to contain many 
different frequencies and it is this span of their frequency content that is called its bandwidth. The human 
voice, for example, spans in frequency from 30 Hz to 10,000 Hz. The range of frequencies in human voice 
gives it its unique signature. The voice has a bandwidth of approximately 10,000 Hz. Not all of us can 
produce the same range of the frequencies or amplitudes, so although the spectrum of our voice generally 
falls within that range, our personal bandwidth will vary within this range. No two people will have the 
same voice spectrum for the same sounds. It is the same with information signals, they are all unique, 
although they may occupy the same bandwidth. 

Carrier

Modulated



Wireless Communication Basics

Bandwidth: measure of frequency 
content of the signal. E.g., human voice 
(baseband) contains frequencies from 30 
Hz to 10 kHz.
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If a voice signal is modulated on to a carrier, what is the bandwidth of the modulated signal? It is still the 
same. The modulated signal takes on the bandwidth of the information signal it is carrying like this guy on 
the motorcycle. He is the modulated signal and his bandwidth just went from near zero, without the load, to 
the size of the mattress which is his “information” signal. 
 

Bandwidth of
load

Carrier's
bandwidth

 
Fig. 1.11 – Bandwidth is a measure of the frequency content of a signal. 
Properties of Signals 
Periodicity 
Carriers have strict periodicity whereas information signals do not have this property.  Communications 
theory and many of the tools used to analyze signals do however rely largely on the concept of periodicity. 
Conversion of signals from time domain to frequency domain depends on this property and many other 
analytical assumptions we make about signals also require periodicity. Purely periodic math applies to the 
carriers whereas math used to describe the information and modulated signals uses stochastic and 
information theory of random signals. 
First we will look at properties of periodic signals and then later at random signals. Mathematically a 
discrete periodic signal is one that has the following property.  

( ) ( )f t f t T= ±  (1.5) 

 
Fig. 1.12 – Carriers are periodic, information signals are not. 
This is a sampled discrete signal despite the fact that it looks continuous. (The samples are too close to see.)  
This is a periodic signal because repeats its pattern with a period T. The pattern can be arbitrary.  The value 
of the signal at any one time is called a sample. The concept of periodicity follows superposition principal. 
If we add many periodic signals, with different frequencies and phases, the resulting signal is still periodic.  
The mean of a discrete periodic signal  is defined as the average value of its samples:  x
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Power and Energy of Signals 

 
Fig. 1.13 – The area under one period of this signal is zero. 
 
It seems that we ought to be able to say something about the area under a periodic signal. But we see that  a 
zero-mean periodic signal is symmetrical about the x-axis, as is a sine wave; and hence the signal has zero 
area for an integer number of periods. The negative parts cancel the positive. So the area property does not 
tell us much.  If we square it, we get something meaningful, something we can measure and compare 
between signals. 
 

 
Fig. 1.14 – The area under the squared period is non-zero and indicates the power of the signal. 
 
If we square the sine wave of Fig. 1.13, the area under the squared signal (1.14) for one period is 40 units 
(2*4*10/2) and the total area under this signal is 40 times the number of periods we wish to count. This is 
called the energy of the signal defined by the area under the signal when squared for a specific time 
length. 
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However, since this sum depends on the time length of the signal, the energy of the signal can become very 
large and as such it was decided that this is not a useful metric.  A better measure is power of the signal. 
The average power of a signal is defined as the area under the squared signal divided by the number of 
periods over which the area is measured.  
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Hence the average signal power is defined as the total signal energy divided by the signal time since N is 
really a measure of time.  The power of a signal is a bounded number and is a more useful quantity than the 
signal energy. 
The root mean square (RMS) level of a signal is the square root of its average power. Since power is a 
function of the square of the amplitude, the RMS value is a measure of the amplitude (voltage) and not 
power.   We can compare the RMS amplitude with the peak amplitude to get an idea of how much the 
signal varies. For some applications such as Orthogonal frequency Division signals (OFDM) the peak to 
average measures are an important metric. 
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The variance of the signal is defined as the power of the signal with its mean removed. Variance of a 
signal is defined as (1.10). 
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For zero-mean signals, the variance of the signal is equal to its power. Equation (1.10) becomes equation 
(1.11) if mean is set to zero. For non-zero mean, variance equals the power minus the mean of the signal.  
Px is also often called the DC power.  

2
x xP xσ μ= −             (1.11) 

We can also talk about instantaneous power, which is the instantaneous amplitude squared at any moment 
in time. Since signal power is changing with amplitude, we also have the concept of peak power.  Peak 
power is the peak amplitude squared. 
Now we define a quantity called bit energy limited over one bit period (this can be a specific number of 
carrier cycles, usually more than one.)  

2 ( )
b

b

Avg x t
E

R
=

⎡ ⎤⎣ ⎦            (1.12)    

For a digital signal, the energy of a bit is equal to the square of the amplitude divided by the bit rate. An 
another way to write this is C/Rb, with C equal to signal power.  If you think about it for a moment, it 
makes intuitive sense. The numerator is the power of the signal at one instant. We take the power and we 
divide it by bit rate and what we get is power in a bit, which we call Eb or energy per bit. It is a way or 
normalizing the energy of the signal. This is a very useful parameter and is used to compare different 
communication designs. 
Random Signals 
Information signals are considered random in nature. When you talk, you produce sounds that are 
essentially random. You don’t repeat words in a predictable manner. So signals containing information are 
not periodic by definition. When compared to the definition of power of a periodic signal, we define the 
power for random processes slightly differently as  

[ ])(2 txEPx =              (1.13) 

which is simply the expected value of the mean squared value of the instantaneous amplitude squared. For 
most communications signals with zero-mean signals, power is not a function of time and is simply the 
second moment or the variance of the signal x(t). 

[ ] VariancetxEPx == )(2            (1.14) 

This is intuitively obvious; a signal with a large variance has large power. What is interesting about this 
relationship is that the variance is also equal to the value of auto-correlation of the signal at zero shift. A 
zero shift means that we take a signal and multiply it by itself, sample by sample. Of course, that is the 
same as squaring each instantaneous amplitude! We can write this relationship as 

P R Variancex x= =( )0          (1.15) 

For these simple relationships to hold for communications signals, certain conditions have to be true about 
them. One such property is called Stationarity. This means that properties of the signal stay put.  This is 
generally true of run of the mill communications signals involving voice data etc. but not for all. If the data 
is non-random, then most equipment will first randomize the data before transmitting. This averages out the 
power peaks and is more benign for the transmitters and receivers. 
For a signal x(t), if the expected value of the signal amplitude, E{x(t)}, does not change over time, then the 
signal is called a stationary signal. If the mean and the co-variance between signal samples. a certain 

signal	has	zero	area	for	N	periods

bit	rate

Signal	Power

Energy	per	bit



Time and Frequency Transforms
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Transforms in signal processing 
One word you hear a lot in signal processing is domain.  The domain refers to the independent parameter 
of the signal in question. When we are looking at signals with amplitude, phase, current etc vs. time, the 
time is the independent variable and this signal is in time-domain. Signals in time-domain are easy to 
understand. The harder one is the frequency domain, which is a transformation of time and where the 
independent variable is frequency. Here we might be looking at distribution of amplitude over various 
frequencies in the signal. In communications, signal processing is done in these two domain or dimensions.  

 
Fig. 1.29 – Frequency and time domain of a signal 
The two domains are just two different views of the signal, one from the time perspective and the other 
from the perspective of the frequency as shown in (1.29). To deal with these dimensions, going back and 
forth between the time domain and frequency domain, we use transform theory.  Every field has its own 
special math and in communication science we use transform theory. A transform is just that, it is a 
mathematical transformation of data from one type to another with the goal of making handling of data 
easier and intuitive.  
Log function is a form of a transform.  It is used extensively in communications to ease multiplication of 
large numbers. Instead of multiplying 1000 by 10000, we take logs which are 3 and 5 respectively and then 
add these to determine the result, much easier than multiplying big numbers. Electronic devices like most 
of us, like adding better than multiplying, so Log transform makes processing easier and faster. 
 
Fourier Transform (FT) and Discrete Fourier Transform (DFT) 
Fourier transform is based on the understanding that a periodic signal that is stationery and ergodic can be 
represented by the sum of various sinusoids. Fig. (1.30b) shows the three sinusoids that form the signal of 
(1.30a). The Fourier transform is just a plot of the amplitude of each of the component frequencies as in 
(1.31) 
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Fig. 1.30a – A periodic signal composed of three sinusoids. 
 

  
Figure 1.30b - Sine wave 1       Figure 1.30c - Sine wave 2 Figure 1.30d - Sine wave 3 
 

 
Fig. 1.31 – View into frequency domain a signal consisting of three sine waves of frequencies 1, 2 and 
3 Hz. 
This fundamental algorithm allows us to look at time-domain signals in frequency-domain and vice-a-
versa. Fourier transform makes the signals easier to understand and manipulate. It does that by recognizing 
that frequency is analogous to time and any signal can be considered a collections of a lot of frequencies of 
different amplitudes, such as the signal shown in (1.30). 
Fourier transform is kind of a de-constructor. It gives us the frequency components which make up the 
signal. Once we know the frequency components of the signal we can use it to manipulate it. 
The Discrete Fourier transform (DFT) operates on discrete samples and is used most often in analysis 
and simulation of signal behavior. 
Laplace transform  
Laplace transform is a general transform of which the Fourier transform is a special case.  Where the 
Fourier transform assumes that the target signal is successfully recreated by sum of constant-amplitude 
sinusoids. Laplace transform basis functions, instead are exponentially enveloped sinusoids as shown in 
figure (1.32). This allows analysis of transient signals.  
An exponential is given by the general expression of  

( ) nx n a=           (1.31) 

 
Chapter One – Fundamentals of Signals        Page 20                                           www.complextoreal.com                           

 
Fig. 1.30a – A periodic signal composed of three sinusoids. 
 

  
Figure 1.30b - Sine wave 1       Figure 1.30c - Sine wave 2 Figure 1.30d - Sine wave 3 
 

 
Fig. 1.31 – View into frequency domain a signal consisting of three sine waves of frequencies 1, 2 and 
3 Hz. 
This fundamental algorithm allows us to look at time-domain signals in frequency-domain and vice-a-
versa. Fourier transform makes the signals easier to understand and manipulate. It does that by recognizing 
that frequency is analogous to time and any signal can be considered a collections of a lot of frequencies of 
different amplitudes, such as the signal shown in (1.30). 
Fourier transform is kind of a de-constructor. It gives us the frequency components which make up the 
signal. Once we know the frequency components of the signal we can use it to manipulate it. 
The Discrete Fourier transform (DFT) operates on discrete samples and is used most often in analysis 
and simulation of signal behavior. 
Laplace transform  
Laplace transform is a general transform of which the Fourier transform is a special case.  Where the 
Fourier transform assumes that the target signal is successfully recreated by sum of constant-amplitude 
sinusoids. Laplace transform basis functions, instead are exponentially enveloped sinusoids as shown in 
figure (1.32). This allows analysis of transient signals.  
An exponential is given by the general expression of  

( ) nx n a=           (1.31) 
 
Chapter One – Fundamentals of Signals        Page 20                                           www.complextoreal.com                           

 
Fig. 1.30a – A periodic signal composed of three sinusoids. 
 

  
Figure 1.30b - Sine wave 1       Figure 1.30c - Sine wave 2 Figure 1.30d - Sine wave 3 
 

 
Fig. 1.31 – View into frequency domain a signal consisting of three sine waves of frequencies 1, 2 and 
3 Hz. 
This fundamental algorithm allows us to look at time-domain signals in frequency-domain and vice-a-
versa. Fourier transform makes the signals easier to understand and manipulate. It does that by recognizing 
that frequency is analogous to time and any signal can be considered a collections of a lot of frequencies of 
different amplitudes, such as the signal shown in (1.30). 
Fourier transform is kind of a de-constructor. It gives us the frequency components which make up the 
signal. Once we know the frequency components of the signal we can use it to manipulate it. 
The Discrete Fourier transform (DFT) operates on discrete samples and is used most often in analysis 
and simulation of signal behavior. 
Laplace transform  
Laplace transform is a general transform of which the Fourier transform is a special case.  Where the 
Fourier transform assumes that the target signal is successfully recreated by sum of constant-amplitude 
sinusoids. Laplace transform basis functions, instead are exponentially enveloped sinusoids as shown in 
figure (1.32). This allows analysis of transient signals.  
An exponential is given by the general expression of  

( ) nx n a=           (1.31) 

 
Chapter One – Fundamentals of Signals        Page 20                                           www.complextoreal.com                           

 
Fig. 1.30a – A periodic signal composed of three sinusoids. 
 

  
Figure 1.30b - Sine wave 1       Figure 1.30c - Sine wave 2 Figure 1.30d - Sine wave 3 
 

 
Fig. 1.31 – View into frequency domain a signal consisting of three sine waves of frequencies 1, 2 and 
3 Hz. 
This fundamental algorithm allows us to look at time-domain signals in frequency-domain and vice-a-
versa. Fourier transform makes the signals easier to understand and manipulate. It does that by recognizing 
that frequency is analogous to time and any signal can be considered a collections of a lot of frequencies of 
different amplitudes, such as the signal shown in (1.30). 
Fourier transform is kind of a de-constructor. It gives us the frequency components which make up the 
signal. Once we know the frequency components of the signal we can use it to manipulate it. 
The Discrete Fourier transform (DFT) operates on discrete samples and is used most often in analysis 
and simulation of signal behavior. 
Laplace transform  
Laplace transform is a general transform of which the Fourier transform is a special case.  Where the 
Fourier transform assumes that the target signal is successfully recreated by sum of constant-amplitude 
sinusoids. Laplace transform basis functions, instead are exponentially enveloped sinusoids as shown in 
figure (1.32). This allows analysis of transient signals.  
An exponential is given by the general expression of  

( ) nx n a=           (1.31) 

 
Chapter One – Fundamentals of Signals        Page 20                                           www.complextoreal.com                           

 
Fig. 1.30a – A periodic signal composed of three sinusoids. 
 

  
Figure 1.30b - Sine wave 1       Figure 1.30c - Sine wave 2 Figure 1.30d - Sine wave 3 
 

 
Fig. 1.31 – View into frequency domain a signal consisting of three sine waves of frequencies 1, 2 and 
3 Hz. 
This fundamental algorithm allows us to look at time-domain signals in frequency-domain and vice-a-
versa. Fourier transform makes the signals easier to understand and manipulate. It does that by recognizing 
that frequency is analogous to time and any signal can be considered a collections of a lot of frequencies of 
different amplitudes, such as the signal shown in (1.30). 
Fourier transform is kind of a de-constructor. It gives us the frequency components which make up the 
signal. Once we know the frequency components of the signal we can use it to manipulate it. 
The Discrete Fourier transform (DFT) operates on discrete samples and is used most often in analysis 
and simulation of signal behavior. 
Laplace transform  
Laplace transform is a general transform of which the Fourier transform is a special case.  Where the 
Fourier transform assumes that the target signal is successfully recreated by sum of constant-amplitude 
sinusoids. Laplace transform basis functions, instead are exponentially enveloped sinusoids as shown in 
figure (1.32). This allows analysis of transient signals.  
An exponential is given by the general expression of  

( ) nx n a=           (1.31) 

+ +

FFT



Time and Frequency Transforms

Frequency Spectrum is the plot of the  
amplitude projected onto  
the complex exponential eωt 

e.g. cos(ωt)

ω (rad/sec)

|A|

0.50.5

Fourier Transform transforms a  
signal that has a physical sine and  
cosine representation into a space  
of complex exponentials eωt



Time and Frequency Transforms

Complextoreal

How to visualize complex exponentials? 



I-Q Signal Representation

http://www.ni.com/tutorial/4805/en/

=> (IQ)



I-Q Signal Representation
Precisely varying the phase of a high-frequency carrier sine wave in a hardware circuit 
according to an input message signal is difficult.

https://www.allaboutcircuits.com/textbook/radio-frequency-analysis-design/

https://www.allaboutcircuits.com/textbook/radio-frequency-analysis-design/
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1Phase of the signal tan I
Q

−=  

In itself, this is simple enough but gets confusing when related to modulation as 
we shall see. 

Symbols, bits and bauds 
A symbol is quite apart from a bit in concept although both can be represented by 
sinusoidal or wave functions. Where bit is the unit of information, the symbol is a 
unit of transmission energy. It is the representation of the bit that the medium 
transmits to convey the information. Imagine bits as widgets, and symbols as 
boxes in which the widgets travel on a truck. We can have one widget per box or 
we can have more. Packing of widgets (bits) per box (symbols) is what 
modulation is all about. 

In communications, the analog signal shape, by pre-agreed convention, stands for 
a certain number of bits and is called a symbol. 

   

 

Each of these is one bit
of information, 0's and
1's.

This is a carrier symbol
that represents one
information bit.

Time

Carrier amplitudeBit baseband amplitude

Process of modulation
converts bits to symbols.

Digital world of bits and
information

Analog world of signal
symbols

 

 

Figure 8 – Digital information travels on analog carrier 

A symbol is just a symbol. It can stand for any number of bits, not just one bit. 
The bits that it stands for are not being transmitted, what is transmitted is the 
symbol or actually the little signal packet shown above. The frequency of this 
packet is usually quite high. The 1 Hz signal shown above is just an abstraction.  

A baud is same as the symbol rate of a communication system. So if we send 200 
bauds, then we are send 200 symbols per second. 

PSK modulations 

BPSK 
Let’s imagine a ship lost at sea with no communication system. It sees an airplanes flying 
overhead and wants to communicate its plight to the airplane while it is overhead. The 
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wave and we call it the signal. The signal has the unfortunate luck of getting 
corrupted by noise as it travels. 

In ASK, the amplitude of the carrier is changed in response to information and all 
else is kept fixed. Bit 1 is transmitted by a carrier of one particular amplitude. To 
transmit 0, we change the amplitude keeping the frequency constant. On-Off 
Keying (OOK) is a special form of ASK, where one of the amplitudes is zero as 
shown below.  

 

 

Figure 1 - Baseband information sequence – 0010110010 

ASK t s t ft( ) ( )sin( )= 2π  

 

Figure 2 - Binary ASK (OOK) signal 

In FSK, we change the frequency in response to information, one particular 
frequency for a 1 and another frequency for a 0 as shown below for the same bit 
sequence as above. In the example below, frequency f1 for bit 1 is higher than f2 
used for the 0 bit. 

FSK t
f t for bit
f t for bit

( )
sin( )
sin( )

=
⎧
⎨
⎩

2 1
2 0

1

2

π
π

   1 
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Figure 3 - Binary FSK singnal 

In PSK, we change the phase of the sinusoidal carrier to indicate information. 
Phase in this context is the starting angle at which the sinusoid starts. To transmit 
0, we shift the phase of the sinusoid by 180°. Phase shift represents the change in 
the state of the information in this case. 

sin(2 ) 1
( )

sin(2 ) 0
f t for bit

PSK t
f t for bit
π

π π
⎧

= ⎨ +⎩
    2 

 

Figure 4 - Binary PSK Carrier (Note the 180° phase shifts at bit edges) 

ASK techniques are most susceptible to the effects of non-linear devices which 
compress and distort signal amplitude. To avoid such distortion, the system must 
be operated in the linear range, away from the point of maximum power where 
most of the non-linear behavior occurs. Despite this problem in high frequency 
carrier systems, Amplitude Shift Keying is often used in wire-based radio 
signaling, both with or without a carrier.  

ASK is also combined with PSK to create hybrid systems such as Quadrature 
Amplitude Modulation (QAM) where both the amplitude and the phase are 
changed at the same time. 

What is digital, what is analog? 
There are three parts to a communications system. 

1. The information, also called the baseband 

 
 
Copyright 2002 Charan Langton , revised Dec 2005  www.complextoreal.com 

All About Modulation – Part I 
   

2

wave and we call it the signal. The signal has the unfortunate luck of getting 
corrupted by noise as it travels. 

In ASK, the amplitude of the carrier is changed in response to information and all 
else is kept fixed. Bit 1 is transmitted by a carrier of one particular amplitude. To 
transmit 0, we change the amplitude keeping the frequency constant. On-Off 
Keying (OOK) is a special form of ASK, where one of the amplitudes is zero as 
shown below.  

 

 

Figure 1 - Baseband information sequence – 0010110010 

ASK t s t ft( ) ( )sin( )= 2π  

 

Figure 2 - Binary ASK (OOK) signal 

In FSK, we change the frequency in response to information, one particular 
frequency for a 1 and another frequency for a 0 as shown below for the same bit 
sequence as above. In the example below, frequency f1 for bit 1 is higher than f2 
used for the 0 bit. 

FSK t
f t for bit
f t for bit

( )
sin( )
sin( )

=
⎧
⎨
⎩

2 1
2 0

1

2

π
π

   1 

 
 
Copyright 2002 Charan Langton , revised Dec 2005  www.complextoreal.com 



Modulation Techniques

All About Modulation – Part I 
   

3

 

Figure 3 - Binary FSK singnal 

In PSK, we change the phase of the sinusoidal carrier to indicate information. 
Phase in this context is the starting angle at which the sinusoid starts. To transmit 
0, we shift the phase of the sinusoid by 180°. Phase shift represents the change in 
the state of the information in this case. 

sin(2 ) 1
( )

sin(2 ) 0
f t for bit

PSK t
f t for bit
π

π π
⎧

= ⎨ +⎩
    2 

 

Figure 4 - Binary PSK Carrier (Note the 180° phase shifts at bit edges) 

ASK techniques are most susceptible to the effects of non-linear devices which 
compress and distort signal amplitude. To avoid such distortion, the system must 
be operated in the linear range, away from the point of maximum power where 
most of the non-linear behavior occurs. Despite this problem in high frequency 
carrier systems, Amplitude Shift Keying is often used in wire-based radio 
signaling, both with or without a carrier.  
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Where ps(t) is the pulse shaping function. In digital phase modulation, the phase of the 
sinusoid is modified in response to a received bit. The changing phase is shown in blue. 
A sinusoid can go through a maximum of 2π phase change in one period. So the 
maximum phase we can change at any one time is 180°. We can use M quantized levels 
of 2π, to create a variety of PSK modulation. The variable i is a number from 1 to M. The 
allowed phases are given by 
 

Modulation angles 
M
i

i
πθ 2

=    7 

 
M stands for the order of the modulation. M = 2, makes this a BPSK, M = 4 is QPSK, M 
= 8, 8PSK and so on.  Following diagram shows three of these modulations and their 
“constellations.” A rotation of the second resulting in the third figure does not change the 
modulation, its power or performance. These modulation are called rotationally invariant. 
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Figure 12 – M-PSK modulations, a. BPSK, b. QPSK, c. also QPSK, d. 8PSK 
 
For baseband PSK signals, we use a square pulse. The pulse has an amplitude of A. The 
energy in this pulse is equal to the power of the signal times the duration, T it lasts. 
Power is equal to A2 with R = 1 ohm and T is the symbol time. 
 

T

A

t  
 

2
1

2TAE ==  

T
A 1
=  

 
Which gives this equation for the pulse; the pulse has this amplitude over a period T secs. 
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Frequency and Bandwidth of a Signal

Note: Different modulation techniques will require 
different bandwidths for the same data rate.

ASK



Frequency and Bandwidth of a Signal

Negative frequencies, complex representation :D 

http://whiteboard.ping.se/SDR/IQ 

FSK

http://whiteboard.ping.se/SDR/IQ
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Negative frequencies, complex representation :D 
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Complexity Only Increases E.g. OFDM
Orthogonal Frequency-Division Multiplexing

E.g., LTE…





Building Blocks of a Wireless System

direction of the receiver. The environment then makes a complete mess of the nice
transmitted signal.

The receive antenna converts the propagating wave, and much of the other junk in the
environment, into a voltage, which the receiver filters, amplifies, and demodulates to
recover something bearing a resemblance to the original input signal. Let us briefly
discuss each of these components of the link. The transmitter must be designed to
operate at the desired frequency. High frequencies offer more absolute bandwidth (and
thus more data) for the same percentage bandwidth and can use smaller antennas.
However, more advanced and expensive components are needed. The choice of
frequency is usually strongly constrained by regulatory requirements, cost, and
mechanical limitations. The bandwidth of the transmitted signal must be large enough,
in combination with the expected (S/N), to provide the desired data rate, but one is
again typically constrained by the requirements of regulatory bodies and by the choices
made in separating the available band into chunks available for specific users:
channelization. For example, 802.11b operates within the ISM band from 2.4 to
2.483 GHz. The total bandwidth is thus 83 MHz. However, the available bandwidth is
partitioned into three noninterfering 25-MHz slots to allow three multiple
noninterfering networks in the same place. Within each channel, the actual signal
energy is mostly contained in a region about 16 MHz wide and can carry up to 11 Mbps.
The transmitter can be designed with various architectures, denoted by the nature of
the frequency conversion operations used to get the data onto the carrier. The
modulation of the carrier by the data can take place in a single step (a direct conversion

transmitter) or multiple steps (a superheterodyne transmitter). The modulated signal

Figure 2-40: Element of a Radio Link
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Antennas and Propagation

omni/dipole yagi horn cantenna



Antennas and Propagation

• Gain vs Beamwidth

©D.	Adamy,	A	First	Course	on	Electronic	Warfare
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peak	power

 
peak	power



Phased Arrays (Beam steering antennas)
- phase of the signal to each antenna is adjusted such that all 
the signals will be in phase when viewed from a certain 
direction

- can steer the antenna array to transmit signals or receive 
signals from specific direction

Example applications 

- MIMO (e.g., 802.11ac, 
5G,..)


- selective target jamming

Can they be used to achieve 
security (e.g., confidentiality)?
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Generic Transmitter Architecture

at the IF than at the original RF frequency. The choice of an IF is a trade-off between
selectivity, filtering, requirements on the LO, and component cost; we discuss this issue,
frequency planning , in section 3.

The performance of a superhet receiver is dominated by certain key elements. The low-
noise amplifier (LNA) is the main source of excess noise and typically determines the
sensitivity of the radio. The cumulative distortion of all the components (amplifiers and
mixers) before the channel filter plays a large role in determining how selective the
receiver is: a distorted interfering signal may acquire some power at the wanted
frequency and sneak through the channel filter. Finally, enough gain adjustment must
be provided to allow the output signal to lie within the operating limits of the ADC,
which are typically much narrower than the range of input RF powers that will be
encountered.

A superhet transmitter is the opposite of a receiver: the I and Q baseband signals are
mixed to an IF, combined, and then after amplification and filtering converted to the
desired RF (Figure 4-3; again we show only one branch of the baseband for clarity). In a
WLAN radio, the IF is generally the same for both transmit and receive to allow the use
of a single channel filter in both directions and to share LOs between transmit and
receive functions.

As with the superhet receiver, in the transmitter all components before the final mixer
operate at fixed frequencies (baseband or IF). The final mixer and amplifiers must
operate over the whole RF bandwidth desired. The transmitter performance is often
dominated by the power amplifier. Distortion in the power amplifier causes radiation of
undesired spurious signals, both into neighboring channels and into other bands. To

Figure 4-3: Block Diagram of a Superheterodyne Transmitter

DOBKIN: Basics of Wireless Communications Final Proof 1.10.2004 11:03am page 111
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Key Properties: Transmitted power, carrier frequency, information 
bandwidth, modulation type



Generic Receiver Architecture

the RF signal to IF and the IF signal to a baseband (‘‘0’’ frequency) output. The band
select filter typically accepts the whole RF band of interest (e.g., the whole 2.4- to 2.483-
GHz ISM band), and the following amplifiers should work over this band. The first local

oscillator (LO) must be tunable. The IF is the difference between the wanted RF
frequency and the LO frequency; to receive, for example, channel 1 at 2412 MHz, we set
the LO at (2412—374) ¼ 2038 MHz. However, once this conversion is complete, the IF
is always the same, and DC is DC: all other radio parts can be fixed in frequency.
(In modern radios, the baseband filters may have adaptive bandwidths to improve
performance in varying conditions.)

The use of an IF has a number of benefits. In most cases, we’d like to listen to signals on
a particular channel (e.g., channel 1 at 2.412 GHz) and not neighboring channels. An
electrical filter circuit is used to select the wanted channel from all channels. The task of
filtering is much easier if it is performed at the IF rather than the original RF frequency.
For example, a 20-MHz channel represents 0.83% of the RF frequency of 2.4 GHz
but 5% of the 374-MHz IF; it is both plausible and true that distinguishing two
frequencies 5% apart is much easier than the same exercise for a 1% difference.
Furthermore, a radio needs to allow tuning to different channels: a user would hardly be
thrilled about having to buy three radios to make use of the three channels in the ISM
band. It is difficult to accurately tune a filter, but in a superhet architecture we don’t
need to: we can tune the frequency of the LO instead. The fact that the IF is fixed also
makes it easier to design amplifiers and other circuitry for the IF part of the radio.
Finally, all other things being equal, it is easier to provide a given amount of gain at a
low frequency than at a high frequency, so it costs less to do most of one’s amplification

Figure 4-2: Block Diagram of a Superheterodyne Receiver
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Key Property: Receiver sensitivity (depends on the antenna, 
low noise amplifier, mixer)



Software Defined Receivers (SDR)
• low-cost (starts from $20)

• traditional components such as mixers, amplifiers, modulator, 

demodulators implemented in software

• signal processed in PC

• flexible, low-power…

increasingly important in modern day electronic warfare
e.g., GPS spoofing now possible with less than $100



Security of Wireless Networks 
(a few pointers)



Wireless Networks
• We step back now. Do we need encryption/MACs/signatures 

to protect confidentiality and authenticity of messages in 
wireless networks?

A

M

m’

B

mA

mB

• Can the attacker eavesdrop and insert/modify 
messages on a wireless channel?


• And why is the arrow pointing at B?

?



Radio Signal Propagation and Losses
• Channel equation: Calculating the signal strength at the receiver 

©D.	Adamy,	A	First	Course	on	Electronic	Warfare

Effec*ve	Radiated	Power

Under	a(acker’s	control!!!

Under	a(acker’s  
control!!!

Might	be	under	a(acker’s	control!!!



Wireless Communication: Basics
• Communication frequencies are typically known 

• If not, can be discovered by broadband receivers 
• We can try to “run or hide” (FHSS,DSSS) 
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Wireless Communication: Basics
• Decibel: dB, dBi, dBm, ...


• dBm  = dB value of signal strength / 1 miliwatt (mW) 
used to describe signal strength.


• dBW = dB value of signal strength / 1 watt (W)	 	  
used to describe signal strength.


• dBi = dB value of antenna gain relative to the gain of an isotropic antenna 
(0dBi is the gain of an isotropic antenna)


• A linear number is converted into dB, by the following formula:

• N(dB)=10log10(N)

• N(dBm)=10log10(N/1mW)

• e.g. 1W = +30dBm

• Note: log(x)+log(y)=log(xy); 

log(x)-log(y)=log(x/y) 
• A linear number is converted into dB, using the following formula:

• N(dB) = 10log10(N)

• N(dBm) = 10log10(N/1mW)

• e.g. 1W = +30dBm



Wireless Communication: Basics

• Channel equation:  
• Example

• Transmitted Power (1W) = +30 dBm

• Transmitting Antenna Gain = +10 dB

• Spreading Loss = 100 dB 
• Atmospheric Loss = 2 dB

• Receiving Antenna Gain = +3 dB 
• Received Power  

= +30dBm + 10 dB – 100 dB – 2 dB + 3 dB  
= -59 dBm

•  
Receiver sensitivity: The weakest signal from which the 
receiver can still provide the proper specified output. 
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Wireless Communication: Basics

• Propagation of EM radiation 
• In free space the power density of an EM wave obeys the 

inverse-square law wrt the distance from the source: 
                                     p ∝1/d2 

• Confidentiality

• Reduce transmission power

• “Make sure” that the attacker is not “too close”


• Authentication 
• Attacker is “too far” to be able to send/modify 

messages!

• Does that work?



Wireless Communication: Basics

• Calculation (freespace LoS): Ls(dB)=32.4+20log10(d in km)+20log10(f) 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• Spreading losses:



Wireless Communication: Basics
• Confidentiality

• Reduce transmission power

• “Make sure” that the attacker is not “too close”


• Authentication 
• Attacker is “too far” to be able to send/modify messages!


• Does that work? Sometimes, Generally NO!  
• Bluetooth communication >1km

• WiFi > 10km 



Wireless Communication: Basics
• Is this important?

• Yes, if e.g., you want to do e-banking over your WiFi 

- integrity/confidentiality (security) 

• You can get fined if you don’t secure access to your 

network - personal liability (DE) - regulatory

• If you had an RF-enabled implant it might be (most 

are today!) - safety 
• YES, if an application is security/safety critical 

• Encryption and MAC/signatures will help? Yes, but ...  



Wireless Communication: Basics
• Encryption and MAC/signatures will help? Yes, but ...  

• Let’s introduce authentication and confidentiality

• Example: Passive Keyless Entry and Start Systems

Active keys 
Need to be close (<100m) and press  

a button to open the car.

Physical key to start the car.  

Passive Keyless Entry and Go 
Need to be close (<2m) and the car opens.


Need to be in the car to start the car.

No need for human action! 

Passive Keyless Entry and Start System: 

• The key is “in the pocket” and when the user is near, the car opens

• When the key is in the car, the car can be started by pressing an ignition button)


• Implemented by all major car manufacturers



Wireless Communication: Basics
• Example: Passive Keyless Entry and Start Systems 
• Sketch of the protocol: 

Fresh	Challenge	 
(LF,	120-135	KHz)	

Reply	(Authen*c	and	Confiden*al)		 
(UHF,	315-433	MHz)	

short	range	(<2m)

long	range	(<100m)
If	the	correct	key	 
is	authenZcated,	 
open	the	door.

What	is	wrong	with	this	protocol?



Wireless Communication: Basics
• Example: Passive Keyless Entry and Start Systems 
• Problem: An attacker relays all communication  

• Wired or Wireless

Relay	A5acks	on	Passive	Keyless	Entry	and	Start	 
Systems	in	Modern	Cars	 
NDSS	2011

Attacker 1 Attacker 2

Attacker 1

Attacker 2

30 cm

2-8 m



Wireless Communication: Basics

• Example: Passive Keyless Entry and Start Systems 
• Problem: An attacker relays all communication

The	range	should	have	been	<2m!



Wireless Communication: Basics

• Example: Passive Keyless Entry and Start Systems 
• Is this a sophisticated attack? 



Wireless Communication: Basics

• Example: Passive Keyless Entry and Start Systems 
• Countermeasures:

• Shield the key (immediate)

• Remove the battery key (immediate)


• Build a new system (e.g., based on distance 
bounding) 
uses time as a side information to check the 
distance / detect the attack



Wireless Communication: Basics

• Example: Passive Keyless Entry and Start Systems 
• Wait, was this even an attack? 

• What kind of authentication are we talking about here?  

Message? Entity? 

• Which security properties does this protocol verify?


• PKES systems assume that communication implies physical 
proximity - and this is NOT correct  

• Property needed: authenticated proximity verification 

• Property verified: message authentication


