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…	

IoT,	Smart	Homes,	Smart	Healthcare,	Smart	Grids,	Smartphones,	Drones,	
Autonomous	Cars,	Vehicular	Networks,	Cyber-Physical	Systems,	…		

Various Internet Sources.
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• 24 satellites at ~ 20,200 Km above 
earth. Each satellite transmits 
navigation messages containing its 
location and precise time of 
transmission 

• Unique pseudorandom codes are used 

• GPS receiver measures each 
navigation message’s arrival time and 
estimates its distance to the satellite.  

• Receiver’s position and time is 
calculated using trilateration

GPS 



Global Positioning System (GPS)
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FIGURE 2.9. GPS navigation data structure. Each subframe containing 300 bits lasts 6 s.
Subframes 1, 2, and 3 repeat every 30 s while subframes 4 and 5 have 25 versions before re-
peating. That is, the entire navigation message repeats after 12.5 minutes. Courtesy: Frank
van Diggelen.

navigation data. Figure 2.9 shows the overall structure of an entire navigation
message.

The basic format of the navigation data is a 1500-bit-long frame containing 5
subframes, each having length 300 bits. One subframe contains 10 words, each
word having length 30 bits. Subframes 1, 2, and 3 are repeated in each frame. The
last subframes, 4 and 5, have 25 versions (with the same structure, but different
data) referred to as page 1 to 25. With the bit rate of 50 bps, the transmission of
a subframe lasts 6 s, one frame lasts 30 s, and one entire navigation message lasts
12.5 minutes.

2.6.1 Telemetry and Handover Words
The subframes of 10 words always begin with two special words, the telemetry
(TLM) and handover word (HOW) pair.

TLM is the first word of each subframe and it is thus repeated every 6 s. It
contains an 8-bit preamble followed by 16 reserved bits and parity. The preamble
should be used for frame synchronization.

HOW contains a 17-bit truncated version of the time of week (TOW), followed
by two flags supplying information to the user of antispoofing, etc. The next three
bits indicate the subframe ID to show in which of the five subframes in the current
frame this HOW is located.

http://www.gps.gov/technical/ps/1995-SPS-signal-specification.pdf

- Satellite clock
- Ephemeris (precise satellite orbit)
- Almanac component
(satellite network synopsis, error correction  
e.g., ionospheric delay error )

http://www.gps.gov/technical/ps/1995-SPS-signal-specification.pdf
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wikipedia

1575.42 MHz (L1);  
1227.60 MHz (L2).

- C/A (Coarse Acquisition) codes: Gold Codes, 1023 chips, transmitted at 1.023 Mbits 
(i.e., repeats every 1ms), uses L1 only
- P (precision) codes: 6.1871 × 1012 chips long, transmitted at 10.23 Mbit/s,  
(i.e. repeats once a week), uses L1 and L2 only
- Y (P(Y)) code: encrypted P code (modulated with secret W code)
- new: L2C, L1C, …
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wikipedia

1575.42 MHz (L1);  
1227.60 MHz (L2).

- C/A (Coarse Acquisition) codes: Gold Codes, 1023 chips, transmitted at 1.023 Mbits 
(i.e., repeats every 1ms), uses L1 only
- P (precision) codes: 6.1871 × 1012 chips long, transmitted at 10.23 Mbit/s,  
(i.e. repeats once a week), uses L1 and L2 only
- Y (P(Y)) code: encrypted P code (modulated with secret W code)
- new: L2C, L1C, …

Civilian navigation messages lack 
any form of signal authentication
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GPS Signal Spoofing Attack
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• Attacker transmits specially crafted 
signals identical to satellite signals but at 
higher power to overshadow legitimate 
satellite signals 

• either modify the navigation 
message contents or 
manipulate the time of arrival 

• Receiver computes a false location 
based on the attacker’s spoofing signals 

• Increasing availability of commercial 
GPS signal generators and low-cost 
radio hardware. 
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Classification of GPS spoofing attacks
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Classified based on the attacker’s ability to 

• Synchronize the spoofing signals to the legitimate 
signals (Coherent or Non-coherent attacker) 

• Manipulate the contents of the navigation message

Customised
spoofer

a) b)

GPS receiver

Signal spoofer

COTS GPS simulator Customised spoofer
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AJacker	either	modifies	the	navigaIon	message	contents	or	
manipulates	the	Ime	of	arrival	

Civilian	GPS	are	not	authenIcated	and	can	be	generated	OR	delayed  
Military	GPS	signals	can	only	be	delayed

p’ (spoofed location) 

p (true location) 

enlarged ranges 

GPS	spoofing



Detec%ng	GPS	Spoofing



Countermeasures
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• Adding cryptographic authentication to the navigation messages 

• Non-Cryptographic countermeasures 

• Spatial characteristics of the received signal (e.g., direction 
of arrival, carrier phase measurements)  

• Other physical-layer characteristics of the received GPS 
signals (e.g., received signal strength, AGC ) 

• Additional sensors or receivers to validate the estimated 
position, velocity and time.



Angle of arrival
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Monitoring	Signal	CharacterisIcs



Monitoring	Signal	CharacterisIcs
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Variation of noise values due to GPS spoofing

Spoofing	DetecIon	without	changes	to	GPS		
• Monitor	AGC,	Noise	level,	#	of	satellites	
• AutocorrelaIon	Peak	DistorIon		
• SpaIal	Diversity	(AoA,	…)
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SPREE:	Auxiliary	Peak	Tracking
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• SPoofing	REsistant	GPS	rEceiver	(SPREE),	the	first	GPS	receiver	capable	
of	detecIng	(up	to	an	accuracy)	all	known	spoofing	aJacks.	

• A	novel	auxiliary	peak	tracking	technique	enables	detecIon	of	a	
seamless	takeover	aJacks	(tracks	all	peaks	…)

DetecIng	Spoofing	With	a	Single	Receiver?	
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• SPoofing	REsistant	GPS	rEceiver	(SPREE),	the	first	GPS	receiver	capable	
of	detecIng	(up	to	an	accuracy)	all	known	spoofing	aJacks.	

• A	novel	auxiliary	peak	tracking	technique	enables	detecIon	of	a	
seamless	takeover	aJacks	(tracks	all	peaks	…)

• SPREE	is	based	on	GNSS-SDR	and	open	source	[2016]: 
hJps://www.spree-gnss.ch/	  
MobiCom	2016

DetecIng	Spoofing	With	a	Single	Receiver?	

https://www.spree-gnss.ch/
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• Our	own	GPS	simulators	
• TEXAS	Spoofing	BaJery	(TEXBAT)	

• de-facto	standard	of	publicly	 
available	spoofing	traces	 
(includes	seamless	takeover	aJack)	

• Wardriving

GPS
traces

config 
file

Spoofing Resistant 
GPS Receiver 

(SPREE)

Fig. 8. Evaluation Setup: A configuration file specified vital system param-
eters such as input source, source signal sampling rate and configuration of
the spoofing detection module.

including those needed by the spoofing detection module. In
our evaluations, the GPS signal traces (spoofing and clean)
were recorded and stored in files and later input to SPREE.
First, we describe the various GPS signal traces that were used
in evaluating SPREE’s effectiveness against spoofing attacks.
We then proceed to evaluate the effectiveness of each of our
spoofing detection modules against the attackers described in
Section III. Finally, we summarize the results and show that
SPREE detects all spoofing attacks described in literature.

A. GPS Traces

We evaluated SPREE against three different sets of GPS
signals: (i) The Texas Spoofing Battery (TEXBAT) [17], (ii)
signals recorded through our own wardriving effort and (iii)
spoofing signals generated using COTS GPS simulators.

Texas Spoofing Test Battery (TEXBAT): TEXBAT [17]
is a set of digital recordings containing both static and
dynamic civilian GPS spoofing tests conducted by the
University of Texas at Austin. TEXBAT is the de-facto
standard for testing spoofing resilience of GPS receivers.
TEXBAT includes two clean data sets, one each for a static
and dynamic receiver setting, in addition to eight spoofing
scenarios based on the location and time of the clean GPS
traces. One scenario replicates the case where the attacker
has physical access to the targets antenna and can thus
completely remove the authentic signals and replace them
with his counterfeit signals. All other scenarios perform a
take-over attack where either the time or position of the
target is spoofed. TEXBAT also includes a scenario were
an security code estimation and replay (SCER) attack [16]
is performed. In an SCER attack, the attacker attempts to
guess the value of the navigational data bit in real time.
The spoofing signals are closely code-phase aligned with
the authentic signals. However, the carrier phase alignment
of the spoofing signals with the authentic signals depends
on the scenario. For example, when the attacker attempts
to spoof the victim receiver’s position or time, the carrier
phase is manipulated such that the rate of change of spoofing
signal’s carrier phase equals that of the authentic signal. In
two spoofing scenarios, the carrier phase of the spoofing
signal is also aligned to the authentic GPS signals during
the take over. We note that, such carrier-phase alignment is

Fig. 9. Our wardriving setup with a front-end consisting of a (1) a active
conical GPS antenna and a (2) USRP N210R4. The signals were recorded
using a (3) laptop. The recording were periodically moved to an (4) external
hard disk.

possible only under controlled laboratory conditions due to
the precise cm-level position knowledge that is required by
the attacker. In other scenarios the attackers signals’ carrier
phase is either proportional to the code phase change (Code
Phase Proportional) or the initial phase offset between the
counterfeit signals and the authentic signals is maintained
throughout the spoofing scenario (Frequency Lock mode). We
test SPREE and present our results even against such a strong
attacker. In addition, the TEXBAT scenarios include varying
levels of spoofing to authentic signal power advantage. We
summarize the properties of the TEXBAT dataset in Table III.

Wardriving: In addition to using TEXBAT scenarios, we
collected our own authentic GPS traces through an extensive
wardriving effort. The setup used for recording the GPS
signals during the wardriving effort is shown in 9. The front
end of the setup consists of an active conical GPS antenna
with a 25 dB gain. A bias-tee that outputs 5V powers the
antenna’s amplifier. We followed a two-step procedure to
record GPS signals. First, we used a custom script that
detected any satellite signals present in real-time. Once
satellite signals were detected, we switched to the recording
mode where we started recording raw signals without any
processing into an external hard disk. The signals were
recorded as complex signals with a sampling rate of 10MHz.
The setup itself was powered through the car’s power outlet.
GPS signals were recorded at various locations over a
distance of over 200 km. The locations were as follows:
(i) An open field, (ii) parking lot of a small village, (iii)
driving on a highway, (iv) driving inside a city, (v) inside a
city with neighbouring tall buildings and (vi) inside a forest
with dense tree cover. We used the wardriving dataset to
evaluate SPREE’s behaviour in a non-adversarial scenario and
determine how reliable are the proposed spoofing detection
with respect to false triggers.

GPS Simulator: We also evaluated SPREE against our own
spoofing signals generated using commercial off the shelf
GPS simulators. Specifically we used Spectracom’s GSG-5
Series advanced GPS simulator [2] in order to generate our
spoofing traces. One of the key features of the simulator

GPS	Signal	Traces

Results	So	Far	…	

12

3

4
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All	spoofing	a@acks	>1km	detected!	(DY	adversary)	
(peak	separaHon	clearly	disHnguishable	from	mulH-path)



Detec%ng	GPS	Spoofing	using	Mul%ple	Receivers



Leveraging	SpaIal	Diversity	

AJacker	transmits	omnidirecIonally		
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-	Tippenhauer,	Popper,	Rasmussen,	Capkun,		On	the	requirements	for	successful	GPS	spoofing	a@acks,	ACM	CCS	2011	



Leveraging	SpaIal	Diversity	
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“The	 GPS	 Group	 Spoofing	 Problem	 is	 the	 problem	 of	 finding	
combinaIons	of	GPS	signals	(sent	by	the	aJacker),	transmission	6mes	
(at	 which	 the	 spoofing	 signals	 are	 sent),	 and	 spoofer	 loca6ons	 such	
that	 the	 locaIon	 or	 Ime	 of	 each	 vicIm	 is	 spoofed	 to	 the	 desired	
locaIon/Ime.”



SpaIal	Diversity	Constrains	the	AJacker

Shows	the	locaIons	where	the	aJacker	can	place	spoofers	to	
successfully	spoof	(assuming	omnidirecIonal	aJacker).

0
4

8
12

16
20

x

–4
–2

0
2

4

y

–15
–10

–5
0
5

10
15

z

(a) 2 receivers

0
4

8
12

16
20

x

–4
–2

0
2

4

y

–15
–10

–5
0
5

10
15

z

(b) 3 receivers

0
4

8
12

16
20

x

–4
–2

0
2

4

y

–15
–10

–5
0
5

10
15

z
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Figure 5: Visualization of possible attacker placements. For (a) two victims, all points on the hyperboloid are viable solutions; for (b)
three victims the solutions lie on a curve (red/white intersection); and (c) for four victims only two points are viable solutions (white
dots).

and L

A
3 = (�2, 2, 0) for the claimed satellite positions in the GPS

messages. This determines three hyperboloids relative to P1 and
P2 based on b

0
112, b0212, and b

0
312.

Result 3. A necessary condition for a successful GPS group spoof-
ing attack is that 8Vj , Vk, 8si, b0ijk  |Pj � Pk| .

In other words, the difference b

0
ijk of the perceived pseudoranges

of each signal sAi at any two spoofed victim locations L

0
j and L

0
k

must be smaller than or equal to the distance between the victims’
physical locations Pj and Pk. From Equation 11 and the triangle
inequality it follows that bijk  |Pj � Pk|. Since it must hold that
b

0
ijk = bijk, if b0ijk > |Pj�Pk| for any si, then there is no possible

solution for the attacker’s placement PA
i . Thus we get

|Pj � Pk| � |L0
j � L

A
i |� |L0

k � L

A
i |+�0

j ��0
k (13)

as a necessary condition for a successful attack.

As we know from Result 2, for two victims, all possible an-
tenna placements for the attacker lie on a hyperboloid defined by
Pj , L

0
j , �

0
j and L

A
i . We will now extend this result to the case of

three and more victims. In the following, we assume that b0ijk 
|Pj �Pk| is fulfilled 8Vj , Vk and 8si, i. e., it is physically possible
to spoof the locations of the receivers.

Result 4. In a GPS group spoofing attack on three victims V1, V2, V3

to specific locations L

0
j and time offsets �

0
j , all possible attacker

placements PA
i lie on the intersection of two hyperboloids defined

by b

0
i12, b

0
i13.

This can be shown by constructing two hyperboloids using b

0
i12

and b

0
i13 as in Result 2. Both hyperboloids yield the possible place-

ments of attacker’s antennas to achieve the correct pseudorange for
V1, V2 or V1, V3, respectively. Each point on the intersection of the
two hyperboloids has a specific �

A
i and is at the correct distance to

all three victims. Therefore, all points of this space curve are valid
P

A
i to solve the group spoofing problem.

We can extend our example from Result 2 by a third victim
placed at P3 = (1, 5, 0), which is spoofed to L

0
3 = (1, 1, 0) with

�

0
3 = 0. This reduces the possible locations from the hyperboloid as

shown in Figure 5(a) to the intersection curve of the hyperboloids
constructed using b

0
i12 and b

0
i13, as shown in Figure 5(b).

Result 5. In a GPS group spoofing attack on four victims V1, . . . , V4

to specific locations L

0
j and time offsets �

0
j , there are at most two

possible placements for PA
i to impersonate a satellite at LA

i . These
are the intersection points of three hyperboloids defined by b

0
i12,

b

0
i13, b

0
i14.

As previously, to show this, we consider each signal sAi sepa-
rately. By computing b

0
i12, b

0
i13, b

0
i14 (and b

0
i11 = 0) according to

Equation 11 and setting bijk = b

0
ijk, we can construct three hyper-

boloids. Their intersection points are possible placements for the
antennas of the attacker. As the intersection of two hyperboloids
yields a spaced curve, the intersection of three hyperboloids is an
intersection of this curve with a third hyperboloid, which results
in at most two points. We can also arrive at this number of solu-
tions by considering the system of four quadratic equations based
on Equation 7. These can be transformed into three linear and one
quadratic equation [1], defining the solutions for the location L

A
i

and time offset �Ai . As the quadratic equation has at most two solu-
tions [1], and each of the linear equations has one unique solution,
there are at most two solutions for the attacker’s position and trans-
mission time.

This result can also be observed in our example by adding a
fourth victim placed at P4 = (10, 0, 0), which is spoofed to L

0
4 =

(�1, 0, 0) with �

0
4 = 0. The possible placements for the attacker’s

antenna is now the intersection of the previously obtained curve
with another hyperboloid, yielding two points only (Figure 5(c)).

Result 6. In a GPS group spoofing attack on five or more victims
V1, . . . , Vn to specific locations L0

j and time offsets �0j , there is at
most one possible placement for P

A
i to impersonate a satellite at

L

A
i . This is the intersection point of n� 1 hyperboloids defined by

b

0
i12, . . . , b

0
i1n.

This result directly continues our previous reasoning: Each added
victim adds another hyperboloid to the set of hyperboloids which
must intersect to yield a possible P

A
i . For five or more receivers,

the set of (n � 1) linear equations and one quadratic equation is
overdetermined, and therefore has at most one solution.

From Result 5, we know that for military GPS receivers, there
are at most two solutions for a given combination of Pj , L

0
j , �

0
j , and

L

A
i = L

S
i . For attacks on civilian GPS receivers, the attacker can

influence the position of the two solutions of the system of equa-
tions by changing the claimed satellite location L

A
i . We will now

Spoofing to Spoofing to multiple
one location locations (preserved formation)

n Civ. & Mil. GPS Civilian GPS Military GPS

1 P

A
i 2 R3 - -

2 P

A
i 2 R3 set of hyperboloids one hyperboloid

3 P

A
i 2 R3 set of intersections intersection of

of two hyperboloids two hyperboloids
4 P

A
i 2 R3 set of 2 points 2 points

�5 P

A
i 2 R3 set of points 1 point

Table 2: Summary of results for the number of possible at-
tacker locations PA

i for n victims.

give an intuition where these solutions are located for a formation-
preserving GPS spoofing attack.

Result 7. When spoofing a group of GPS receivers V1, . . . , Vn

such that the formation (i. e., the mutual distances and relative time
offsets) is preserved, there is always at least one solution to the
decisional group GPS spoofing problem.

One way to show this result is to use an affine transformation to
describe the relation between physical and spoofed locations of the
receivers and senders. If the formation of the victims is preserved,
there exists a bijective affine augmented transformation matrix T

which describes this translation and rotation. Assuming that L and
P are represented as augmented row vectors, we can therefore write
T · Lj = L

0
j . Then, the inverse transformation T

�1 applied to L

A
i

will yield a possible antenna placement PA
i = T

�1 · LA
i , because

all pseudoranges R0
ij between L

0
j and L

A
i and the measured range

Rij between P

A
i and Pj will be the same (the transformation pre-

serves the Euclidean distance).

As a consequence of Results 6 and 7, spoofing five or more re-
ceivers while retaining their formation has exactly one solution, an
affine transformation of the claimed satellite position L

A
i .

Summary of results: Table 2 gives an overview of sets of possible
positions P

A
i for the attacker’s antenna depending on the number

of victims and on the target locations: spoofing all receivers to one
location or each victim to a different location with a preserved for-
mation. The results are shown for civilian and military GPS; ‘hy-
perboloid’ refers to half of a two-sheeted hyperboloid. In the table
we assume that the condition of Result 3 holds.

The results in Table 2 show that there are no restrictions on the
attacker’s position for spoofing any number of victims to one lo-
cation (PA

i 2 R3). With an increasing number of victims and a
constant formation, the attacker is getting more and more restricted
in terms of his antenna placement. For civilian GPS, the attacker
has more degrees of freedom because he can select claimed (false)
satellite locations LA

i and thus influence the hyperboloid, intersec-
tion of hyperboloids, etc., whereas these are fixed for military GPS
(i. e., there is only one specific hyperboloid of attacker positions for
each transmitted signal per pair of victims).

5. EXPERIMENTS ON SATELLITE-LOCK
TAKEOVER

A GPS spoofing attack in the presence of legitimate GPS satellite
signals requires the attacker to make the victim stop receiving sig-
nals from the legitimate satellites and start receiving the attacker’s

Figure 6: The experimental setup.

signals. If this takeover is noticed by the victim, e. g. because the
victim suddenly loses contact to previously seen satellites, it can
detect the spoofing attack. While the victim might lose contact
due to random noise or environmental changes, the attacker ideally
should take over without being noticed. We say that the receiver
has a lock on a specific transmitter when it is already receiving data
from that satellite. The satellite lock makes spoofing attacks harder
since a spoofing signal is likely to be misaligned (in phase, Doppler
shift, or data content) to the legitimate signal. When the attacker’s
signal is turned on, this momentary interruption in the data-flow
from that satellite could cause the victim to be temporarily unable
to compute his position. Therefore, we now investigate how the
attacker can take over the victim’s lock with the victim losing the
ability to calculate its position, even for a moment.

In Section 3 we assumed a strong attacker, who is always able to
generate signals with perfect timing and power level, and who has
perfect knowledge of his own and the victim’s position. In a practi-
cal attack, many of these assumptions might be invalid. We conduct
experiments to evaluate the influence of such imperfections. Be-
cause we do not change the claimed location of the satellite in the
data sent by the attacker, all discussed imperfections should apply
equally for military and public GPS receivers.

5.1 Experimental Setup and Procedure
In our experiments, the spoofing signals and the legitimate GPS

signals are sent over a cable to eliminate the influence of the trans-
mission channel. This enables us to measure the unique influence
of the parameters of interest while disregarding channel and an-
tenna noise.

We conduct the lock takeover attacks using a Spirent GSS7700
GPS simulator (see Figure 6). The GPS signal simulator is a hard-
ware device that generates GPS signals and is controlled by a dedi-
cated simulation PC running the SimGen simulation software pack-
age [20]. The GSS7700 GPS simulator generates two independent
GPS constellations with up to 16 satellites in each. One constel-
lation is simulating the signals from the legitimate GPS satellites,
and the other is simulating the attacker’s signals. Both are mixed
together and sent to the GPS receiver via a wired connection. The
GPS receiver in our experiments is an Antaris evaluation kit by u-
blox, containing the ATR0600 GPS chip from Atmel.

At the start of each experiment, we send only the legitimate GPS
signals for a static location. We reset the GPS receiver to make sure
all experiments are independent and no internal state is kept from
a previous experiment. After about 30 seconds the GPS receiver
will lock on to enough satellites to be able to calculate a stable
position. This position is the legitimate position L and the goal of
the attacker is now to move the victim to a new location L

0 such
that (i) the victim is continuously able to compute its position (ii)
no noticeable discontinuities in the location occur.
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• Secure	posiIoning	requires	either:	
• bidirecIonal	communicaIon	or	
• communicaIon	from	the	device	to	the	infrastructure	



Cryptographic	Countermeasures



Proposal	for	a	Secure	GPS	(Kuhn)

Devices	hold	satellite	public	keys	
At	Ime	t,	a	satellite	uses	a	secret	code	to	spread	the	navigaIon	signal	
• The	receiver	uses	a	broadband	receiver	to	receive	the	whole	

signal	band	(receiver	does	not	know	the	despreading	code	yet)	
• At	Ime	t+dt,	the	satellite	discloses	its	secret	code,	signed	with	

its	private	key	
• The	receiver	gets	the	code,	verifies	the	signatures	and	de-

spreads	the	signals.	

Prevents	the	generaHon	of	fake	signals	and	their	individual	shiXs.	



Proposal	for	a	Secure	GPS	(Kuhn)
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Proposal	for	a	Secure	GPS	(Kuhn)

The	scheme	
• Prevents	pulse-delay	of	individual	signals	(a)	
• But	not	of	aggregated	signals	(full	band)	(b)	

There	are	issues	with	its	efficiency	(it	might	add	addiIonal	seconds	to	
the	signal	lock).

M.	Kuhn,	An	Asymmetric	Security	Mechanism	for	NavigaIon	Signals	(2004	InformaIon	
Hiding	Workshop,	Proceedings,	Springer-Verlag,	LNCS	3200)	
www.cl.cam.ac.uk/~mgk25/ih2004-navsec.pdf

http://www.cl.cam.ac.uk/~mgk25/ih2004-navsec.pdf
https://docs.google.com/viewer?url=http%3A%2F%2Fwww.cl.cam.ac.uk%2F~mgk25%2Fih2004-navsec.pdf
http://www.springerlink.com/openurl.asp?genre=issue&issn=0302-9743&volume=3200
http://www.cl.cam.ac.uk/~mgk25/ih2004-navsec.pdf

