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Categories and Subject Descriptors
C.3 [Special-purpose and application-based systems]:Real-time
and embedded systems

DEMO DESCRIPTION

To demonstrate the wormhole attack, we placed attacker node M1
close to node A, and attacker node M2 close to node B. The node
M1 was programmed to register the ultrasound signal sent by
node A, and repeat this signal over its radio interface. The node
M2 was programmed to listen to the communication from M1 on
its radio receiver and to repeat this message on its ultrasound
transmitted. As the speed of radio transmission (the speed of
light) is much higher than the speed ultrasonic messages (the
speed of sound), the attackers will succeed to speed-up the
transmission of the ultrasound message from A to B. This will
result in B under-estimating its distance to A.

Recently, researchers have proposed a number of ranging and
positioning techniques for wireless networks. However, they all
studied these techniques in non-adversarial settings. Distance
estimation and positioning techniques are, nevertheless, highly
vulnerable to attacks from dishonest nodes and malicious
attackers [2]. Internal attackers can report false position and
distance information in order to cheat on their locations and
external attackers can modify the measured positions and
distances of wireless nodes.

To demonstrate the pulse-delay attack, we place a single attacker
node M1 close to node B. M1 is programmed to jamm the
reception of the ultrasound signal at node B, as soon as it receives
the radio signal from A. M1 then replays the ultrasound signal to
node B, after an arbitrarily delay, which results in node B overestimating its distance to node A. Message jamming is emulated
through the absence of the original signal, to cope with Cricket
sound signal thresholding.

In this work, we demonstrate two attacks on ultrasonic ranging
systems: the wormhole attack [3], by which the attackers reduce
the distance measured between two honest nodes, and the pulsedelay attack [4], by which the attackers enlarge the measured
distance. With these attacks, we show that the attackers can
arbitrarily modify distances measured with ultrasonic ranging,
despite the authentication and integrity protection of the messages
used in the ranging protocol.

Our experimental setup allows the audience to observe distances
being enlarged and reduced “on the fly” on the computer display.
First, our nodes (A and B) measure their distance repetitively and
the measured values are displayed on the computer display
(corresponding to the actual distance). Second, the attackers are
activated and the audience can observe the measured distance
being reduced/enlarged as a consequence of the wormhole/pulsedelay attack.
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Our implementation is based on Cricket nodes developed at MIT
[1] (software v2). The experiment is performed as follows. Two
Cricket nodes (A and B) are placed at distance d. This distance is
then measured using ultrasonic ranging: an ultrasonic signal and a
radio signal are sent at the same time from node A to node B;
node B then measures the difference between the reception time
of the ultrasonic signal and the reception time of the radio signal;
based on this difference, B estimates its distance to A.
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