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The Internet is a 
dangerous place

Trolls on Social NetworksUnreliable Crowd-Workers

Dishonest Ecommerce SellersFake News
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Trust

§ Trust: the extent to which an agent believes an other agent will 
cooperate

• Gain is to be shared with the other agent
• But the agent is exposed to a risk of loss
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Is Trust Important?

§ Example: eBay
§ eBay reputation profiles predictive of future 

performance [Resnick et al., 2002]
§ Prices positively correlated with the feedback 

[Melnik and Alm, 2002]
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Trust Model: The way in 
which the trust belief is 
inferred 

§ Trust is a property of an agent A
• i.e. label agent as trustworthy / not trustworthy

§ Typical inferences could be
1. If A cooperated with ME in the past, it will also cooperate with ME in the future 
2. If A cooperates with B then A will also cooperate with ME with high probability

§ Basis of a large body of work on reputation-based trust
• Building predictive models based on historical data (reports)
• Signalling approach to trust management
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Reputation-based Trust

§ Requires 
1. that we obtain reports and 
2. that we are able to interpret them

§ Problem 1: have no reports about an unknown agent
• Solution: share reports in a community

§ Problem 2: we cannot interpret the report
• Solution: perform inferences on sets of reports
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Overview

§ Entrée: Community-based Trust (Problem 1)

§ Main Course: Inference on Trust Signals (Problem 2)
• Checking consistency
• Learning from history

§ Dessert: Rationality
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Entrée: 
Community-based Trust
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Model

§ Original motivation: peer-to-peer systems
§ Peers provide services to other peers

• Know other peers they interacted with
• Store feedback wi on interactions with peer i
• Feedback on service and reporting
• A social network (trust graph)

9
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§ Compute global trust values tj for peer j
• By aggregating feedbacks

• Weighting by the trust in the recommender

• Similar to PageRank computation

Social Networking 
Approach
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w1

w2

w3
peer j

Xiong, Li, and Ling Liu. "Peertrust: Supporting reputation-based trust for peer-to-peer electronic 

communities." IEEE transactions on Knowledge and Data Engineering 16.7 (2004): 843-857.
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Social Networking 
Assessment

§ Problems solved
1. Automatic aggregation of reputation data
2. Does not require central authority
3. Possibility of misreporting considered

§ Shortcomings
• Costly (global) computation
• Trust values have no further meaning but ranking
• No distinction between propensity to provide poor service and to misreport
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Probabilistic
Estimation Approach

§ Assume probabilistic peer behavior, e.g.
• P[peer j performs service honestly] = qj  

• P[peer k lies when reporting] = lk
§ Probability of report yk on peer j from peer k
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Despotovic, Zoran, and Karl Aberer. "P2P reputation management: Probabilistic estimation vs. social 
networks." Computer Networks 50.4 (2006): 485-500.
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report yk = 0peer k
lk = 0

peer j
qj = 0
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Probabilistic
Estimation Approach

§ Maximum Likelihood Estimation 
• Determine lk by checking reports on own performance
• Collect all reports y1, y2, …, yn on peer j
• Select qj that maximizes the probability to obtain the observed 

reports

][][][)( 2211 nnj yYPyYPyYPL ==== !q
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Comparative 
Evaluation

§ Precision in correctly assessing misbehavior

Maximum Likelihood Estimation Social Networking

14
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Implementation 
Questions

§ Central or distributed storage of trust reports
• Cost of updating and retrieving reports

§ Manipulation of stored data
• Replication
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Main Course:
Inference on Trust Signals
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Chapter 1: Checking Consistency
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Typical Example: 
Crowd-Sourcing

§ Crowd-Sourcing Platform
• Crowd-workers label data

§ Can the labels be trusted?
• Use multiple labels to check their consistency
• Assign trust value to crowd-workers

C
on

fe
re

nc
e 

on
 E

rw
in

 E
ng

el
er

’s
 9

0t
h 

bi
rth

da
y 

an
d 

Er
ns

t S
pe

ck
er

’s
 c

en
te

na
ry

Ka
rl 

Ab
er

er

18



Classical Approach

§ Expectation maximization
§ Iterates in two steps

1. E-Step: estimate the labels from the answers of workers
2. M-Step: estimate the reliability of workers from the consistency of answers
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Data Integration
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The Problem

§ Multiple database schemas to be mapped pair-wise by 
attribute correspondences 

X
Initial mappings generated by 
humans or automated schema matchers

Can we trust them?
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§ Different schemas on similar data will be related to each other

Semantic Gossiping
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Erroneous Mappings

§ Relationships among schemas will be either manually or automatically 
created: both methods are (highly) error-prone

temperature
time

temperatur
zeit

t1
t2

temp
ttemperature ® temp, 

time ® t
temp ® t1, 

t ® t2

t1 ® zeit, 
t2 ® temperaturtemperatur ® temperature, 

zeit ® time

temp ® temperatur, 
t ® zeit
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Erroneous Mappings

§ Problem: Is it possible to learn from the network about the correctness of 
relationships?

temperature
time

temperatur
zeit

t1
t2

temp
ttemperature ® temp, 

time ® t
temp ® t1, 

t ® t2

t1 ® zeit, 
t2 ® temperaturtemperatur ® temperature, 

zeit ® time

temp ® temperatur, 
t ® zeit
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Erroneous Mappings

§ Mappings among concepts can be composed
• Allows to identify redundant compositions, e.g. cycles
• Those can be checked for consistency

temperature
time

temperatur
zeit

t1
t2

temp
ttemperature ® temp, 

time ® t
temp ® t1, 

t ® t2

t1 ® zeit, 
t2 ® temperaturtemperatur ® temperature, 

zeit ® time

temp ® temperatur, 
t ® zeit

temperature ® time ???
time ® temperature ???
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Probabilistic Reasoning

§ Probabilistic model on the correctness of mappings mi in a cycle using 
feedback fj from mapping composition

• Basis for probabilistic inference of correctness of mappings

temperature
time

temperatur
zeit

t1
t2

temp
ttemperature ® temp, 

time ® t
temp ® t1, 

t ® t2

t1 ® zeit, 
t2 ® temperaturtemperatur ® temperature, 

zeit ® time

temp ® temperatur, 
t ® zeit

Cudre-Mauroux, Philippe, Karl Aberer, and Andras Feher. "Probabilistic message passing in peer data management systems." 22nd International 
Conference on Data Engineering (ICDE'06). IEEE, 2006.
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§ Goal: determine P(mi | f0)

§ Maximum entropy principle: a priori probability P(mi) = 0.5

§ Bayes Theorem                                        and marginalization

Computing a Marginal 
for One Mapping
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§ But: feedbacks on different cycles are correlated
• One wrong mapping will affect several cycles/paths
• Need to express a global probabilistic model for the mapping graph

Correlated Feedback
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Deriving PDMS Factor-Graphs from Mapping Network



§ General Formulation (n() neighbors in factor graph)

§ Works correctly on trees

Message Passing on 
Factor Graphs
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Summary

§ Checking consistency works well if you have many redundant reports 
(dense feedback)

§ What to do if feedback is sparse?
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Chapter 2: Learning from History
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Fake News
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https://www.nato.int/docu/review/articles/2016/07/25/the-lisa-case-germany-as-a-target-of-russian-disinformation/index.html

https://www.nato.int/docu/review/articles/2016/07/25/the-lisa-case-germany-as-a-target-of-russian-disinformation/index.html


Boosting Bad Science

https://www.cbsnews.com/news/how-the-chocolate-diet-hoax-fooled-millions/
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Credibility Evaluation 
Today

Manual fact checking by experts

General Fact Checking Sites
(mostly journalists)

Specialized Science Fact Checking Sites
(mostly scientists)C
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Insights
• There exist features that correlate with credibility
• Combination of content and social features works best
• Quality of classification depends on quality of training data = ground 

truth

Automated Web Credibility 
Evaluation?
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Olteanu, A., Peshterliev, S., Liu, X., & Aberer, K. (2013, March). Web credibility: features exploration and credibility 
prediction. In European conference on information retrieval (pp. 557-568). Springer, Berlin, Heidelberg.



SciLens: Evaluating 
Quality of Scientific News

Investigate whether scientific findings are adequately presented in science 
news: Analyze the news in their context

Panayiotis Smeros, Carlos Castillo, Karl Aberer: Evaluating the Quality of Scientific  News Reporting from 
Social and Content Indicators, In The International World Wide Web Conference 2019.

Doable:
Resolve URLs

Difficult:
Resolve Quotes
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Resolving Quotes

Linking news to science articles: bootstrapping approach
• Create a set of reporting verbs (“say”, “claim”, ”prove”,…), studies (“survey”, 

“analysis”) and scientists (“researcher”, ”analyst”)
• Extend this set with semantic similar words using word embeddings
• Identify indirect speech using NLP processing
• Build regular expression patterns over word classes

90% precision at 50% recallC
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Data Collection in the 
Nutrition domain

Start from social media posts
then identify news, 
finally find quotations of science articles

• 11’000 social media posts
• 7’500 news articles
• 1’300 papers

Most Quoted Organization per Topic
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Quality Features

Example: Source Adherence (semantic textual similarity feature for News article)C
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Non-Expert Evaluation

Hypothesis: when non-experts see the quality features they can 
do a better assessment 
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Weak Supervision

Building a machine learning classifier using the quality features
• In absence of ground truth we use weak supervision
• Instead of judging the quality of articles we judge quality of outlet

Expert 
assessment of 
quality of journalsC
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Results

• When displaying features to non-experts, the quality of their evaluation
increases significantly

• A weakly-supervised classifier performs better than non-experts!C
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Platform
C
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Dessert: 
Rationality
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A Rational Agent

Reputation 

Detection threshold

Trust is not an inherent property of an agent!C
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Rationality

§ Actions of peers have associated utility
§ Example: prisoners dilemma

§ Main insights (2 Nobel prices)
• One shot game: no cooperation (Nash)
• Repeated game: cooperation – tit-for-tat  (Axelrod)

§ Common explanation of the concept of trust

u1,u2

46

C
on

fe
re

nc
e 

on
 E

rw
in

 E
ng

el
er

’s
 9

0t
h 

bi
rth

da
y 

an
d 

Er
ns

t S
pe

ck
er

’s
 c

en
te

na
ry

Ka
rl 

Ab
er

er



The Setting

§ Model (the community model)

• Feedback wi on peer i’s service

• Peer i has incentive to cheat:

legal gain ui < illegitimate gain ui + vi

§ Peer behavior

• Honest peers never cheat

• Malicious peers cheat probabilistically

• Rational peers optimize their utility

47

Vu, Le-Hung, and Karl Aberer. "Effective usage of computational trust models in rational environments." ACM 

Transactions on Autonomous and Adaptive Systems (TAAS) 6.4 (2011): 1-25.
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Sanctioning 48

peer i

Most recent feedback
w

1

Evaluate reliability t
of feedback w

using a
computational trust model 

2

If t=1 and w=0 or t=0 and w=1:
Peer i is cheating!!!

3

peer i: 
k cheating 
detections

If peer I has less than k cheating detections: ok!

4

Severe sanctioning mechanism!

another peer
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Computational Trust 
Model

§ May use several information sources 
• past performance of sellers, trusted sources, own belief on environment’s 

vulnerability, relations between peers, ratings from other agents

§ May use variety of statistical models/heuristics
• probabilistic approaches, e.g. EM, collaborative filtering, clustering of ratings, 

etc.

§ Accuracy measure (known to peers)
• P[est+| real-] < ε, P[est - | real+] < ε
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Trust Accuracy vs. 
Cooperation

Theorem: if computational trust model sufficiently accurate and gains 
are bounded rational peers cooperate in all but the last Δ transactions.

Bounded gains (u*<u<u*, v*<v<v*)
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Incentive to Leave (Δ) 51

accuracy of computational trust model

Example: 
For ε < 0.2 and k=1 peer will
leave for the last 2 transactions
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Emergence of Cooperation

§ Cooperation is enforced if peers stay infinitely or long 
enough given ε sufficiently small 

• resilient against rating manipulation
• malicious peers are eliminated
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Example: 
For ε = 0.2 and k= 10 peer will
be accidentally blacklisted after
2^22 transactions …

… whereas a cheater will be eliminated
after 2^3 cheats
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How to Prevent 
Whitewashing?

§ If peers that have been sanctioned can return with a new identity, this 
mechanism will not work

§ Idea in Ebay: sellers that stay longer in the system ask for higher prices
• Makes it unattractive to leave the system for whitewashing
• Clients on eBay are willing to pay higher prices for reliable seller [Resnick

2006]

§ Does it work?
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P(L) = u (1 - Ф) + f(L)
§ L lifetime of seller
§ f(0) = 0, f monotonically increasing
§ 0 < Ф < 1, initial price below original price u

Identity Premium
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Price P 

Lifetime L 

original price u

price P(L) with 
identity premium

Vu, Le-Hung, Jie Zhang, and Karl Aberer. "Using identity premium for honesty enforcement and whitewashing 
prevention." Computational Intelligence 30.4 (2014): 771-797.



Cooperation 
Enforcement

§ Theorem: If the identity cost is sufficiently small there exists an identity 
premium function such that a rational provider will cooperate in every 
but the last interaction.

§ Bound on identity cost and premium depends on 
• Accuracy of dishonesty detector
• Potential cheating gain
• Initial price
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Example

§ original price u=1
§ cheating gain 50% of original price
§ Initial price 0.5 (Ф = 0.5)

56

Limit price below original price:
Acceptable to sellers?

Limit price above original price:
Acceptable to buyers?

Inefficiency?
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Eliminating 
Inefficiency

§ If the cheating gain is sufficiently small and the dishonesty detector is 
sufficiently accurate the price remains bounded and can approach any 
limit price by properly choosing Ф

• Thus for a finite number of services this inefficiency can be eliminated
• For infinite number it can be kept extremely small (order of provisioning a few 

services)

§ Rationale to accept the scheme
• Providers: without premium no trade at all
• Consumers: no risk if providers are rational (provably)
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Summary

§ Establishing trust is a fundamental challenge in information systems

§ After 20 years of work related to trust, what can we say?
• There is not a single model of trust or universal trust mechanism

§ Assumptions
§ Context
§ Availability of data
§ Identity

• Establishing trust remains a never ending challenge
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