
1

Didier SORNETTE

1Department of Management, Technology and Economics,ETH 
Zurich, Switzerland

2Department of Physics, ETH Zurich, Switzerland

3Department of Earth Sciences ETH Zurich, Switzerland

Collaborators:
Thomas Maillart 
Stefan Frei
Jonathan Gysel 
Riley Crane 

Endogenous versus exogenous dynamics 
and scaling laws in Cyber-risks



2

• Collective dynamics and 
organization of social agents
(Commercial sales,YouTube, Open sources, Cyber risks)

• Agent-based models of bubbles 
and crashes

• Predictability and prediction of 
complex systems / stock markets

• Asset pricing, hedge-funds, risk factors…

• Human cooperation for sustainability

Our Group



CRISES





• Self-organization?  
Extreme events are just part 
of the tail of power law 
distribution due to 
“self-organized criticality”?
(endogenous)

•“Catastrophism”: extreme events require 
extreme causes that lie outside the system 
(exogenous)

•A mixture?  How would it work?

Artwork by Elaine Wiesenfeld 
(from Bak, How Nature Works)
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• The “infinite memory” of the Internet
• Long memory in computer vulnerabilities
• Long memory in many social and natural 

phenomena
• The concept of RESPONSE FUNCTION and 

the fluctuation-susceptibility theorem
• Endogenous vs Exogenous organization of 

complex systems
• Globalization: smaller small risk - larger 

extreme risks
• Managing complex systems: illusion of control
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Unique source IPs sending scans 
from AS559 to the Internet 
aggregated in 15min bins (Unique 
source IPs generating TCP SYN 
scans to destination port 135 
aggregated in 15min intervals. Only 
hosts placed inside AS559 are 
counted when they send more than 
20 scans.)

(A= 8925, 
alpha= 0.687
t = 2003.08.11 02:49).

Dynamics of Blaster

Jonathan Gysel . ETH Zurich Master Thesis

The “infinite memory” 
of Internet 

Dynamics of Blaster 
(after desaisonalization)



 

Qualitative evolution of infection attempts from AS559 versus time, both axis 
logarithmic (The number of TCP SYNs sent to destination port 135 
aggregated in 15min intervals. Only scans from AS559 to Internet are shown)

Dynamics of Blaster

Jonathan Gysel . ETH Zurich Master Thesis

The “infinite memory” of Internet 



 

Activity memory:

Interpretations:
1) Long-memory: correlation function of activity >> 1/t

2) Long-term persistence, intermittency and clustering
(total activity does not converge and grows as power law) 

Mechanisms:
a) Persistence phenomenon (random field with diffusion, 
Monte Carlo updates of spin models, etc)

b) Activation processes (Omori-like as for aftershocks)

c) alpha<1 => network amplification effect of persistence by 
epidemic processes (Sornette, Critical Phenomena in Natural Sciences (2004)

Extrapolation to “Botnets”?



 Scale Invariance and Fractals
Chapter 5
Didier Sornette (2004), 2nd ed., Critical Phenomena in Natural Sciences. Chaos, Fractals, Self-organization 
and Disorder: Concepts and Tools, Springer, Heidelberg

Under a change of scale of the control parameter

Functional equation whose solution is

Power laws are the hallmark of scale invariance:



 



 

illustration of 
scale invariance
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(Frei et al. 2006)

Large-scale computer vulnerability 



Software vulnerability dynamics

• vulnerability process is a good proxy of 
software resilience to bugs

• we identify 4 steps in vulnerability process:

1. discovery (red)
2. exploit (green)
3. public disclosure (time reference)
4. patch release (blue)

• exploits and patch can appear before 
disclosure (crosses) or after (circles)

• once again, response distribution in this 
process is heavily tailed

• very characteristic is the distribution of 
exploits (before disclosure, green crosses) 
which shows some patterns of power-law 
with phase transition, in lower tail

S. Frei and T. Maillart 

time

time

ccdf

ccdf



• Here we show comparison 
between types of softwares:
- Microsoft (blue)
- Linux (red)
- Oracle (purple)
- Mozilla (green)

• We can see that time to patch 
distribution is also heavily 
tailed. 

• While it varies differently 
according to considered 
software the allure remains 
somehow the similar, especially 
when we consider Microsoft 
(blue) and Linux (red). 

Software vulnerability dynamics



 

-59.1% percent of Internet users worldwide use the latest major version of their 
preferred Web browser.

-Firefox users are the most attentive: 92.2% of them surfed with Firefox 2, the
latest version before the recently released 3.0. 

-Only 52.5% of Microsoft Internet Explorer users, however, employ the latest, most 
secure Internet Explorer 7 to surf the Net.
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Analogy: Temporal decay of aftershocks

Temporal decay of the rate  N(t) of aftershocks 

after a mainshock at t=0 

N(t) = K/(t+c)p    
p is in the range [0.3, 2], often close to 1

[Omori, 1894; Utsu, 1960]

Landers
28 june 1992
M=7.3

Big-Bear, 
M=6.4
 28/06  8:05   

Joshua Tree,
 22/04   M=6.1 

the seismicity rate after a mainshock at time 
t=0 follows the modified Omori law

Example for the 
Landers

 aftershock sequence 

(1992, M=7.3, 
California)



Temporal variation of activity

Analogy with earthquake rate:



 

The method of critical events in economics and social sciences

Roehner, Sornette and Andersen, cond-mat0402408 (2004)



 

Roehner, Sornette and Andersen, cond-mat0402408 (2004)



 

Roehner, Sornette and 
Andersen, cond-mat0402408
 (2004)

The method of critical events in economics and social sciences



 

Internet Download Shocks

Cumulative number of downloads N as a function of time t from 
the appearance of the interview on Wednesday 14th April 1999.

Johansen, A. and 
D. Sornette, 
Download 
relaxation 
dynamics on the 
WWW
following 
newspaper 
publication of URL, 
Physica A, 276
(1-2), 338–345 
(2000)

p
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S&P 500 Index after 
the Black Monday
financial crash 
(19 Oct 1987).

one-minute return

Peng et al.

Long-term relaxation of the implied 
volatility can also be accounted for 
by the LPPL. It describes the 
progressive fragmentation of the 
market which recaptures its usual 
heterogeneity.

(days)

OMORI LAW:

Example for the 
Landers aftershock 
sequence 

(1992, M=7.3, 
California)



 

Eckmann et al. (2004)

Dialog in e-Mail Traffic



 Subprime crisis: Google trend
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Riley Crane, Didier Sornette
ETH Zurich, D-MTEC
Chair of Entrepreneurial Risks
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Endogenous

Exogenous

YouTube viewer dynamics 



 

Typical Relaxation after a burst of activity
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Source of Extreme Events:  Endogenous vs Exogenous

Sornette, et. al. PRL 93, 228701 (2004)

Classification of Blockbusters

Endogenous Response

Exogenous Response

Bare Response – Long memory process

Model: Epidemic Propagation of 
Interactions

Epidemic propensity: “branching ratio” n

0 1

Strategy: -fostering larger branching ratios -targeting larger branching ratios



 YouTube viewer dynamics 
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Blockbusters, Bombs and Sleepers:
The income distribution of movies

Sinha and Pan (2005) 



Guidelines from Physics: 
perturb and study the response
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EXO:Drag resistance
under an external force

ENDO: Random walk

(Einstein, 1905)

r2=2d Dt

D=kBT/γ



 

Basic technique: dynamic signatures



Endogenous versus Exogenous
Extinctions
      -meteorite at the Cretaceous/Tertiary KT boundary
      -volcanic eruptions (Deccan traps)
      -self-organized critical events
Financial crashes
      -external shock
      -self-organized instability
Immune system
       -external viral or bacterial attack
       - “ internal” (dis-)organization
Brain (learning)
       -external inputs
       -internal self-organization and reinforcements (role of sleep)

Recovery after wars?
       -internally generated (civil wars)
       -externally generated

Aviation industry recession
       -September 11, 2001
       -structural endogenous problems

Volatility bursts in financial time series
        -external shock
        -cumulative effect of “small” news

Commercial success and sales
        -Ads
        -epidemic network 
Social unrests
        -triggering factors
        -rotting of social tissue 

Discoveries
       -serendipity
       -maturation

Parturition
       -mother/foetus triggered?
       -mother-foetus complex?

Earthquakes
       -tectonic driving
       -triggering



37

• Amazon.com posts a 
“live” ranking of all its 
products

• Book ranks in the top 
10,000 are updated 
every hour according to 
a secret weighting of 
recent sales and entire 
history

AMAZON BOOK SALES
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The Original “Crisis”

• On Friday January 17, 
2003, Sornette’s recent 
book jumped to rank # 5 
on Amazon.com’s sales 
ranking (with Harry Potter 
as #1!!!)

• Two days before: release 
of an interview on 
MSNBC’s MoneyCentral 
website

Princeton
University
Press
Jan. 2003



 

“Heaven and Earth 
(Three Sisters Island 
Trilogy)” by N. Roberts

“Strong Women Stay 
Young” by Dr. M. Nelson

June 4, 2002: 
New York Times 
article crediting 
the 
“groundbreaking 
research” of Dr. 
Nelson

June 5, 2002

Endogenous

Exogenous
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Criticality of social network

p=

p=p=

Predictions of the model



 Single Book Analysis

Endogenous 
growth

Endogenous 
decay

Exogenous 
decay

θ=0.3±0.1



 The Aggregate

Endogenous 
growth and 
decay

Exogenous 
decay

Exogenous 
growth

Real data averaged over +100 books

θ=0.3±0.1



2008.02.29

What about precursory information?



2008.02.29

Qualitative classifications
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Financial Volatility



D. Sornette, Y. 
Malevergne and J.F. 
Muzy. Risk 16 (2), 
67-71 (2003) 

October 1987 crash:
totally different 
mechanism

(Multifractal Random Walk model)



Endogenous shocks and Multifractal Random Walk model



black: highly connected nodes
red: infected
green: un-infected
grey: infection not yet revealed

http://www.orgnet.com
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Securitization of credit risks:
is it the next “systemic collapse”?

• Securitization of credit risks leads to
smaller risks

• But more inter-connected     ⇒ global risk?

CDS and CDO: form of insurance contracts linked to underlying debt that protects the buyer in case of default. 

The market has almost doubled in size every year for the past five years, reaching $20
trillion in notional amounts outstanding last June 2007, according to the Bank for
International Settlements. 

Bundling of indexes of CDSs together and slicing them into tranches, based on riskiness and return. The most 
toxic tranche at the bottom exposes the holder to the first 3%
of losses but also gives him a large portion of the returns. At the top, the risks and returns are much smaller-
unless there is a systemic failure.

-Finance industry (investment, retail, wealth management) 

-"size effect" of Cyber-Risk (cf Thomas Maillart’s talk)
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Securitization leads to larger inter-connectivitySeparation of financial and credit risks

pdf
pdf

risks risks

Coupling strength increases
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Managing the economy and the financial stock markets ? 

time

price

Famous bubbles and crashes

“We, at the Federal Reserve…recognized that, despite our  suspicions, it was 
very difficult to definitively identify a bubble  until after the fact, that is, 
when its bursting confirmed its existence… 

Moreover, it was far from obvious that bubbles, even if identified early, could 
be preempted short of the Central Bank inducing a substantial contraction 
in economic activity, the very outcome we would be seeking to avoid.”


 
 
 
 
 
 A. Greenspan (Aug., 30, 
2002)



52

FIRE CONTROL

The primary response from government has been to initiation aggressive fire suppression 
and management in an attempt to eliminate fire from native lands. In spite of these 
aggressive fire suppression efforts large wildfires continue to consume vast acreages of 
chaparral in Southern California. 

Minnich (1983, 1997) comparing the chaparral fire regimes in southern California and Baja 
California  found that in Baja California numerous small fire events fragment stands into a 
fine mixture of age classes,  a process which appears to help preclude large fires. While 
the pattern of large fires in Southern California appears to be an artifact of suppression.
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Number of fires

Minnich, R.A. (1983), Science 219

Malamud et al., Science 281 (1998)

California

Baja CA



Information processing: normal people’s high level of general intelligence 
makes them too smart for their own good. 

Individuals appear hard-wired to over-attribute success to skill, and to 
underestimate the role of chance, when both are in fact present
[Langer, E. J., The Illusion of Control, Journal of Personality and Social Psychology 32 (2), 311-328 (1975)]

After a full cycle of rise and fall after which stocks were valued just where 
they were at the start, all his clients lost money (Don Guyon, 1909)

Many academic works suggest that most managers underperform “buy-
and-hold” strategy; persistence of winners is very rare, etc.

Rats beat humans in simple games: People makes STORIES!  Normal 
people have an “interpreter” in their left brain that takes all the random, 
contradictory details of whatever they are doing or remembering at the 
moment, and smoothes everything in one coherent story. If there are 
details that do not fit, they are edited out or revised! (T. Grandin and C. 
Johnson, Animals in translation (Scribner, New York, 2005)

 

The illusion of control



The illusion of controlDefinition of “Illusion of control” in set-ups a priori defined to emphasize the 
importance of optimization:


 Low entropy (more informative) strategies 

 
 under-perform 

 high-entropy (random) strategies

Demonstration in Minority games and Parrondo games
(J. Satinover and D. Sornette)

Other examples where  uncertainty and risks can be amplified by attempt to 
manage and control:
-control algorithm with optimal parameter optimization based on past observations 
generate power law PDF of fluctuations
-quality control
-management strategy during times of crises (distressed firms…)

How can we falsify the value of control and management?



• Dynamical approach to complex systems 

• Ecology of risks: the immune system 
view (illnesses are not due to microbes!)
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First edition
2000

Second 
enlarged edition
2004
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Princeton
University
Press
Jan. 2003



(November 2005)


